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Abstract-

Watermarking is viewed as an enabling technology to protect these media data from re-use
without giving adequate credit to the source or in an unauthorized way. Hawkins
addressed that many watermarking techniques have been proposed for intellectual
property and copyright protection in the literature, but different media data apply
different digital watermarking techniques. Moreover, technical requirements of different
watermarking techniques also vary because of different functions and applications. Since
intellectual property protection using digital watermarking is still at its infancy, this
project attempts to promote digital watermarking and introduces a mechanism for
electronic business designers and developers to use watermarking in protecting their online
media contents.

Introduction- A digital watermark is a kind of marker covertly embedded in a noise-
tolerant signal such as audio, video or image data. It is typically used to identify ownership of the
copyright of such signal. "Watermarking" is the process of hiding digital information in a carrier
signal; the hidden information should, but does not need to, contain a relation to the carrier signal.
Digital watermarks may be used to verify the authenticity or integrity of the carrier signal or to
show the identity of its owners. It is prominently used for tracing copyright infringements and for
bank note authentication. Like traditional physical watermarks, digital watermarks are often only
perceptible under certain conditions, e. g after using some algorithm. If a digital watermark
distorts the carrier signal in a way that it becomes easily perceivable, it may be considered less
effective depending on its purpose. Traditional watermarks may be applied to visible media (like
images or video), whereas in digital watermarking, the signal may be audio, pictures, video, texts
or 3D models. A signal may carry several different watermarks at the same time. Unlike
metadata that is added to the carrier signal, a digital watermark does not change the size of the
carrier signal.

The needed properties of a digital watermark depend on the use case in which it is applied. For
marking media files with copyright information, a digital watermark has to be rather robust
against modifications that can be applied to the carrier signal. Instead, if integrity has to be
ensured, a fragile watermark would be applied. Both steganography and digital watermarking
employ steganographic techniques to embed data covertly in noisy signals. While steganography
aims for imperceptibility to human senses, digital watermarking tries to control the robustness as
top priority. Since a digital copy of data is the same as the original, digital watermarking
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‘Scope

Digital watermarking is evolving with time and technology and so are the attacks and attempts to
contravene. Robust watermarking techniques are required for the protection of digital contents
and detect the copyright infringements. Researchers need to develop robust watermarking
techniques that are reliable ,cost-effective and which can be implemented widely on commercial
basis. It will not only promote the sense of security among the digital media creators but will also
motivate them to deliver real, high quality multi-media contents over the public networks like
Internet .In order to be effective ,a digital watermarking scheme must satisfy some basic
requirements viz. Visual imperceptibility ,robustness, embedding capacity, uniqueness and
minimum computation load for embedding or detecting the watermark Among these, ensuring
watermark robustness to various geometric or other common image processing transformations
is considered as the most challenging one. Geometric transformations can be applied easily with
any off-the-shelf image processing software resulting in serious problems especially when the
original image is not available at the time of extraction. Most of these geometric distortions are
modeled as a combination of three basic transforms - rotation, scaling and translation .These
transformations destroy the synchronization of watermark and defeat the purpose of
watermarking by misleading the detection or extraction process .In order to solve this
synchronization problem, various schemes prefer to embed the watermark .

Literature Survey

Copyright is a provision of intellectual property laws that forbids the unlicensed copying,
staging, or dissemination of a creative work. The world's first copyright law, "The Statute of
Anne," was enacted by the British Parliament in 1709. Since then, several nations have adopted
copyright laws. The World Intellectual Property Organization (WIPO) Treaties that were signed
in Geneva in December 1996 set forth the international legal framework for modernizing
copyright laws for the digital era. Australia changed its Copyright Act of 1968 with the
Copyright Amendment (Digital Agenda) Act of 2000 to increase the rights of music copyright
holders when their work is utilised in "new" media, such as Music-on-Hold and Internet
distribution services.

The Digital Millennium Copyright Act (DMCA) was enacted by the US Congress in 1999,
which covers questions related to copyright for digital information. This law makes it unlawful
to try to get around any technical safeguard that effectively protects the owners' intellectual
property rights of digital material, such as digital watermarking. This decision should serve as a
spur for both the definition of new watermarking applications and the advancement of the most
cutting-edge technology currently available. The multimedia business has been trying a wide
range of technologies to maintain copyright protections granted by laws and to take advantage of
the Internet's potential to grow the industry and improve the consumer experience.
Cryptographic-based copyright protection involves digital contents being distributed in their
encrypted forms, but when decrypted, it becomes ordinary digital content that is no longer
protected and carries no copyright information.

To address this problem, many systems achieve copyright protection by attaching a code or a tag
represented in a digital watermark that uniquely identifies both the creator and the consumer of
the digital content. A digital watermark is digital data that can be embedded in digital contents
and allows one to establish ownership, identify a buyer, or add additional information about the
digital content. Cryptography and watermarking are sometimes utilized together, such as Chen
and Lee and Anderson and Lotspiech. Chen and Lee proposed a variance-based copyright
protection method that takes advantages of both cryptographic tools and digital watermarking.
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Piva proposed an open network electronic copyright management system (ECMS) that combines
watermarking with cryptography to achieve reliable copyright protection while satisfying two
contrasting requirements.

Anderson and Lotspiech proposed a rights enforcement system for an electronic library system
that would control access and provide copyright protection. Access control is achieved through
user authentication and session encryption, while copyright protection is enforced by visible and
invisible watermarks. A bar code that acts as a visible watermark is attached to the front page of
each digital article in the electronic library. Tracing these invisible watermarks can reveal any
illegal act performed on the content.

Existing System

Recent research trend in watermarking technique has been focusing on text data but
watermarking is not limited to text documents; there are also watermarking techniques for
images and video data .Watermarking for black and white text data; e.g., electronic documents
and manuscripts, is so-called binary watermarks, and is similar to visual cryptography, which
was a technique proposed for information hiding, another watermarking technique, such as
Coxetal. Targets a wide spectrum of media data, but only the fundamental concepts of the
technique are given.

Disadvantages of Existing System:

* Limited to Specific Media Types
*  No guaranty of accuracy.
* Leads Performance Issues at Runtime

Proposed System

In this Application we are going to implement water mark pattern for all the different
types of media like images ,video and different kinds of text data .

* Add image as watermark for text data.

* Add image as watermark for image data.

» Add text data as watermark for image data.

Advantages of Proposed System:
» Copyright protection: Embedding the ownership of the information when the information
is being duplicated or abused.
« Usage/copy tracking: Verify the usage and copy of the information by the embedded data.
e Metadata or additional information: Embedding data to describe the information, e.g.,
structure, indexing terms etc.,

Module Description -
Admin Module:

This module enables the activation and deactivation of the Data owners, manages the data in
the database.

Data Owner Module:

From the repository of files and documents, Data owner has to select a file to apply watermark.
This module specifies the details of watermark and views the results .

Guest User Module:

This module is allowed to access the data which has-been uploaded by the Data owners and the
uses the data required by them.
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Result

@ Water Marking x

X G sample watermark image - Goor X | <+ v = o X

C @ File | C/Users/sowmy/Downloads/1668089013.pdf

= 1668089013.pdf / 100% <+ =

A Simple PDF File

This is a small demonstration .pdf file -

just for use in the Virtual Mechanics tutorials. More text. And more
text. And more text. And more text. And more text

And more text. And more text. And more text. And more text. And more
text. And more text. Boring, zzzzz. And more text. And more text. And
more text. And more text. And more text. And more text. And more text
And more text. And more text.

And more text. And more text. And more text. And more text. And more
text. And more text. And more text. Even more. Continued on page 2 ...

Fig : Output PDF with sample Watermark

@ Select registration model to char X v - fu} X

¢« C  ® 127.00.1:8000/admin/watermarking/registrationmodel/ 2 * » 0@ :

Djanqo administration WELCOME, ADMIN. VIEW SITE / CHANGE PASSWORD / LOG OUT

 Home » Watermarking » Registration models

/AUTHENTICATION AND AUTHORIZATION

Select registration model to change
Groups + Add N N
Usecs o Al Action: | —— v/ Go | 0of 10selected
REGISTRATION MODEL
WATERMARKING =
RegistrationMode! object (13)
Comment models + Add
RegistrationModel object (12)
Like or dis like models + Add
RegistrationModel object (11)
Post models + Add
(J  RegistrationModel object (10)
Registration models + Add
O RegistrationMode! object (9)
« 1 RegistrationModel object (8)

O RegistrationModel object (7)
RegistrationModel object (6)
RegistrationModel object (5)

RegistrationModel object (4)

10 registration models

Fig: Admin DataBase
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@ Water Marking X G sample watermark image - Goos X | 4 N S
¢« 5 C O 127.001800/postaction/ 2w »0@ :
Posted Successfully = X S
Tite:
s Documens “Ghoose Fil | No e chosen
Watermark Text
Water fusey Jnimge: Choose File | No file chosen
Select Water Mark Type: | —~select- v/
sujatha:my document download delete
ke 0 dislike0
Write Your Comment Here
srinu:my research paper download
e 0 dishiket
Write Your Comment Here
this article &5 nice prasad posted on: Nov. 4, 2022, 1:57 p.m,
Fig : Owner Output Screen
@ Water Marking X M SentMail - sowmyachowdarychi' X | G App passwords % | G Signinwith App Passwords - Go X | @ My Files x| + <= ] X
&« > C O 127.00.18000/logi 2esefmiddh tol GXEGWYmS528J5IPK10HOByle 1 knluwHAUUMTMIZQGhOX3gXakHmtpDrrg d d=admi dmingcon.. 1 v & O . H

Digital Water Marking

LOGOUT
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Welcome to admin

Emi Mobile Role | Delete

User Name | Name

sriny srinu nagasninud 82 @gmail com 9080273668 owner delets
prasad prasad  nagasnnud82@gmail.com 9980273669  user delete
sowmya sowmya  sowmyachowdarychilkuri@gmail com 7036763007 owner dslele
s sowmya sowmyachowdarychikuri@gmail com 7036763087 user  deleta
12345 12345 chowdarysowmyad@gmail com 7036763097 owner delete
ak ak akankshabhoomraogarig@@gmail com 8341571223  owner delele
keer keer saikeerthanamedavarapu@gmail com 7702233574 owner  delela
venu venu nagasninud82@gmail com 9080273660  user delete

Fig : Admin Output Screen
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n 4 Sent Mai wmyachowdaryct App passwords x S Sic with App Password: File: x X
D 127.00.1 y f 1 A Vv NsV f « » 0@ :

Welcome to venu

Fig : User Output Screen

Conclusion

In the digital age, watermarking is unquestionably crucial for safeguarding many types of digital
assets. To avoid the abuse of the content they provide for public consumption, electronic
commerce apps need this protection. Only a small minority of electronic commerce application
developers, primarily due to a lack of familiarity with the technology, implement effective
methods to secure digital contents in their apps.This project proposed a watermark design pattern
(WDP) to describe the properties of the digital watermark for specific media data. The link
between watermark patterns of design and media data, where copyright safeguarding is a
concern, was investigated through an analysis of nine typical distributor's websites that are
displaying digital items on the WWW.We expanded on our research and analysis to highlight the
connection between digital watermarking methods and applications for internet commerce. The
connection diagram achieves our goals by bridging the gap between developers requirements and
copyright protection systems.By choosing the appropriate digital watermarking techniques
according to the relationship diagram, the developers could protect the intellectual property of
distributed contents and automatically apply the right digital watermarking techniques without
having to be aware of the specifics of the watermarking techniques since the WDPs were created
in accordance with their design guidelines.We will carry out an exhaustive investigation on
popular electronic business web applications and websites to support the argument of our
findings. The problem of flexible watermarking methods' applicability to several types of media
data, as well as how these techniques alter the structure of the link between techniques for
watermarking and electronic commerce applications, will also be a subject of future study.
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