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ABSTRACT

The rapid proliferation of Internet of Things (IoT) devices in the healthcare sector has led to new
challenges in ensuring the security, privacy, and integrity of sensitive medical data. Traditional
centralized approaches to attack detection and data management are increasingly inadequate due
to their vulnerability to single points of failure, scalability issues, and susceptibility to cyber-
attacks. This paper proposes a decentralized attack detection framework that leverages
blockchain technology and machine learning (ML) to enhance the security of IoT-driven e-health
solutions. By utilizing the decentralized nature of blockchain and the intelligent decision-making
capabilities of machine learning, this framework aims to provide a more secure, transparent, and
efficient approach to detecting and preventing cyber-attacks in IoT-enabled healthcare systems.
The proposed methodology integrates two key components: blockchain for secure, tamper-proof
data sharing and machine learning for real-time anomaly detection and attack prediction. The
blockchain ensures data integrity, transparent audit trails, and decentralized access control, while
machine learning models are employed to detect suspicious patterns and identify potential
security breaches, including unauthorized access, data manipulation, and denial-of-service
attacks. The framework is implemented using a hybrid approach, combining Supervised
Learning (for classification tasks) and Unsupervised Learning (for anomaly detection), trained on
real-world IoT health data to predict and identify abnormal behaviors indicative of attacks. To
evaluate the effectiveness of the proposed framework, experiments are conducted using a
simulated IoT healthcare environment, and several performance metrics—such as accuracy,
detection rate, false positives, and response time—are measured. The results show that the
integration of blockchain and machine learning significantly improves attack detection accuracy,
reduces false positives, and enhances the overall security of loT-based e-health solutions
compared to traditional methods.

KEYWORDS: machine learning (ML), Internet of Things (IoT), Unsupervised Learning,
security breaches

1. INTRODUCTION

The advent of the Internet of Things (IoT) has revolutionized many sectors, with healthcare
being one of the most promising areas for innovation. IoT-enabled devices such as wearables,
remote sensors, and connected medical equipment have empowered healthcare systems to
provide personalized and real-time patient monitoring. These devices continuously collect and
transmit vast amounts of medical data, enabling healthcare professionals to offer more accurate

ISSN:0377-9254 jespublication.com Page 65



Journal of Engineering Sciences ICETT- Vol 15 Issue 11(S),2024

diagnoses, monitor patients remotely, and respond to emergencies promptly. As IoT devices
become more pervasive in healthcare settings, the volume of data generated is growing
exponentially, creating new opportunities for improving patient care, but also introducing
significant security and privacy concerns [1][2].

One of the critical challenges faced by loT-driven e-health systems is the vulnerability to
cyberattacks. These attacks can take various forms, such as data breaches, denial-of-service
(DoS) attacks, and unauthorized access to sensitive medical data. In traditional, centralized
systems, security vulnerabilities often arise due to single points of failure, limited transparency,
and insufficient accountability [3][4]. A successful attack could result in the manipulation of
medical records, theft of personal health information, or disruption of medical services,
potentially causing harm to patients. Therefore, ensuring the security of data and the integrity of
the IoT infrastructure is paramount to the success of e-health systems [5].

Decentralization offers a promising solution to mitigate many of these security risks. In a
decentralized network, control and decision-making are distributed among multiple parties,
rather than being centralized in a single entity. This approach reduces the risks associated with
centralized points of failure and enhances the resilience of the system against attacks.
Blockchain technology, known for its decentralized nature and immutability, provides a robust
mechanism for securing data exchanges in IoT-based healthcare systems. Blockchain ensures
that all transactions, such as the exchange or modification of health data, are recorded in an
immutable ledger, making it impossible to tamper with records once they are validated and
added to the chain. This transparency and traceability of medical data make blockchain an ideal
solution for securing loT-driven e-health solutions [6][7].

While blockchain offers a secure and transparent infrastructure for data management, detecting
and responding to cyberattacks in real-time remains a challenge. IoT devices generate massive
amounts of data that need to be continuously monitored for signs of anomalies or malicious
activities. Traditional security mechanisms, such as rule-based intrusion detection systems (IDS),
are often inadequate for detecting complex, novel, or sophisticated attacks in real-time. Machine
learning (ML) provides a promising solution by enabling IoT networks to detect and predict
attacks based on patterns in data [8][9]. Machine learning algorithms, particularly supervised
and unsupervised learning models, can analyze vast datasets, learn normal behavior, and
identify anomalous patterns indicative of an attack.

The combination of blockchain and machine learning creates a powerful framework for
decentralized attack detection in IoT-based e-health systems. Blockchain’s ability to secure data
integrity and enforce transparent access controls complements the predictive power of machine
learning algorithms, which can detect attacks and anomalies in real-time. This hybrid approach
allows the system to not only prevent unauthorized access and tampering but also respond
dynamically to new, evolving threats. By leveraging the decentralized ledger of blockchain, the
attack detection system can log events and actions taken in response to threats, providing an
immutable record that ensures accountability and traceability [10][11].
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In this context, the proposed framework aims to enhance the security and reliability of IoT-
driven e-health solutions by implementing a decentralized attack detection system that combines
blockchain and machine learning. The blockchain serves as a secure backbone for data storage
and access control, while machine learning models enable continuous monitoring of IoT devices
and the detection of potential attacks. The integration of these two technologies can significantly
reduce the risk of data breaches, fraud, and service disruption, while improving the overall
security posture of the healthcare system [12][13].

This paper explores the design and implementation of a decentralized attack detection
system for IoT-driven e-health applications using blockchain and machine learning. It outlines
the key components of the proposed system, including the use of blockchain for secure data
storage and transaction validation, and the deployment of machine learning algorithms for real-
time anomaly detection. Additionally, the paper evaluates the system’s performance through
simulations, comparing the detection accuracy, false positive rates, and response times of the
hybrid approach against traditional centralized security methods [14][15].

The proposed framework’s effectiveness is tested in a simulated IoT e-health environment,
where various types of cyberattacks are introduced. The goal is to demonstrate how the
combination of blockchain and machine learning improves the detection rate, reduces false
positives, and enhances the overall resilience of loT-driven healthcare systems against security
threats. As healthcare systems become more reliant on connected devices and digital data
exchanges, this research provides valuable insights into building secure, scalable, and resilient
solutions that can be adapted to future IoT challenges in healthcare [16][17].

2. LITERATURE SURVEY

The rapid growth of the Internet of Things (IoT) in healthcare has introduced significant
advancements in patient care and monitoring, as loT-enabled devices such as wearable sensors,
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medical devices, and remote health monitors facilitate real-time data collection and analysis.
However, the integration of IoT with healthcare systems has also introduced a number of
security, privacy, and data integrity concerns that need to be addressed for the successful
deployment of these technologies. As IoT devices increasingly handle sensitive patient
information, protecting this data from cyber threats has become a critical concern. This has led to
a growing body of research exploring methods to secure IoT-driven e-health systems [12][13].

Blockchain technology has emerged as a promising solution for ensuring data security and
privacy in IoT-based healthcare systems. Its decentralized, distributed ledger architecture
ensures that data transactions are transparent, immutable, and tamper-resistant, offering a high
degree of security for sensitive health data [14]. In this context, blockchain is used to securely
store medical records, manage device access, and facilitate trust between patients, healthcare
providers, and other stakeholders. By eliminating central points of failure and reducing the
reliance on a single trusted party, blockchain mitigates risks such as data breaches and
unauthorized access to medical data [15][16].

Research into blockchain’s application in healthcare has largely focused on its ability to provide
a secure and transparent environment for data sharing. For example, blockchain-based smart
contracts have been utilized to automatically enforce security policies, such as access control
and permission management, in IoT systems [17]. Smart contracts, which are self-executing code
stored on the blockchain, ensure that only authorized entities can access or modify sensitive
health information, significantly improving trust and privacy in healthcare ecosystems. Several
studies have demonstrated that blockchain’s tamper-proof nature makes it ideal for ensuring the
integrity and confidentiality of patient data across distributed [oT systems [18].

While blockchain provides a secure backbone for managing medical data, ensuring the real-time
detection of cyberattacks remains a challenge. As IoT systems generate vast amounts of data,
traditional rule-based security mechanisms, such as intrusion detection systems (IDS), struggle
to detect new and evolving types of attacks [19]. Machine learning (ML) techniques have
emerged as a solution to address this challenge. ML algorithms can analyze large-scale data
generated by IoT devices, identify patterns in behavior, and detect anomalies that could indicate
potential attacks. These techniques allow loT-based healthcare systems to predict and prevent
attacks before they escalate [20][21].

Supervised and unsupervised learning models are among the most widely studied approaches
in ML-based attack detection for IoT systems. Supervised learning models, such as decision
trees, support vector machines (SVM), and random forests, are trained on labeled datasets to
classify data as either normal or anomalous based on known attack patterns [22]. These models
can accurately detect previously identified attacks such as Denial-of-Service (DoS) attacks, data
tampering, and malware. However, the limitation of supervised models lies in their dependence
on labeled data, which can be scarce for new, unknown attack types [23].

On the other hand, unsupervised learning models are capable of detecting unknown and novel
attacks by analyzing the data without pre-labeled information. Techniques such as clustering,
anomaly detection, and neural networks are commonly used for identifying patterns that
deviate from normal system behavior [24]. These unsupervised models are particularly useful for
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detecting zero-day attacks and other sophisticated attack types that might evade detection by
traditional security systems. Researchers have demonstrated the effectiveness of these models in
identifying new attack vectors in real-time while maintaining low false-positive rates [25][26].

3. IMPLEMENTATION

The integration of blockchain and machine learning is gaining momentum as a hybrid
approach to secure IoT-based healthcare systems. Blockchain provides a secure, immutable
platform for storing data, while machine learning algorithms continuously monitor and analyze
the data for abnormal patterns that may indicate a potential attack. For instance, blockchain can
be used to log and validate the outcomes of machine learning-based attack detection, ensuring
that attack detection results are transparent and auditable. This dual-layer security approach
enhances the accountability and transparency of healthcare systems, creating a resilient
environment for healthcare data exchange.

Several studies have explored the use of both blockchain and machine learning for enhancing the
security of IoT in healthcare. For example, a blockchain-based intrusion detection system (IDS)
combined with machine learning has been proposed to provide real-time threat detection and
automate countermeasures such as isolating compromised devices or alerting relevant personnel.
This integrated system significantly reduces the risk of data loss or service disruption due to
cyberattacks, making it a promising solution for e-health systems that rely on IoT devices for
continuous monitoring and diagnostics. In addition to security and attack detection, privacy-
preserving techniques in IoT-based e-health systems have also been the subject of much
research. Blockchain can facilitate secure data sharing while ensuring patient privacy through
mechanisms like zero-knowledge proofs and homomorphic encryption, which allow data to be
processed without exposing sensitive information to unauthorized parties . Machine learning,
when integrated with these privacy techniques, can enhance privacy-preserving systems by
monitoring for privacy breaches and predicting potential vulnerabilities that could be exploited

by attackers.
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Methodology

The methodology employed in this study combines blockchain technology with machine
learning techniques to build a decentralized attack detection system for IoT-driven e-health
applications. The key components of the methodology are outlined below:

1. Blockchain Integration:

o Decentralized Ledger: Blockchain is used to store and validate data exchanges
in a decentralized manner, ensuring the integrity and transparency of IloT-
generated medical data. Each transaction or data record (such as patient health
data) is securely recorded in blocks, and once added to the blockchain, it becomes
immutable, preventing tampering or unauthorized modifications.

o Smart Contracts: Smart contracts are deployed to enforce security policies,
including access control and data sharing protocols. These contracts automatically
execute predefined rules when specific conditions are met (e.g., data access or
modification), ensuring that only authorized parties can interact with sensitive
health data.

2. Data Collection and Preprocessing:

o IoT devices (e.g., wearable sensors, medical devices) generate a wide range of
data related to patient health, such as heart rate, glucose levels, and activity status.
The collected data is preprocessed to remove noise, standardize formats, and
handle missing or incomplete information before being fed into the attack
detection system.

3. Machine Learning Model Development:

o Supervised Learning: Supervised learning algorithms (e.g., Random Forest,
SVM, or Decision Trees) are trained on labeled datasets to classify normal and
anomalous behavior. Historical data from IoT devices is used to train these
models, with known attack scenarios included to teach the system to distinguish
between legitimate and malicious activities.

o Unsupervised Learning: Unsupervised models (e.g., K-Means Clustering,
Isolation Forest) are employed to detect previously unseen anomalies in the loT
data. These models are capable of identifying unusual patterns in the data that
may indicate emerging attacks or vulnerabilities that the supervised models have
not yet encountered.

o Feature Engineering: Key features such as data transmission patterns, device
status, and health indicators are extracted to train the models. The feature
selection process ensures that the most relevant attributes are used to detect
attacks.

4. Integration and Attack Detection:

o The attack detection system continuously monitors the IoT network for
anomalous behavior by analyzing incoming data streams using the trained
machine learning models. When an anomaly is detected, it triggers alerts, and the
system logs the event on the blockchain, ensuring that the attack detection process
is auditable and transparent.

o A hybrid attack detection mechanism is employed, where both supervised and
unsupervised learning models work in parallel, providing complementary insights
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into the IoT network's behavior. If an attack is detected, blockchain-based smart
contracts can trigger automatic countermeasures, such as isolating compromised
devices or blocking suspicious data transmission.

5. Evaluation and Performance Metrics:

o The performance of the attack detection framework is evaluated using a simulated
IoT e-health system, where various types of attacks (e.g., DoS attacks, data
poisoning, and unauthorized access) are simulated.

o Key performance metrics such as accuracy, detection rate, false positives,
response time, and system scalability are measured to assess the effectiveness of
the proposed framework.

o Comparative analysis is performed between the blockchain-based system with
machine learning detection and traditional centralized security mechanisms to
demonstrate the advantages of decentralization, transparency, and enhanced attack
detection.

4. RESULTS AND DISCUSSION
1.False Positives (%)

o False Positives refer to instances where the system incorrectly classifies an item as
positive (i.e., an event is detected or flagged when it should not be).

o The percentage of false positives represents how often this mistake happens, relative to
the total number of cases.

o Existing Models: 76%

o In the case of the existing models, 76% of the total cases in which an event is
flagged, the system is wrong (false positive). This is a high false positive rate,
meaning the system frequently makes incorrect predictions or classifications.

o Proposed Framework: 68%

o The proposed framework reduces this false positive rate to 68%. While still not
ideal, this is an improvement, suggesting that the new approach is better at
distinguishing between actual positives and false alarms.

2. Accuracy (%)

e Accuracy refers to the proportion of correct predictions made by the system, both true
positives (correctly flagged events) and true negatives (correctly identified non-events),
relative to all predictions (true positives + true negatives + false positives + false
negatives).

o Existing Models: 86.35%

o The existing models have an accuracy of 86.35%, which means that about 86.35%
of the time, the system correctly classifies events or non-events. However, due to
the high false positive rate, there might be some trade-offs.

e Proposed Framework: 91.12%

o The proposed framework achieves an accuracy of 91.12%, which is a noticeable
improvement. This suggests that the new framework is not only reducing false
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positives but also improving the overall system's ability to correctly classify both
positive and negative instances.

3. Detection Rate

o Detection Rate typically refers to the system's ability to correctly identify positive
instances, i.e., true positives. It is the proportion of actual positive cases that the system
detects.

o Existing Models: 3.25

o The detection rate of 3.25 could imply that the system identifies a small
proportion of actual positive instances, or it could be a misinterpretation of units
or scale (it may require clarification). This could suggest that the existing models
struggle to detect true positives effectively.

e Proposed Framework: 4.97

o The detection rate increases to 4.97 with the proposed framework. This represents
an improvement in the system's ability to detect true positive cases, potentially
indicating that the new approach is better at identifying actual events or important
features.

4. Response Time (n.sec)

e Response Time refers to the time it takes for the system to make a decision or
classification after receiving input. This metric is often measured in nanoseconds (n.sec)
to indicate how fast the system operates.

o Existing Models: 0.38 n.sec

o The existing models have a response time of 0.38 nanoseconds, which is quite
fast. However, this is likely an approximation, as response times in real systems
are often measured in microseconds (us) or milliseconds (ms) depending on the
scale.

e Proposed Framework: 0.024 n.sec

o The proposed framework drastically reduces response time to 0.024 nanoseconds.
This improvement suggests that the new framework processes inputs much faster
than the existing models, potentially making it more suitable for real-time
applications or situations where rapid decision-making is critical.

Table 1: Comparison of results

false . __|response
. accuracy |detection| .
positives %) rate time
(%) ’ (n.sec)
Existing Models 76|  86.35 3.25 0.38
Proposed Framework 68| 91.12 497 0.024
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5. CONCLUSION

The integration of blockchain technology and machine learning (ML) into Internet of Things
(IoT)-driven e-health solutions has emerged as a promising approach to address critical security
and privacy challenges in healthcare systems. As IoT devices proliferate in the healthcare
domain, the vast amounts of data they generate must be managed securely and efficiently to
ensure patient privacy, data integrity, and system resilience against cyber threats. Blockchain
provides an immutable, decentralized ledger that enhances data transparency, traceability, and
trust, while machine learning algorithms offer advanced capabilities for real-time anomaly
detection, predictive analysis, and intelligent decision-making. In particular, blockchain
facilitates secure, tamper-proof data exchanges, ensuring the authenticity of medical records and
health-related data shared across multiple platforms. The decentralized nature of blockchain
mitigates central points of failure, offering protection against attacks like data breaches and
unauthorized access. Additionally, machine learning enables dynamic detection of anomalous
behavior and cyber-attacks, providing healthcare systems with the ability to react quickly and
adapt to new security threats, such as insider attacks or zero-day vulnerabilities.

Combining blockchain and machine learning offers a multi-layered defense strategy that
significantly improves the security, scalability, and privacy of lIoT-based healthcare solutions.
Moreover, as this field evolves, further research into efficient consensus algorithms, data
compression techniques, and hybrid models for integrating ML and blockchain will be crucial in
overcoming existing scalability and performance issues, paving the way for truly secure,
decentralized, and intelligent healthcare systems.
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