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Abstract: Applications for peer-to-peer file sharing imagine a world in which peers will converse about the files they are seeking for. In 

this scenario, peers won't need to identify where the desired data can be found in order to obtain it from any other peer who can offer 

it. Peer-to-peer programmers like BitTorrent, which use cryptographic hashes to confirm the authenticity of downloaded data, also 

offer data-centric security primitives. Peer-to-peer systems must be designed and implemented while taking into account the 

limitations of the current point-to-point TCP/IP network architecture. These limitations apply to both infrastructure-based and mobile 

ad-hoc networks. To be more specific, peers in infrastructure-based networks must choose additional peers (identified by an IP 

address) to download data from, gauge the strength of each connection, and continuously look for peers with greater bandwidth. Peers 

often rely on a routing protocol in mobile ad-hoc networks to create an end-to-end path to other peers' IP addresses. The position of 

mobile peers causes the established paths to frequently break, necessitating the establishment of new paths frequently. In this 

dissertation, we show the designs and implementations of peer-to-peer file-sharing applications that rely on the Named Data 

Networking (NDN) architecture. NDN offers a data-centric communication paradigm and data-centric security primitives at the 

network layer, making security a characteristic of the data that travels with it while at rest and in transit. In comparison to TCP/IP-

based solutions, our experimental findings demonstrate that NDN's identified and encrypted data, adaptive forwarding, and caching 

provide a strong foundation for peer-to-peer applications in infrastructure-based and mobile ad-hoc networks. The most well-known 

NDN software platform, ndnSIM, the NDN simulator built on the ns-3 network simulator, is presented at the end of this dissertation. 

NDN needs to be thoroughly assessed and experimented with because it fundamentally differs from TCP/IP in terms of network 

design. The widespread adoption of ndnSIM by the larger research community has been largely attributed to this necessity as well as 

the modular and scalable design of ndnSIM, featuring integration with the real-world NDN prototypes. 

 

Index Terms: - Artificial Intelligence (AI), Plant pathologists, Automated CNN Model. 

I Introduction 

Apps for peer-to-peer file sharing envision a data-centric world 

where applications solely focus on securely exchanging the 

needed data with short delay times and little overhead. Existing 

peer-to-peer programmes that run on top of point-to-point 

TCP/IP network architecture, which presents a number of 

obstacles for their design and implementation, implement this 

data-centric view at the application layer. Infrastructure-based 

networks, like BitTorrent [Coh03], require peer applications to 

maintain an overlay of peers. Prior to creating TCP connections 

with all or a subset of the peers in the swarm, they must first 

determine the peers' IP addresses. Additionally, they must 

continually assess each connection's performance and choose 

the "best" peers. Such apps may only guess who the "best" peers 

are based on the download bandwidth that others can give 

because they are unaware of the network topology or routing 

restrictions. Peers are mobile in Mobile Ad-hoc NETworking 

(MANET) communication settings, with sporadic connectivity 

to one another and a dynamic network structure. A MANET 

routing protocol is generally used by existing peer-to-peer apps 

to create an end-to-end path to others. The data dissemination 

process can start once a path has been determined, and security 

is not taken into account throughout the routing or data 

dissemination processes [YLY04]. Additionally, IP address 

setting becomes difficult. Several existing solutions [NP02, 

Mis01] have been put forth, all of which aim to give each entity 

a unique IP address that does not conflict with any other 

addresses. Therefore, since the location of each node may vary 
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at any time during MANET transmission, IP addresses are just 

used as distinctive node identifiers. As a result, the established 

paths to peers may become unreliable, necessitating repeated 

re-establishments of new paths. 

A proposed Internet architecture called Named Data 

Networking (NDN) [Zha14] includes a receiver-driven, data-

centric communication model. Named and secured data 

packets become the core component of the network architecture 

thanks to NDN. Applications can now exclusively focus on 

what data to acquire, leaving the network to determine the 

precise location of the data's source. This dissertation focuses 

on analysing the effects and trade-offs of implementing data-

centric logic for peer-to-peer applications at the network layer 

rather than the application layer in both infrastructure-based 

and MANET communication scenarios. We suggest nTorrent 

[MAY17b], a peer-to-peer file-sharing system, for infrastructure-

based networks. It fully takes advantage of NDN's inherent 

features, including stateful and adaptive forwarding, data-

centric security and integrity on a per-packet basis at the 

network layer, and network-provided data caching and 

retention. We test nTorrent under a variety of conditions and 

show that it can successfully handle high peer churn and 

withstand flash crowd scenarios by making use of these built-in 

NDN features. Consequently, nTorrent can reduce data 

downloading latency by 30%, while ndnSIM was used 

extensively in the experiments for nTorrent and DAPES 

[MAM15},the de facto NDN simulator built on ns-3 [MAM16, 

MAZ17]. In order to provide an NDN evaluation and 

experimentation platform shared by the larger research 

community, ndnSIM was initially designed and developed in 

2012. ndnSIM underwent a significant redesign and refactoring 

in 2014 to enable integration with the real-world NDN 

prototype software (the NFD soft- ware forwarder [AS15] and 

the ndn-cxx software library). With a mailing list of more than 

700 users, ndnSIM is the most well-liked NDN software 

platform seven years after its initial release. Numerous 

published research articles have cited ndnSIM, which is utilised 

by thousands of students and researchers worldwide. This 

dissertation's remaining sections are arranged as follows. We 

provide a quick introduction to NDN and BitTorrent in Chapter 

2. We also discuss the difficulties BitTorrent has encountered 

while operating at the application layer of the point-to-point 

TCP/IP architecture and compare and contrast NDN and 

BitTorrent. We outline the nTorrent design and our 

experimental analysis in Chapter 3. We outline the DAPES 

design, together with the associated evaluation experiments 

and findings, in Chapter 4. In Chapter 5, we introduce the 

design of ndnSIM, talk about how we integrated it with the 

NDN prototypes and the difficulties we ran into, explain how 

we developed the ndnSIM software, and provide information 

on how the community has reacted to it. On page 66, we 

provide 

2 Literature survey 

2.1 NDN Overview 

The NDN communication model is consumer-driven. Data 

consumers express Interest pack- ets (requests for data) 

containing a name that uniquely identify the desired data 

(Figure 2.2). An NDN router (Figure 2.1) forwards requests 

towards data producer(s) (upstream direc- tion) based on the 

requests’ name and information on its name-based Forwarding 

Information Table (FIB). When an Interest reaches a node 

(router or end host) that has the requested data, this node 

returns the data packet to “satisfy” the Interest. 

NDN names are hierarchical, for example 

“/ucla.edu/cs/spyros/papers/ntorrent.pdf 

/segment1”. Therefore, an Interest can be satisfied by a data 

packet based on name prefix matching; the data packet can 

have a longer name than the corresponding Interest. 

Every router along the Interest forwarding path keeps the state 

for each unsatisfied Interest in a Pending Interest Table (PIT), 

where simultaneous Interests for the same data are aggregated, 

so that a single request is forwarded upstream. A data packet 

uses the state set up by its corresponding Interest at each-hop 

router to follow the reverse way (downstream direction) back 

to all the requesting consumers (inherent support for data 

multicast). The corresponding pending Interest entry in each 

router’s PIT is satisfied and a closed feedback loop is created 

that enables routers to measure data plane performance. A 

router can also cache data packets in its Content Store (CS) to 

satisfy future requests for the same data. 

2.1.1 NDN Security & Data Integrity Verification 

NDN secures data directly at the network layer, so that 

applications do not have to care where the data comes from. 

Each NDN data packet has a digital signature generated by its 

producer (Figure 2.2). This signature binds the data to its name, 

so that a data consumer can authenticate the data directly using 

the producer’s public key, rather than relying on a secure 

channel. 

To enable consumer applications to verify data integrity 

without the need of checking the signature of each individual 

data packet, consumers can retrieve data packets using a full 

name; a concatenation of the data name and the hash of the 

entire data packet (called implicit digest [Net11, NDN14]). 

2.1.2 NDN Routing and Forwarding 

The NDN routing protocols (e.g., NLSR  [HAA13])  help  

routers  to  build  their  FIB.  With the routing protocol, data 

producers can announce the name prefixes of their data to the 

network, while routers can propagate the reachability of name 

prefixes across the network. 

The decision of whether, when and through which face(s), an 
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Interest will be forwarded is made by a network-layer module 

running at each router, called forwarding strategy, that accepts 

input from the FIB. A forwarding strategy achieves adaptive 

forwarding, traffic localization and maximization of the data 

retrieval speed through the following mecha- nisms [YAM13]: 

• Prioritizes next-hops toward local (within the  same  

network  or  AS)  over  re- mote data. To achieve that, it 

leverages the local routing policies. 

• Discovers the best data location(s) (producer applications or 

in-network caches) to fetch data from in terms of data plane 

performance. To determine the per- formance of each next-hop, 

the strategy performs a next-hop (path) exploration toward the 

potential locations at the beginning of data retrieval; it tries all 

the available faces of a FIB entry (multi-path Interest 

forwarding) and measures their performance in terms of Round 

Trip Time (RTT). Throughout the fetching process, the strategy 

sends probe Interests through faces that either have not been 

explored yet or could not retrieve data in the past to 

dynamically discover potentially better locations. 

• Resolves data retrieval errors locally by trying alternative 

next-hops or occa- sionally repeating the path exploration 

phase. During data retrieval, a router might not be able further 

forward an Interest (there is no entry for this prefix in its FIB) or 

fetch data for it (an Interest reached a location that does not 

have the requested data). In this case, the router returns a 

Negative ACKnowledgement [YAM13] back to its downstream 

router. 

• Fully utilizes the next-hop toward the location with the best 

data plane perfor- mance first, and then, expands Interest 

forwarding to subsequent next-hops, fetching  data  in  parallel  

by  multiple  locations.  To achieve congestion control on a hop-

by-hop basis, downstream routers can estimate the bandwidth 

utilization of each next-hop and upstream routers can send a 

NACK downstream to control the sending rate of a 

downstream router. 

2.1.3 Scaling NDN Forwarding 

Broadly speaking, Interests carry “what” semantics (i.e., the 

name of the data they are looking for). The network helps the 

Interests bring data back by being aware of “where” semantics 

(i.e., where the requested data is located). The network becomes 

aware of the “where” semantics through routing 

announcements. However, since there is an unbounded 

number of application names, there may be concerns on how to 

keep the FIB size under control across the global Internet when 

routing announcements take place directly on ap- plication 

names. To maintain the scalability of NDN forwarding, 

Afanasyev et al. [AYW15] proposed the SNAMP scheme, which 

is briefly discussed below. 

SNAMP [AYW15] proposes a mapping of application names to 

a set of globally routable name prefixes used for data retrieval 

across the Internet. A producer creates an association between a 

data prefix and a number of globally routable name prefixes. 

The association of an application level data name to a globally 

routable name is called a forwarding hint. A consumer 

application attaches one or more forwarding hints to the 

expressed Interests, which will act as guidance for the Interest 

forwarding across the Internet. Once the Interests reach a 

network, where their name is on the FIB table of routers, 

Interests will be forwarded directly based on their name. 

The problem of scaling the forwarding/routing plane is not 

new. The same problem applies to IP-based networks as well 

and the SNAMP approach is based on the map and encap 

approach to scale IP routing [Dee96]. This approach has not 

been widely deployed, however, a few more protocols, like 

LISP [FLM13] and ILNP [AB12], are based on this approach. As 

we mentioned above, in NDN, an Interest can carry both the 

“what” and “where” semantics, which is directly visible to the 

network. The “where” semantics corresponds to the forwarding 

hint, which helps routers during the forwarding process. In IP, 

packets still carry both semantics just in different forms, where 

only the “where” semantics (IP addresses, which are analogous 

to a forwarding hint) is visible to the network. The “what” 

semantics (application data) is encapsulated into a TCP/UDP 

datagram, which is encapsulated into an IP packet, thus it is 

invisible to the network and can only be accessed by 

applications. 

2.2 BitTorrent Design Challenges 

In this section we briefly remind the reader with internals of the 

BitTorrent protocol and then discuss the challenges that 

BitTorrent faces due to implementing the data-centric logic on 

top of the point-to-point TCP/IP network. 

2.2.1 BitTorrent Background 

BitTorrent achieves fast peer-to-peer file downloading and 

distribution. A host running BitTorrent, called peer, 

participates in the downloading and sharing process with 

others of a collection of data, called torrent. Torrents are 

divided into equal sized data chunks, called pieces, each further 

split into packets [Tar10]. Peers that have complete torrent 

dataset are called seeders and peers with incomplete torrent are 

leecher. Leechers and seeders interested in downloading a 

common torrent form a sharing group, called swarm. 

To start downloading a torrent, a leecher needs to discover 

some other seeders and/or leachers and join the swarm. In 

traditional BitTorrent, this is achieved by contacting a 

rendezvous point (tracker ), which monitors IP addresses of 

seeders and leechers in the swarm. The information about the 

tracker is included in the .torrent file; obtained by to-be-

leachers out-of-band (e.g., from a website, via email, etc.). Each 

piece of the torrent is directly secured through inclusion of its 

SHA1 hash in the .torrent file. This way, peers do not need to 
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care from whom pieces are downloaded, as (accidentally or 

maliciously) corrupted data will be simply ignored. 

 

2.2.2 Peer Discovery 

Because BiTorrent is built on top of TCP/IP, it requires a 

knowledge of IP addresses of peers in order to start 

downloading torrent pieces. 

Traditionally, BitTorrent uses a tracker or a set of trackers to 

discover other peers in the swarm. More recent protocol 

extensions introduced tracker-less torrents, where peers can 

discover others in a decentralized way using a Distributed 

Hash Table (DHT) [Loe08] and a Peer Exchange (PEX) 

[WDH10] protocol. However, peers still need to bootstrap 

knowledge about peers in DHT either through the .torrent file 

that includes URLs of the “mainline” DHT nodes or using 

hardcoded information about the bootstrap nodes in the 

application. A peer first contacts a mainline DHT bootstrap 

node to get linked into the DHT, informs the system of its own 

existence and discovers more peers. 

2.2.3 Peer Selection 

After discovering others, a peer has to select the best subset of 

peers to fetch the torrent pieces from. Given that BitTorrent 

does not possess network topology or routing policy 

information, it can only guess which peers are the best based on 

download rate estimation. For that, it has to establish to pick a 

number of peers,  establish TCP connection to each, and try to 

request torrent pieces. Given none of the initially selected peers 

can give the best performance, BitTorrent constantly picks news 

sets and re-evaluates from whom to download. 

2.2.4 Rarest Piece Prioritization 

Peers come and go in an unpredictable manner and if they go 

away before uploading their pieces to others, those pieces 

might become unavailable.   Therefore, a peer has to decide 

which pieces to fetch first to benefit data replication and the 

overall downloading process for the entire swarm. 

 Since the TCP/IP network layer is not designed to support data 

retention, BitTorrent has to maximize the distribution of each 

piece at the application level, forcing peers to prioritize 

connections that serve rare pieces. To achieve function, 

BitTorrent uses the “Rarest Piece First” strategy [Coh], to 

ensure that each piece of the torrent is stored on as many 

available peers as possible. 

 

2.2.5 Piece Integrity Verification 

The TCP/IP network layer does not verify the integrity of 

individual packets, forcing Bit- Torrent implement this function 

at the application layer. In other words, when a peer 

downloads a piece, it verifies its integrity to ensure that the 

fetched data is not bogus using cryptographic hashes from the 

.torrent-file. 

2.2.6 Data Sharing Incentives 

To ensure that peers participate in data sharing, BitTorrent has 

to incentivize sharing using a game-theory based tit-fo-tat 

mechanism. Specifically, peers have to “choke” connections to 

“pure downloaders” (i.e., stop sending data to a leecher if it is 

not willing to upload data to others) [Coh], and “unchoke” only 

if the peer shares data. The choking state can be temporary, as 

optimistic unchoking [Coh] ensures that a leecher will be 

unchoked when it increases its upload rate. 

2.2.7 Traffic Localization 

The objective of BitTorrent peers is to minimize download time, 

while Internet Service Providers (ISPs) would like to minimize 

the volume of generated inter-AS traffic. However, BitTorrent 

has no knowledge of the underlying connectivity and make 

peer selection that goes against both peer and ISP goals. To 

address this problem, a lot of research has been conducted on 

improving the BitTorrent traffic locality [BCC06, LLD11, CB08]. 

These ap- proaches either leverage some external knowledge of 

the network topology by the tracker or peers, or let peers 

perform path monitoring and latency measurements at the 

application 

  

layer. Perkins [Per08] introduced a BitTorrent extension that 

uses DNS service discovery to enable peers within a local 

network discover each other and exchange data through this 

fast single-hop network. Some ISPs adopted a BitTorrent 

extension [HSH08] proposing the deployment of a “local” 

tracker within a domain to avoid inter-domain traffic. 

The approaches mentioned above aim to make BitTorrent 

location-aware by using system components external to the 

protocol itself. The last approach also forces ISPs to update 

their DNS configuration to capture DNS queries about trackers 

from peers in their domain and return the address of the “local” 

tracker. 

 

 

 

 

3 Implementation Study 

To secure the source location privacy in named networks, 

Matthew et al. developed two techniques employing fictitious 

sources. Fake sources were dynamically placed near the sink in 

the first algorithm. The sink then chose false sources by 

flooding. A good source location privacy can be obtained with 

this approach, albeit at a cost of significant energy 

consumption. Another technique, the single path routing 

algorithm, was developed to address this. By selecting nodes 

far from the source as false sources using directed random 

walk, the energy usage was greatly decreased. However, 

because fake sources were dependent on where the source and 
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drain were in relation to one another, sensor nodes nearby 

might use up all their energy. 

3.1 Proposed Methodology 

In the proposed system, the proposed PSLP has exhibited a 

better performance than two other recent schemes in our 

simulations with regard to increasing the safety time while 

balancing the energy consumption. The main contributions of 

this paper are: 

Both phantom nodes and fake sources are integrated into the 

proposed PSLNDN, which enhance the source location privacy 

in Name Defined Networks 

A more powerful local adversary, which can use Hidden 

Markov Model to estimate the state of the source, is taken into 

consideration. 

Two data transmission modes are designed based on the 

distance between the source and the sink, which further 

enhance the source location privacy. 

Advantages 

Since the adversary knows the source state in a specific time, it 

needs to analyze the packet flow to find the source. Therefore, 

by adopting fake sources to diversify the source location, source 

location privacy is protected. 

The system used more effective since the hop count is 

measurable in the network. 

 

 

 

  Fig 1:- proposed Model  

4. Methodology 

Service provider: 

In this module, the service provider will browse the data file, 

initialize the router nodes, for security purpose service provider 

encrypts the data file and then sends to the particular receivers 

(A, B, C, D…). Service provider will send their data file to 

router and router will select smallest distance path and send to 

particular receiver. 

Router 

The Router manages a multiple nodes to provide data storage 

service. In router n-number of nodes are present (n1, n2, n3, n4, 

n5…). In a router service provider can view node details and 
routing path details. Service provider will send their data file to 

router and router will select smallest distance path and send to 

particular receiver. If any attacker is found in a node then flow 

will be send to IDS manager and router will connect to another 

node and send to particular receiver. 

IDS Manager 

In this module, the IDS Manager detects introducer and stores 

the introducer details. In a router any type of attacker (Active 

or passive attacker) is found then details will send to IDS 

manager. And IDS Manager will detect the attacker type 

(Active attacker or passive attacker), and response will send to 

the router. And also inside the IDS Manager we can view the 

attacker details with their tags such as attacker type, attacked 

node name, time and date. 

Receiver (End User ) 

In this module, the receiver can receive the data file from the 

router. Service provider will send data file to router and router 

will accept the data and send to particular receiver (A, B, C, D, 

E and F). The receivers receive the file in decrypted format by 

without changing the File Contents. Users may receive 

particular data files within the network only.  

Attacker 

In this module, there are a two types of attacker is present one 

is active attacker and passive attacker. Active attacker is one 

who is injecting malicious data to the corresponding node and 

also passive attacker will change the destination IP of the 

particular node. After attacking a node we can view attacked 

nodes inside router. 

 

5 Results and Evolution Metrices 

 

 
Fig2: Router wich has complete routing of data  

 

Journal of Engineering Sciences Vol 13 Issue 10,2022, ISSN:0377-9254

www.jespublication.com Page 263



 
Fig2:adivasry manager which actually check for any attacks  

 

 

 

 
Fig3: we have sink nodes called A,B,C,D,E,F which receives the 

data  

 

 

 
Fig4: data is encrypted and send to sender sink  

 
Fig5: data recived the sink node  

 

 
Fig6 :attacking  sink node  

 

 
Fig7: router checking for the attacker node  while transmiting  

the data  

 

 
Fig8: advisory manager detected the attacker node  

 
Fig9: find the next path from it for safter transmission  of data  
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Fig10: attacker node is detected  

 
Fig11:finds the new path and transmits the data using new route  

 

6 Conclusion 

Studying security in NDN became increasingly important 

during the last decade. In this paper, we focused on the source 

location privacy, a research hotspot in security, and proposed a 

probabilistic source location privacy protection scheme (PSLP) 

based on NDN. A powerful adversary which utilizes Hidden 

Markov Model (HMM) is considered in this study. To cope 

with it, phantom nodes, fake sources, and weight are adopted 

to change the packets’ transmission directions. Considering the 

distance between the source and the sink, two types of routing 

modes are designed. Compared with Dynamic SPR and SLPE, 

the simulation results demonstrate that the proposed PSLP 

achieves a high safety time and balances the energy 

consumption of each node. Future studies will concentrate on 

protecting the source location by reducing the adversary’s 

monitoring probability and secure communication among 

nodes. 
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