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ABSTRACT: 

Over the years, passwords have been our safeguards with the aid of performing to 

forestall one’s information from unauthorized access. With the development of 

technologies, the way we have been using passwords has changed and converted 

into much invulnerable but extra user-pleasant than they have been ever been in the 

past. However, the vulnerabilities identified and determined in this typical system 

have motivated industry and researchers to find some alternate where there is no 

threat like stealing, hacking, and cracking of password. This chapter discusses the 

essential developed password-less authentication techniques in detail and 

additionally puts an effort to explain the in-depth small print along with the working 

principle of every of the technique thru a use-case diagram. It would be of gorgeous 

benefit and contribution to the callow making an attempt to explore research 

possibilities in this area. 

1.INTRODUCTION: 

Over the years, passwords have been stolen, cracked, and hacked. Fraudulent 

corporations can purchase user facts and credentials online on social media sites. 

Many cases have been seen globally like Facebook information leak, Yahoo Security 

Breach, LinkedIn Data Breach, Drop Box User Accounts leak, etc. Another cause 

ought to be to amplify the range of purposes and structures that could pressure the 

consumer to take into account extra and extra passwords As  

science and its customers preserve on increasing with the demand-branding, 

publicity, and effectiveness of the application, there is an enlarge in tightly closed 

channels to talk and shop passwords. Although, password-based login is extra 

general in today’s time however because of the drastic expand in internet-connected 

units and user’s possessing greater online debts than ever earlier than has made 

password-less authentication a greater applicable alternative for impenetrable 

logging-in to online It becomes hard to memorize passwords and that would lead 

customers to maintain one password for most of the utility causing them inclined to 

hackers. This is the reason that should actively lead to amplification in safety 

breaches and less complicated for hackers to seize data. This has additionally 

fostered the purposes that preserve a shop of all user debts and passwords related to 

respective money owed that consumer makes use of locally. To this end, the 

password management scheme looks to be a promising and dependable component 

to keep difficult passwords for getting access to cross-platform structures with single 

sign-on. The layman user thinks of them as time savvy and much less tedious as they 

maintain the cumbersome password in one place. But the user does now not 

recognize how these functions would possibly work in the back of the walls in the 

backend to share their sensitive data across the internet. Though, alongside with 
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acceptance of terms in the course of the setup method or registration process, the 

consumer may additionally unknowingly allow the application to share the touchy 

data. This time the trustworthiness of a user can be tested via blindly allowing these 

sorts of applications to get admission to secure accounts. The password prevalence 

per user stays frequent and relative to each different which would also cause hackers 

to wager passwords by the usage of hit and try the method. This hit-and-trial 

technique causes extreme problems like gaining faraway to get admission to obtain 

personal data saved both on a consumer desktop or server. After going through and 

accepting all the challenges we are at the step of no more password breaches with a 

promise of more tightly closed authentication and no password memorization at all. 

Password-less authentication is a necessary investment in safety which serves quite a 

number of benefits as underneath 

1.1 PROBLEM STATEMENT: 

  Currently, the topic of security issues has extensively been researched in several 

branches of computer vision. However, there are different notification systems 

where doorbells or smart doorbells are used to notify the host about their guests. The 

use of computer vision equipment is more efficient than the classical method as face 

recognition is an efficient system in which there is more sufficient contact with the 

host. This method is convenient and based on reliable equipment. 

 

2.RELATED WORK: 

2.1 Face Recognition: 

Relying on this technology, many corporations have started the usage of the device 

of face recognition to effectively manage their employees. In this process, the 

employee’s picture is obtained in front of the digicam and the instances of 

attendance are registered. The equal procedure takes vicinity when the employee 

leaves. In addition, this science is used to retrieve the person’s facts by way of 

searching for his/her face in the database. Now for operating structures (such as 

Windows), there are programs that allow users to log on to their computer systems 

using programs with no need for a password. 

2.2 Implementation of Classroom Attendance System Based on Face 

Recognition in Class: 

The lookup in this paper is based totally on using the method of face detection and 

consciousness to pick out a character based totally on the physical attributes of the 

face. This approach is used to construct an attendance schedule primarily based on 

facial features, alternatively than the standard time-consuming approach. If the 

category is about 50 minutes long and common recording of attendance takes 5 to 10 

minutes, the category instructors and students lose 5 to 10 minutes of class time. To 

minimize the time it takes to report attendance or to even avoid any time loss from 

this process, we can use an automatic technique to name the roll, a process that is 

based totally on face detection and recognition. This part of the database will keep 

the student’s name, image, and roll number. This method of taking attendance is 

handy and handles the attendance process in an easy manner. 
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2.3 Motion Detection Camera Security System with Email Notification and Live 

Streaming Using Raspberry Pi: 

In this paper, the researcher is the use of the Raspberry Pi, a tiny and low-cost 

computer, developed in the UK with the aid of the Raspberry Pi foundation for the 

purpose of instructing the fundamentals of pc sciences in colleges [5]. The default 

language supported by way of Raspberry Pi is Python, but there are other languages 

that can be used for programming, such as Java, C, and C++. The Raspberry Pi 

points to the use of camera security in a board of Raspberry Pi in the facility. 

Raspberry Pi’s digital camera security includes movement detection software, where 

the digicam detects the action and saves the photo of man or woman detected. In this 

paper, the programming is carried out with the aid of using the python script, then 

the Pi will send email notification messages every time there is an action detected in 

the front of the camera. To ship an Email notification alert, the SSMTP needs to be 

set up in the OS to allow the sending of emails. The SSMTP is a package that 

supplies a device with the capability to supply a message via email from a 

neighborhood computer (email host). It is set up by means of the usage of this 

command System with Face Recognition, SMS Alert, and Embedded Network 

Video Monitoring Terminal.  

2.4 Security System with Face Recognition, SMS Alert, and Embedded 

Network Video Monitoring Terminal 

The reason for this paper is to discuss the use of facial focus technology to enable 

approved people to have access to positive areas. If an unauthorized person enters a 

confined area, the machine will capture a video thru the camera. The cognizance of a 

person's ID is executed by using the use of the PCA algorithm. In the External Sub-

sub-system (ESS) the attention of the face is achieved by way of the usage of 

MATLAB and two 8-bit micro-controllers for control. The digital camera captures 

the person ready out the door for access and sends their face cognizance segment. 

The ESS structure entails four elements of hardware: the external sensor is used to 

notice a man or woman in the front of the door have access; the output signal from 

the exterior sensor is examined via an 8bit Microcontroller; the Principle Component 

Analysis is used for face recognition primarily based on Eigen-face depending on 

the MATLAB and OpenCV tools; the camera is positioned in appropriate places to 

get an accurate photo of the person 

3.METHODOLOGY: 

The aim of this system is to define a new automatic notification system for house 

owners. Once the system detects and recognizes the face of person in front of the 

door, the information is directly sent via email to the house owner to notify him 

about that person. The video is captured by the use of a camera device with suing its 

ports in the programming part as zero number. The library of Emgu CV is used to 

wrap the OpenCV in the Environments of C# programming. 
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The process is used to register a person’s face in the disk. 

System Architecture: 
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4.CONCLUSION: 

In this paper, we construct a system to help the host know more about the visitor 

who is outside his house. We provide a new styles form, which based on a useful 

technique such as OpenCV, Harcascade Classifier, and SendGrid. The idea of using 

face recognition is to achieve an interactive system so that any future maintenance or 

manipulation of the system architecture can be achieved in a convenient way. This is 

better than a system that is not based on biometric identification. The gateway in the 

system works as an outer server to send an SMS or email notification to the house 

owner to confirm that the process of detection has been completed successfully. In 

this system, the host can track their visitor through the Email or through an 

application that depends on face recognition, which is discussed above. 
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