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ABSTRACT 

 

Vehicular ad hoc networks (VANETs) has become an 

important part of modern intelligent transportation 

systems (ITS). However, under the influence of 

malicious mobile vehicles, offloading vehicle tasks to 

the cloud server is threatened by security attacks. 

Edge cloud offloading (ECCO) has considered a 

promising approach to enable latency-sensitive 

VANET. How to solve the complex computation 

offloading of vehicles while ensuring the high 

security of the cloud server is an issue that needs 

urgent research. In this paper, we studied the safety 

and offloading of multi-vehicle ECCO system based 

on cloud block chain. First, to achieve consensus in 

the vehicular environment, we propose a distributed 

hierarchical software-defined  VANET (SDVs) 

framework to establish a security architecture.  

Secondly, to improve the security of offloading, we 

propose to use blockchain-based access control, 

which protects the cloud from illegal offloading 

actions. Finally, to solve the intensive computing 

problem of authorized vehicles, we determine task 

offloading via jointly optimizing offloading 

decisions, consensus mechanism decisions, allocation 

of computation resources and channel bandwidth. 

The optimization method is designed to minimize 

long-term system of delays, energy consumption, and 

flow costs for all vehicles. To better resolve the 

proposed offloading method, we develop a new deep 

reinforcement learning (DRL)  algorithm via utilizing 

extended deep Q-networks. We evaluate the 

performance of our framework on access control and 

offloading through numerical simulations, which 

have significant advantages over existing solutions. 

 

I. INTRODUCTION: 

 

RECENTLY, smart cities are developing rapidly. 

Secure data transmission between different objects is 

a vital component of the modern smart city. 

Therefore, communication between different entities, 

such as vehicle and smart devices, can be considered 

an important element of contemporary smart cities. 

Vehicle Ad Hoc Network (VANET) is a mobile ad 

hoc network (MANET) for vehicle environments in 

smart cities. As the requirements for convenient, safe 

and efficient transportation continue to increase, the 

mutual communication between connected vehicles 

in VANET plays an irreplaceable role in ITS [1]–[3]. 

However, of VANET still has challenges such as the 

adverse affects of malicious vehicles, the trust of 

connected vehicles, and the offloading of large scale 

tasks [4]–[6]. 

                   In response to these challenges, mobile 

edge computing (MEC) can enable mobile devices 

(MD) to transfer its computation resources to nearby 

edge servers, and then become a promising method 

[7], [8]. In particular, when cloud computing and 

edge computing are combined, a new paradigm can 

be generated, and the standardized unified cloud 

computing offload (ECCO) model can be used to 

promote offload computing for VAENT networks. 

ECCO meets various Quality of Services (QoS) 

requirements by gaining the advantages of edge and 

cloud computing, thereby providing developers with 

efficient computing services in the mobile edge 

cloud. Mobile applications that do not require latency 

(for example, the large volume of vehicular data 

analysis) will be offloaded to a resource-rich cloud 

server, while others time-sensitive applications (that 

is, real time monitoring of vehicle status, road 

emergency prediction, and road planning 

applications) will perform on edge servers to meet 

the rapid response service. With the increasing 

amount of vehicles in VANET, the communication of 

different physical entities in a large-scale, high-

mobility scenarios will product amount of real-time, 

high-speed, and continuous data flows. The result is 

that when off loading mobile tasks relies on untrusted 
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MDs (here, roadside base units) of mobile vehicles in 

a dynamic environment, ECCO systems are prone to 

various types of threats. The result is that when 

offloading mobile tasks relies on untrusted MDs 

(here, roadside base units (RBU) of moving vehicle  

in a dynamic environment, ECCO is vulnerable to 

various types of threats. Unauthorized RBUs may 

achieve malicious access to utilize cloud services 

without central authorization. 

                  In addition, attackers  can receive mobile 

data by threatening computing resources on cloud 

servers, which can cause privacy issues for VANET 

applications [9]. Therefore, how to ensure the safety 

of mobile offloading is crucial to any ECCO system. 

The block chain can be considered as a third-party 

system that does not require centralized trust 

management (i.e., agreements can be reached 

between different nodes to achieve distributedness) 

[10]–[14]. When the scale of VANET gradually 

increases, the traditional VANET model with 

centralized software-defined networking (SDN) 

control mechanism obviously cannot meet the diverse 

needs of VANET.  

                     To solve this problem, the distributed-

SDN control strategy has become a network 

architecture that will effectively and dynamically 

manage resources in VANET. In terms of security 

and dat  sharing of connected vehicle 

communications, distributed software-defined 

VANETs (SDVs) can achieve a partially trusted 

environment. The design of a peer-to-peer network is 

the core of the block chain, where transaction 

information exists between multiple nodes and is not 

controlled by any single centralized entity. The 

decentralized and reliable block chain combined with 

the distributed SDVs system to ensure security such 

as secure access control and resource allocation 

management between vehicle system. In particular, 

smart contract [15] is a computer program that runs 

on the block chain background. Its feasibility has 

been confirmed by various vehicle network security 

issues. For instance, smart contracts have been 

proven to have access control capabilities in vehicle 

networks, provide access verification and data 

auditing [16]. In addition, smart contracts can protect 

cloud resources from malicious access [17]. 

Therefore, blockchain and smart contracts are 

considered to be applicable to vehicle networks, 

especially ECCO systems that can achieve the 

security goal of mobile task offload. 

 

II. EXISTING SYSTEM: 

 

 In current Internet of Things (IoT) 

networks, mobile edge-cloud 

computation offloading (MECCO) has 

been regarded as a promising means to 

support delay-sensitive IoT 

applications. However, offloading 

mobile tasks to cloud is vulnerable to 

security risks due to malicious mobile 

devices (MDs). How to implement 

offloading to solve computation 

problems of MDs while guaranteeing 

high security in mobile cloud is 

challenging.  

 

 In the existing system, the system 

investigates simultaneously the security 

and offloading problems in a multi-user 

MECCO system on mobile cloud 

blockchain. First, to improve offloading 

security, we propose a trustworthy 

access control using blockchain, which 

protects clouds against illegal 

offloading behaviours. Then, to tackle 

the intensive computation issues of 

authorized MDs, we formulate a 

computation offloading problem by 

jointly optimizing the offloading 

decisions and the allocation of 

computing resource and radio 

bandwidth. This optimization problem 

aims to minimize the long-term system 

costs of latency and energy 

consumption among all MDs. To solve 

the proposed offloading problem, we 

develop a novel deep reinforcement 

learning (DRL) algorithm by using 

advanced deep Q-network. We evaluate 

our framework towards access control 

and offloading performances by both 

real experiments and numerical 

simulations, showing significant 

advantages over existing schemes. 
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Disadvantages 

o In the existing work, the system is 

not computation offloading, edge-

cloud computing. 

o This system is less performance in 

which the system focuses on the 

ECCO system with the concept of 

access control and offloading on 

the block chain network. 

 

III. PROPOSED SYSTEM: 

 

(1)The system proposes a new secure computation 

offloading framework for a blockchain-based 

VANET network, in which a mobile vehicle can 

offload its tasks to a cloud or edge server  to perform 

computation under an access control mechanism. 

(2) The system has designed a hierarchical 

architecture of controllable programming derived 

from SDN, which implements the dynamic 

orchestration of VANET security to achieve the 

communication of connected vehicles. The 

distributed SDN controller in the area control layer 

has the ability to gather vehicle consensus resource, 

and transmits the trust information it collects to the 

domain control layer. 

(3) The system has proposed a trusted access control 

mechanism that can use smart contracts on the 

blockchain to effectively detect and prevent illegal 

offloading of VANET devices. Its purpose is to 

verify vehicle identity, offloading tasks and  manage 

offloading data to ensure the security and privacy of 

the ECCO system. 

(4) The system proposes a dynamic offloading 

solution that considers offloading data size, available 

MEC computing power, throughput and bandwidth 

resources to offload its resource to the cloud or edge 

server. In particular, we propose an extended 

offloading algorithm based on DRL to attain the best 

offloading strategy for all vehicles, which should 

obey QoS requirements such as energy consumption 

and processing delay. 

(5) The system verifies the proposed ECCO system 

via simulation experiments, and then investigates the 

access control and offloading performance. 

Advantages 

(1) The mobile vehicle initializes the demand task as 

an offloading transaction, and performs computation 

offloading to the edge-cloud server  

(2) The blockchain control end processes the demand 

information and sends it to the storage pool for smart 

contract verification. 

(3) The main controller collects demands for mobile 

vehicles in the storage pool on a first come first 

served basis. 

(4) The main controller verifies the demand through a 

smart contract with a control strategy. When the 

demand is received, the reaction is returned to the 

mobile vehicle to offload the data. 

 

 

IV. SYSTEM ARCHITECTURE: 

 

 
 

V. MODULES: 

 

 Source 

In this module, the Source browses the 

required file, initializes nodes with Power  

and uploads to the destination via Vehicular 

Network Router  
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 Vehicular Network Router 

The Vehicular Network Router  is 

responsible for forwarding the data file in 

shortest distance to the destination; the 

Vehicular Network Router consists number 

of  blocks and the power of node is checked 

in each blocks ant then forwards to 

destination . If block finds any malicious or 

less power node in the router then it 

forwards to its corresponding block. In 

Vehicular Network Router the system can 

assign the power for the node and can view 

the node details with their  power status and 

attacked status. 

 Destination 

In this module, the destination can receive 

the data file from the Vehicular Network 

Router which is sent via Vehicular Network 

Router, if malicious or less power node is 

found in the Vehicular Network Router then 

it never forwards to the Destination to filter 

the content and adds to the attacker profile.  

 Attacker 

In this module, the malicious node or the node 

details can be identified by a threshold-based 

classifier is employed in the Attack Detection 

module to distinguish DoS attacks from 

legitimate power of each node. The Attacker can 

inject the less power and generates the node to 

drop from the corresponding block node. 

 

VI. SYSTEM SPECIFICATION: 

 

H/W System Configuration:- 

 

 

➢    Processor                      -   Pentium –IV 

 

➢   RAM                              - 4  GB (min) 

➢   Hard Disk                      -   20 GB 

➢   Key Board                     -    Standard 

Windows Keyboard 

➢   Mouse                            -    Two or Three 

Button Mouse 

➢   Monitor                          -   SVGA 

 

 

Software Requirements: 

 Operating System   -

 Windows XP 

 Coding Language  - 

 Java/J2EE(JSP,Servlet) 

 Front End   -

 J2EE 

Back End   - MySQL 

 

VII. CONCLUSION: 

 

In this paper, we combine block chain and DRL for 

the ECCO system in the VANET network, and 

jointly investigate access control and computation 

offloading. We consider a general VANET scenario 

where multiple vehicles can offload their tasks to an 

edge or cloud server for collaborative performance. 

Then, we designed a hierarchical distributed 

software-defined VANET (SDVs) framework based 

on the block chain. First, to improve the security of 

task offloading, we propose an access control enabled 

by smart contracts and block chain to manage vehicle 

access to prevent malicious offloading access. We 

then propose a new DRL-based offloading scheme to 

achieve the optimal offloading strategy for all 

vehicles in VANET. We use the extended DQN 

algorithm to formulate task offloading decisions, 

consensus mechanism decisions, and edge resource 

as well as bandwidth allocation as joint optimization 

problems to minimize the total offloading cost of 

computation latency, throughput and energy 

consumption. We conducted an experimental 

simulation to evaluate the effectiveness of the 

proposed scheme. The results show that, compared 

with other benchmark methods, our scheme provides 

high security for the ECCO system and 

achieves performance improvements with minimum 

offloading costs. In the future, we will consider 

designing light-weight block chains so that the access 

control architecture is devised and arrayed directly at 

the edge side. It will hopefully support time-sensitive 

network management services for offloaded systems. 
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