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ABSTRACT_ In this paper, we introduce a new fine-grained two-factor authentication 

(2FA) get entry to manipulate machine for web-based cloud computing services. Specifically, 

in our proposed 2FA get right of entry to manage system, an attribute-based get entry to 

manipulate mechanism is applied with the necessity of each person secret key and a light-

weight protection device. As a person can't get right of entry to the machine if s/he does no 

longer keep both, the mechanism can beautify the safety of the system, in particular in these 

situations the place many customers share the equal laptop for web-based cloud services. In 

addition, attribute-based manage in the machine additionally allows the cloud server to 

preclude the get admission to to these customers with the equal set of attributes whilst 

retaining person privacy, i.e., the cloud server solely is aware of that the consumer fulfills the 

required predicate, but has no thinking on the precise identification of the user. Finally, we 

additionally elevate out a simulation to exhibit the practicability of our proposed 2FA system. 

1.INTRODUCTION 

Cloud computing could be a virtual host 

ADP (Automatic Data Processing)system 

that enables enterprises to shop, for lease, 

sell, or distribute software in other digital 

resources over the web as an on demand 

service. It not depends on a server or 

variety of machines that physically exist, 

because it could be a virtual system. There 

are several applications of cloud 

computing, like knowledge sharing 

[1],[3],[4],[6] , knowledge storage [2],[5], 

big knowledge management , medical 

system [7] etc. As sensitive knowledge is 

also keep within the cloud for sharing 

purpose or convenient access; and eligible 

users may access the cloud system for 

numerous applications and services, user 

authentication has become a vital part for 

any cloud system. A user is needed to 

login before exploitation the cloud services 

or accessing the sensitive knowledge keep 

within the cloud. There are 2 issues for the 

normal account/password based mostly 

system. First, the normal 

account/password-based authentication 

isn't privacy-preserving. However, it is 

well acknowledged that privacy is a 

necessary feature that has to be thought of 

in cloud computing systems. Second, it is 

common to share a laptop/desktop among 

completely different folks. It's going to be 

simple for hackers to put in some spyware 

to be told the login password from the 

web-browser. A recently planned access 

control model known as attribute-based 

access management could be a sensible 

candidate to tackle the matter. It not solely 

provides anonymous authentication 

however conjointly any defines access 

control policies supported completely 

different attributes of the requester, 

environment, or the info object. In an 

attribute-based access control system,1 

each user has a user secret key issued by 

the authority. In practice, the user secret 

key is stored inside the personal computer. 

When we consider the above mentioned 

second problem on webbased services, it is 

common that computers may be shared by 

many users especially in some large 

enterprises or organizations. For example, 

let us consider the following two 
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scenarios: • In a hospital, computers are 

shared by different staff. Dr. Alice uses the 

computer in room A when she is on duty 

in the daytime, while Dr. Bob uses the 

same computer in the same room when he 

is on duty at night. A more secure way is 

to use two-factor authentication (2FA). 

2FA is very common among web-based e-

banking services. In addition to a 

username/password, the user is also 

required to have a device to display a one-

time password. Some systems may require 

the user to have a mobile phone while the 

one-time password will be sent to the 

mobile phone through SMS during the 

login process. By using 2FA, users will 

have more confidence to use shared 

computers to login for web-based e-

banking services. For the same reason, it 

will be better to have a 2FA system for 

users in the webbased cloud services in 

order to increase the security level in the 

system. 

2.LITERATURE SURVEY 

1)  Mobile cloud computing: A survey 

AUTHORS:  N. Fernando, S. W. Loke, 

and W. Rahayu 

Despite growing utilization of cell 

computing, exploiting its full workable is 

tough due to its inherent troubles such as 

useful resource scarcity, widespread 

disconnections, and mobility. Mobile 

cloud computing can tackle these issues 

via executing cellular functions on useful 

resource companies exterior to the cellular 

device. In this paper, we furnish an 

sizeable survey of cell cloud computing 

research, whilst highlighting the particular 

worries in cell cloud computing. We 

existing a taxonomy primarily based on 

the key problems in this area, and talk 

about the distinctive techniques taken to 

handle these issues. We conclude the paper 

with a crucial evaluation of challenges that 

have now not but been completely met, 

and spotlight instructions for future work. 

2) Cloud-based augmentation for cellular 

devices: motivation, taxonomies, and open 

challenges 

AUTHORS: S. Abolfazli, Z. Sanaei, E. 

Ahmed, A. Gani, and R. Buyya 

Recently, Cloud-based Mobile 

Augmentation (CMA) procedures have 

received great floor from academia and 

industry. CMA is the contemporary 

cellular augmentation mannequin that 

employs resource-rich clouds to increase, 

enhance, and optimize computing 

competencies of cell units aiming at 

execution of resource-intensive cellular 

applications. Augmented cell gadgets 

envision to operate large computations and 

to shop huge records past their intrinsic 

skills with least footprint and vulnerability. 

Researchers make use of diverse cloud-

based computing sources (e.g., far-off 

clouds and close by cellular nodes) to meet 

a range of computing necessities of 

cellular users. However, using cloud-based 

computing assets is no longer a simple 

panacea. Comprehending vital elements 

(e.g., cutting-edge country of cellular 

purchaser and far flung resources) that 

affect on augmentation procedure and 

most fulfilling decision of cloud-based 

useful resource sorts are some challenges 

that avert CMA adaptability. This paper 

comprehensively surveys the cell 

augmentation area and gives taxonomy of 

CMA approaches. The targets of this find 

out about is to spotlight the outcomes of 

faraway sources on the best and reliability 

of augmentation techniques and talk about 

the challenges and possibilities of using 

various cloud-based assets in augmenting 

cellular devices. We existing augmentation 

definition, motivation, and taxonomy of 

augmentation types, which includes usual 

and cloud-based. We seriously analyze the 

brand new CMA procedures and classify 

them into 4 companies of far-off fixed, 

proximate fixed, proximate mobile, and 

hybrid to current a taxonomy. Vital choice 

making and overall performance problem 

elements that affect on the adoption of 

CMA tactics are brought and an exemplary 
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selection making flowchart for future 

CMA processes are presented. Impacts of 

CMA techniques on cell computing is 

mentioned and open challenges are 

introduced as the future lookup directions. 

3)  Mobile cloud computing: Standard 

method to defending and securing of 

cellular cloud ecosystems 

AUTHORS:  R. Kumar and S. 

Rajalakshmi 

The standards of Cloud computing are 

naturally meshed with cellular units to 

allow on-the-go functionalities and 

benefits. The cellular cloud computing is 

rising as one of the most vital branches of 

cloud computing and it is predicted to 

increase the cell ecosystems. As greater 

cell gadgets enter the market and evolve, 

surely safety problems will develop as 

well. Also, sizeable increase in the range 

of units related to the Internet will 

similarly pressure protection needs. 

Understanding the authentic plausible of 

cell cloud computing and figuring out 

troubles with cellular cloud security, 

privacy, feasibility and accessibility 

continue to be a primary situation for each 

the clients and the enterprises. This paper 

covers the cell cloud protection problems 

and challenges with the aid of searching at 

the contemporary country of cloud 

protection breaches, vulnerabilities of 

cellular cloud devices, and how to tackle 

these vulnerabilities in future work in 

element of cell machine administration and 

cell records protection. Also, it highlights 

on utilization of SCWS (Smart Card Web 

Services) competition to intensify safety of 

cell cloud computing. 

3.PROPOSED SYSTEM 

In this paper, we advocate a fine-grained 

two-factor get entry to manage protocol for 

web-based cloud computing services, the 

usage of a light-weight safety device. The 

system has the following properties: (1) it 

can compute some light-weight 

algorithms, e.g. hashing and 

exponentiation; and (2) it is tamper 

resistant, i.e., it is assumed that no one can 

wreck into it to get the secret facts saved 

inside. 

In this paper, we endorse a fine-grained 

two-factor get right of entry to manage 

protocol for web-based cloud computing 

services, the usage of a light-weight safety 

device. The gadget has the following 

properties. It can compute some light-

weight algorithms, e.g. hashing and 

exponentiation; and it is tamper resistant, 

i.e., it is assumed that no one can damage 

into it to get the secret data saved inside. 

With this device, our protocol offers a 2FA 

security. First the person secret key (which 

is typically saved internal the computer) is 

required. In addition, the protection system 

ought to be additionally related to the pc 

(e.g. via USB) in order to authenticate the 

person for getting access to the cloud. The 

consumer can be granted get admission to 

solely if he has each items. 

Furthermore, the consumer can't use his 

secret key with any other machine 

belonging to others for the access. Our 

protocol helps fine-grained attribute-based 

get admission to which gives a exquisite 

flexibility for the gadget to set one of a 

kind get admission to insurance policies in 

accordance to one-of-a-kind scenarios. At 

the equal time, the privateness of the 

person is additionally preserved. The cloud 

device solely is aware of that the consumer 

possesses some required attribute, however 

no longer the actual identification of the 

user. To exhibit the practicality of our 

system, we simulate the prototype of the 

protocol 
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Fig 1: Architecture 

3.1 IMPLEMENTAION 

 Data Owner 

In this module, the data owner uploads 

their data in the cloud server. For the 

security purpose the data owner encrypts 

the data file and then store in the cloud. 

The Data owner can have capable of 

manipulating the encrypted data file. And 

the data owner can set the access privilege 

to the encrypted data file.  

 Cloud Server  

The cloud service provider manages a 

cloud to provide data storage service. Data 

owners encrypt their data files and store 

them in the cloud for sharing with data 

consumers. To access the shared data files, 

data consumers download encrypted data 

files of their interest from the cloud and 

then decrypt them. It is responsible for 

authorizing all end users. 

 

 Key Distribution centre 

KGC  who is trusted to store verification 

parameters and offer public query services 

for these parameters such as generating 

secret key based on the file and send to the 

corresponding end users. It is responsible 

for capturing the attackers. 

 Data Consumer/End User 

In this module, the user can only access 

the data file with the encrypted key if the 

user has the privilege to access the file. For 

the user level, all the privileges are given 

by the Data owner and the Data users are 

controlled by the data owner only. Users 

may try to access data files either within 

 

 

 

                    

 

 

 

 

 

 

 

 

  

                                                                                                                                                       

 

 

 

 

 

  

  

 

 

 

 

 

 

Data Owner 

       Data User 

1. Register and Login 

2. Req Group Certificate & 

View Your Group 

Certificate 

3.View all files 

4.Req Sec key from trusted 

authority 

5. Req File re Encryption 

from Group Manager & 

View permission 

5.download File if both 

Skey and decryption 

option provided 

 

 

 

1. Register and Login 

2. Req Group certificate from group 

manager  

2. Select browse file enc, Apply ABE 

and upload  

3.Upload video with ABE 

4.View and Delete File or videos 

5. View all uploaded your files 

 

 

 

1. Store all Owner and end 

user registration details 

2. View all Files & Videos with 

secret key / private key 

3.View File attackers (end user 

when they use wrong skey) 

4.View all data owner and data 

user transactions 

5. View all group certificates 

6. View No of group users in 

Chart 

  

 

 

      Trusted Authority 

1. View all Files 

2. View all Data user 

Private / Secret key Req 

and generate key 

3.View all Key req and res 

key transactions with date 

and time 

 

 

 

 

 

Cloud 

Storage 

Server 

Group Manager 

  1. Generate group certificate by entering 

group details 

2. View all Group Certificates  

3.View Group Certificate req from data user, 

data owner and Give permission 

4. View file Re encryption (Decryption) Req 

from Data user and forward req to cloud 

storage server. 
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their access privileges, so malicious users 

may collude with each other to get 

sensitive files beyond their privileges. He 

is sending request to KGC to generate 

secret key and KGC will generate the skey 

and send to corresponding end user. 

 Attacker (Unauthorized User) 

Attacker adds the malicious data to a block 

in cloud server. Then the Unauthorized 

user will considered as a attacker

.  

4.RESULTS AND DISCUSSION 

 

Fig 2: Group Manager Home Page 

 

Fig 3:Cloud server Home Page 
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Fig 4:Grop User Data In Graphical Format 

5.CONCLUSION 

In this research, we provide a completely 

new 2FA access control system for web-

based cloud computing services that 

includes both a user secret key and a 

lightweight security device. Based on the 

attribute-based access management 

mechanism, the proposed 2FA access 

system is known to not only allow the 

cloud server to limit access to those users 

who have an analogous set of attributes, 

but also to protect user privacy. A 

thorough security study reveals that the 

proposed 2FA access control system meets 

the necessary security requirements. We 

have a tendency to establish that the 

construction is "viable" through 

performance analysis. We tend to leave as 

future work to further improve the potency 

while retaining all of the system's great 

features. 
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