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ABSTRACT: Cross-cloud data migration is one of the prevailing challenges faced by mobile users, 

which is an essential process when users change their mobile phones to a different provider. However, 

due to the insufficient local storage and computational capabilities of the smart phones, it is often very 

difficult for users to backup all data from the original cloud servers to their mobile phones in order to 

further upload the downloaded data to the new cloud provider. To solve this problem, we propose an 

efficient data migration model between cloud providers and construct a mutual authentication and key 

agreement scheme based on elliptic curve certificate-free cryptography for peer-topeer cloud. The 

proposed scheme helps to develop trust between different cloud providers and lays a foundation for the 

realization of cross-cloud data migration. Mathematical verification and security correctness of our 

scheme is evaluated against notable existing schemes of data migration, which demonstrate that our 

proposed scheme exhibits a better performance than other stateof- the-art scheme in terms of the 

achieved reduction in both the computational and communication cost.  

INTRODUCTION 

When people opt to use a new smart device from a different manufacturer, the data 

stored in the cloud server of the previous smart device provider should be transferred to the 

cloud server of the new smart device provider. One of the common ways of accomplishing this 

transfer is to log onto the original cloud server, download the data onto the smart terminal 

devices, log onto the new cloud server, and finally upload the data to the new server.  

To this end, it is essential to develop a more efficient and secure way of data transfer 

from one cloud server to another. An ideal data migration model that can transfer user data 

directly between cloud servers. Such a model often imposes compatibility issues, since 

different cloud service providers characterize diverse user functions, mutual distrust and 

security risks in the process of data transmission, which make this ideal data migration model 

difficult to implement. 

First, we realized that the study of data migration across cloud platforms has very 

important practical significance. The data migration issues between clouds has many 

unresolved potential problems. Existing efforts in the context of cloud data migration has 

obvious pitfalls that restrains their efficiencies.  

This is to say, further research into the context of cloud data migration is an important 

and timely necessity, especially to facility quicker and ease data transfer between the cloud 
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servers after users change their smartphones. Secondly, in reality, trustworthiness among multi-

clouds cannot be easily achieved, particularly applications involving sensitive data transfers 

characterize more security constraints. For instance, achieving mutual authentication, building 

communication key securely and protecting the data transfer from potential attacks are some 

concerns to mention. Herein, authentication and key agreement mechanism can be an effective 

way to solve these problems. 

RELATED WORK 

The next generation computing is Cloud computing, where we have centralized 

computing resources (both hardware and software) and the centralized resources are delivered 

as service over a network i.e. Internet, Intranet or Extranet.  Cloud Computing provides huge 

storage, processing, applications, Operating systems, Network and various other 

infrastructures, all the specified features are centralized in big server called cloud server. These 

features can be accessed in various shapes required by the surfer, they can access in Systems, 

Mobiles, Tabs and other media required. Briefly discussing the common use of cloud is a 

symbol of abstraction in a complex infrastructure in centralized location. Cloud computing 

provides trust to remote services with a user's data, software, applications, security and 

computations accessed in any media. Central Cloud computing consists of hardware, Software  

and Application resources made available on the Internet and Mobile wireless technology as 

managed by third party services, all the cloud servers are accessed to third party and from third 

party users or surfers take access to use the resources in their required form.  These services 

typically provide access to advanced software applications and high-end networks of server 

computers.  The next generation of computing in Internet will be cloud computing, through 

cloud computing we can reduce the infrastructure, maintenance of huge systems and provide 

green computing with one centralized system providing resources services to a wide range of 

users.   To overcome the drawbacks of investment, maintenance and over rid of  attackers the 

proposed architecture is cloud architecture.  The following figure shows the structure of cloud 

computing.  

McDaniel addressed that accurate, timely, and detailed provenance information leads 

to good security decisions. One of the unanticipated consequences of the Internet age is a 

pervasive loss of context. Information is often filtered, sampled, repackaged, condensed, or 

altered to suit any number of purposes. Over time, the entropy of these processes causes 

information to lose its essential validity. This column argues the needs, applications, and 

challenges of providing greater access to data provenance in information systems. 
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Provenance has been used to verify trust, trustworthiness, or correctness of information 

in many research areas. Rajbhandari et al. examined how provenance information is associated 

with a workflow in a Bio-Diversity application.  Provenance is the documentation concerning 

the origin of a result generated by a process, and provides explanations about who, how, what 

resources were used in a process, and the processing steps that occurred to produce the result. 

Such provenance information is important to improve a scientist’s ability to judge and place 

certain amount of trust on the generated data. We illustrate how provenance information 

associated with a workflow can be used to evaluate trust. This work is based on several use 

cases from a Bio-Diversity application. We also propose a simple architecture to illustrate our 

trust framework. 

SYSTEM ANALYSIS 

EXISTING SYSTEM 

People are now increasingly relying on hand-held devices such as smart phones, tablet 

etc., in an unprecedented number. It is worthy of note that one individual may own and use 

multiple smart devices. It is also common for people to recycle their smart devices quite 

frequently, given the fact that new arrivals characterize more attractive inherent features from 

a variety of manufacturers. 

When people opt to use a new smart device from a different manufacturer, the data 

stored in the cloud server of the previous smart device provider should be transferred to the 

cloud server of the new smart device provider. One of the common ways of accomplishing this 

transfer is to log onto the original cloud server, download the data onto the smart terminal 

devices, log onto the new cloud server, and finally upload the data to the new server. As shown 

in Fig. 1, this process is very inefficient and tedious. 

Disadvantages 

• I can decrypt the encrypted data easily with some decryption software without 

the security key which was assigned by the data owner. 

• Only single key is used even for the highly sensitive data. 

• If key is forgot I cannot send multiple key request to the single data, so I cannot 

decrypt the data without the key. 
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PROPOSED SYSTEM 

First, we realized that the study of data migration across cloud platforms has very 

important practical significance. The data migration issues between clouds has many 

unresolved potential problems. Existing efforts in the context of cloud data migration has 

obvious pitfalls that restrains their efficiencies. This is to say, further research into the context 

of cloud data migration is an important and timely necessity, especially to facility quicker and 

ease data transfer between the cloud servers after users change their smartphones. Secondly, in 

reality, trustworthiness among multi-clouds cannot be easily achieved, particularly applications 

involving sensitive data transfers characterize more security constraints. For instance, 

achieving mutual authentication, building communication key securely and protecting the data 

transfer from potential attacks are some concerns to mention. Herein, authentication and key 

agreement mechanism can be an effective way to solve these problems. With this in mind, this 

paper proposes a novel authentication and key agreement scheme based on anonymous identity 

for peer-to-peer cloud, ultimately to facilitate easy and secure data transfer between multi-

clouds. 

Advantages  

Finally, in the last augmented game, I can claim that the adversary has no advantage in 

winning the game since a random key is returned to the adversary. my protocols offer three 

appealing advantages over the existing Kerberos-based pNFS protocol. 

IMPLEMENTATION 

Parallel Sessions 

Parallel secure sessions between the clients and the storage devices in the parallel 

Network File System (pNFS) the current Internet standard in an efficient and scalable manner. 

This is similar to the situation that once the adversary compromises the long-term secret key, 

it can learn all the subsequence sessions. If an honest client and an honest storage device 

complete matching sessions, they compute the same session key. Second, two my protocols 

provide forward secrecy: one is partially forward securing with respect to multiple sessions 

within a time period. 
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Authenticated Key Exchange 

Primary goal in this work is to design efficient and secure authenticated key exchange 

protocols that meet specific requirements of pNFS.The main results of this paper are three new 

probably secure authenticated key exchange protocols. I describe my design goals and give 

some intuition of a variety of pNFS authenticated key exchange6 (pNFS-AKE) protocols that 

i consider in this work. 

Forward Secrecy 

The protocol should guarantee the security of past session keys when the long-term 

secret key of a client or a storage device is compromised.However, the protocol does not 

provide any forward secrecy.To address key escrow while achieving forward secrecy 

simultaneously, we incorporate a Diffie- Hellman key agreement technique into Kerberos-like 

pNFS-AKE-I.However, note that i have achieve only partial forward secrecy, by trading 

efficiency over security. 

RESULTS  

 

Fig 1: Handling of files 

 

File handling provides a mechanism to store the output of a program in a file and to perform 

various operations on it. A stream is an abstraction that represents a device on which operations 

of input and output are performed. 
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Fig 2 Owner Registration Page 

 

The above screen shows the owner registration form where the necessary details are to be given 

for successful registration. Once it is done he can login using his credentials.  

 

 

Fig 3 Owner Login Page 

A login page is a web page or an entry page to a website that requires user identification and 

authentication, regularly performed by entering a username and password combination. Logins 
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may provide access to an entire site or part of a website. Some websites use cookies to track 

users during their logged in sessions. 

 

 

Fig 4 End User Registration Page 

The above screen shows the end user registration form where the necessary details are 

to be given for successful registration. Once it is done he can login using his credentials. 

CONCLUSION 

This paper proposed a novel scheme to transfer user data between different cloud 

servers based on a key agreement protocol. Through the mathematical analysis and 

comparative evaluation presented in this paper, the advantages of our scheme are proved from 

three aspects: security performance, calculation costs and communication costs. Our proposed 

scheme can efficiently solve the primary problem of trust during data migration between cloud 

servers and further can provide anonymity for the identity of cloud servers. On the premise of 

protecting the privacy of cloud service providers, our proposed scheme indirectly protects the 

privacy of users. In addition, the identity traceability provided by our proposed scheme also 

enables users to effectively constrain the cloud service providers. 
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