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ABSTRACT: With the rapid development of cloud computing, an increasing number of individuals and 

organizations are sharing data in the public cloud. To protect the privacy of data stored in the cloud, a data owner 

usually encrypts his data in such a way that certain designated data users can decrypt the data. This raises a 

serious problem when the encrypted data needs to be shared to more people beyond those initially designated by 

the data owner. To address this problem, we introduce and formalize an identity-based encryption transformation 

(IBET) model by seamlessly integrating two well-established encryption mechanisms, namely identity-based 

encryption (IBE) and identity-based broadcast encryption (IBBE). In IBET, data users are identified and 

authorized for data access based on their recognizable identities, which avoids complicated certificate 

management in usual secure distributed systems. More importantly, IBET provides a transformation mechanism 

that converts an IBE ciphertext into an IBBE ciphertext so that a new group of users not specified during the IBE 

encryption can access the underlying data. We design a concrete IBET scheme based on bilinear groups and 

prove its security against powerful attacks. Thorough theoretical and experimental analyses demonstrate the high 

efficiency and practicability of the proposed scheme. 

INTRODUCTION 

Cloud computing has emerged as an important computing paradigm to offer pervasive 

and on demand availability of various resources in the form of hardware, software, 

infrastructure, and storage. The cloud computing also integrates various important entities of 

healthcare domains, such as patients, hospital staff including the doctors, nursing staff, 

pharmacies, and clinical laboratory personnel, insurance providers, and the service providers. 

Numerous methods have been employed to ensure the privacy of the PHRs stored on the cloud 

servers. The privacy preserving approaches make sure confidentiality, integrity, authenticity, 

accountability, and audit trial. Confidentiality ensures that the health information is entirely 

concealed to the unsanctioned parties, whereas integrity deals with maintaining the originality 

of the data, whether in transit or in cloud storage. 

Authenticity guarantees that the health-data is accessed by authorized entities only, 

whereas accountability refers to the fact that the data access policies must comply with the 

agreed upon procedures. We present a methodology called Secure Sharing of PHRs in the 

Cloud (SeSPHR) to administer the PHR access control mechanism managed by patients 

themselves. The methodology preserves the confidentiality of the PHRs by restricting the 

unauthorized users. The patients as the owners of the PHRs are permitted to upload the 

encrypted PHRs on the cloud by selectively granting the access to users over different portions 

of the PHRs. Each member of the group of users of later type is granted access to the PHRs by 
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the PHR owners to a certain level depending upon the role of the user. The levels of access 

granted to various categories of users are defined in the Access Control List (ACL) by the PHR 

owner. For example, the family members or friends of the patients may be given full access 

over the PHRs by the owner. Similarly, the representatives of the insurance company may only 

be able to access the portions of PHRs containing information about the health insurance claims 

while the other confidential medical information, such as medical history of the patient is 

restricted for such users. 

The current implementation includes Cipher text policy attribute based encryption for 

storing and retrieving the Electronic Health Records. Electronic Health records in this 

implementation are considered to be either Text files or Image files. The main contribution of 

the project is the  implementation of Ciphertext Policy Attribute based encryption (CPABE) 

over text files as well as image files. The implementation of CPABE involves implementation 

of mathematical notations introduce in unit 4 which needs the Pairing Based cryptography 

library. CP-ABE allows a sender to disseminate messages according to an access policy which 

can be expressed as a Boolean function consisting of OR, and AND between attributes. A 

receiver whose secret key is associated with those attributes can only decrypt a cipher text 

successfully if and if only if its attributes satisfy the cipher text‟s access policy. CPABE 

involves the following four algorithms which have been implemented and there execution is 

shown in the form of screenshots.  

RELATED WORK 

Cloud Computing is the long -dreamed vision of computing as a utility, where users can 

remotely store their data into the cloud so as to enjoy the on-demand high quality applications 

and services from a shared pool of configurable computing resources. By data outsourcing, 

users can be relieved from the burden of local data storage and maintenance. However, the fact 

that users no longer have physical possession of the possibly large size of outsourced data 

makes  the data integrity protection in Cloud Computing a very challenging and potentially 

formidable task, especially for users with constrained computing resources and capabilities. 

Thus, enabling public auditability for cloud data storage security is of critical importance so 

that users can resort to an external audit party to check the integrity of outsourced data when 

needed.To securely introduce an effective third party auditor (TPA), the following two 

fundamental requirements have to be met: 1) TPA should be able to efficiently audit the cloud 

data storage without demanding the local copy of data, and introduce no additional on-line 
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burden to the cloud user; 2) The third party auditing process should bring in no new 

vulnerabilities towards user data privacy. In this paper, we utilize and uniquely combine the 

public key based homomorphic authenticator with random masking to achieve the privacy-

preserving public cloud data auditing system, which meets all above requirements. To support 

efficient handling of multiple auditing tasks, we further explore the technique of bilinear 

aggregate signature to extend our main result into a multi-user setting, where TPA can perform 

multiple auditing tasks simultaneously. Extensive security and performance analysis show the 

proposed schemes are provably secure and highly efficient.  

L. Xiao et, al., [7] Data Security and consumer data privacy are the key challenges in cloud 

computing era. The appropriateness and privacy of data stored in cloud may be compromised 

because of limited security for data owners. This paper presents an extensive survey on privacy 

preservation, data and storage security challenging issues in cloud computing. The Security of 

cloud data is further analyzed in terms of data integrity, access control and attribute-based 

encryption. The survey analyzes each category of work in detail. A comparison table is also 

presented along with the strength and weakness of each approach. 

 J. Hou and T. Fan, [8], We propose a novel privacy-preserving security solution for cloud 

services. Our solution is based on an efficient non-bilinear group signature scheme providing 

the anonymous access to cloud services and shared storage servers. The novel solution offers 

anonymous authenticationfor registered users. Thus, users' personal attributes (age, valid 

registration, successful payment) can be proven without revealing users' identity, and users can 

use cloud services without any threat of profiling their behavior. However, if a user breaks 

provider's rules, his access right is revoked. Our solution provides anonymous access, 

unlikability and the confidentiality of transmitted data. We implement our solution as a proof 

of concept applicationand present the experimental results. Further, we analyzecurrent privacy 

preserving solutions for cloud services and group signature schemes as basic parts of privacy 

enhancing solutions in cloud services. We compare the performance of our solution with the 

related solutionsand schemes  

G. Feng, [9] At present, there are a lot of mature encryption mechanisms and access control 

models for the protection of the data content in cloud environment. However, the research on 

the privacy protection of data attributes in cloud is still in the initial stage, which can be 

classified as two types: one is the privacy protection of data attributes during data transmission, 

including routing information, generation time, size and frequency, etc., the other is the privacy 
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protection of data attributes as data storage, including relationships between attributes and 

distribution of attribute values.  

SYSTEM ANALYSIS 

EXISTING SYSTEM 

A method to exercise the access control dynamically on the PHRs in the multi-user cloud 

environment through the Lagrange Multiplier using the SKE Automatic user revocation is the 

key characteristics of the approach To overcome the complexities of the key management a 

partial order relationship among the users is maintained However the scheme requires the PHR 

owners to be online when the access is to be granted or revoked Contrary to the scheme 

presented in [12] our  approach does not require the PHR owners to be online to grant the 

access over PHRs In- stead the semi-trusted authority determines the access privileges for users 

and after successful authorization calculates the re-encryption keys for the users requesting the 

access. 

Disadvantages 

• In the existing work, access control policy isn't sent along with cipher text explicitly, in 

other words, no unauthorized user can obtain useful information about the access structure. 

Some other schemes with the same performance have been proposed by other researchers, 

which are called Anonymous Attribute-Based Encryption. 

• The system is not secured due to lack of hidden policy, fast decryption. 

PROPOSED SYSTEM 

 The proposed system presents a methodology called Secure Sharing of PHRs in the 

Cloud (SeSPHR) to administer the PHR access control mechanism managed by patients 

themselves The methodology preserves the confidentiality of the PHRs by restricting the 

unauthorized users Generally there are two types of PHR users in the proposed approach 

namely: (a) the patients or PHR owners and (b) the users of the PHRs other than the owners 

such as the family members or friends of patients doctors and physicians health insurance 

companies’ representatives pharmacists and researchers The patients as the owners of the PHRs 

are permitted to upload the encrypted PHRs on the cloud by selectively granting the access to 

users over different portions of the PHRs Each member of the group of users of later type is 

granted access to the PHRs by the PHR owners to a certain level depending upon the role of 
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the user The levels of access granted to various categories of users are de- fined in the Access 

Control List (ACL) by the PHR owner 

Advantages  

• A novel patient-centric framework and a suite of mechanisms for data access control to 

PHRs stored in semi-trusted servers. 

•  To achieve fine-grained and scalable dataaccess control for PHRs, we leverage 

attribute based encryption (ABE) techniques to encrypt each patient’s PHR file. 

• Protects the personal health data storedon a semi-trusted server, we adopt attribute-

based encryption (ABE) as the main encryption primitive. 

• Using ABE, access policies are expressed basedon the attributes of users or data. 

• Which enables a patient to selectively share PHRamong a set of users by encrypting the 

file undera set of attributes, without need to know acomplete list of users. 

IMPLEMENTATION & RESULTS 

 

Fig-1: Home Page 

The Above screen represents the home page of the system where the links for various functionalities 

is present.  
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Fig-2: Cloud Server Menu 

The above screen represents the cloud server menu which consists of various options in the menu like 

user login, admin login, database activities etc.  

 

Fig-3: Report Showing Authorized Users 

 

The above screen shows the authorized user list. An authorized user is someone who is allowed 

to use someone else's credit card. The person who owns the credit account is called the primary 

cardholder. Authorized users may be issued their own credit card with their name on it, but the 

account belongs to the primary cardholder. 
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Fig-4: Report Showing List of Documents 

The above screen shows the list of documents available in the database. Represents a strongly 

typed list of objects that can be accessed by index. 

 

Fig-5: Graph Showing File Rank Information 

The above screen represents a graph that shows file rank information. Graph is a diagram (such as a 

series of one or more points, lines, line segments, curves, or areas) that represents the variation of a 

variable in comparison with that of one or more other variables. 

CONCLUSION 

In this paper, we introduce a new method called linear secret sharing with multiple 

values, which can greatly improve the expression of access policy. Moreover, each attribute is 
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divided into two parts, namely the attribute name and its value. Therefore, the most obvious 

advantage of the proposed scheme is that sensitive attribute values can be hidden. And it can 

protect users' privacy well in PHR. In the proposed scheme, the size of public parameters is 

constant and the cost of the decryption is only two pairing operations, which also make it more 

practical.  
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