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ABSTRACT 

 

Education acts as a soul in the overall societal 

development, in one way or the other. Aspirants, 

who gain their degrees genuinely, will help 

society with their knowledge and skills. But, on 

the other side of the coin, the problem of fake 

certificates is alarming and worrying. It has been 

prevalent in different forms from paper-based 

dummy certificates to replicas backed with 

database tampering and has increased to 

astronomic levels in this digital era. In this 

regard, an overlay mechanism using blockchain 

technology is proposed to store the genuine 

certificates in digital form and verify them firmly 

whenever needed without delay. The proposed 

system makes sure that the certificates, once 

verified, can be present online in an immutable 

form for further reference and provides a tamper-

proof concealment to the existing certification 

system. To confirm the credibility of the 

proposed method, a prototype of blockchain-

based credential securing and verification system 

is developed in ethereum test network. The 

implementation and test results show that it is a 

secure and feasible solution to online credential 

management system. 

Keywords – Block chain, hyperledger, digital 

certificate, hashing. 

INTRODUCTION 

Advances in information technology, the wide 

availability of the Internet, and common usage of 

mobile devices have changed the lifestyle of 

human beings. Virtual currency, digital coins 

originally designed for use online, has begun to 

be extensively adopted in real life. Because of 

the convenience of the Internet, various virtual 

currencies are thriving, including the most 

popular—Bit coin, Ether, and Ripple —the value 

of which has surged recently. People are 

beginning to pay attention to block chain, the 

backbone technology of these revolutionary 

currencies. Block chain features a decentralized 

and incorruptible database that has high potential 

for a diverse range of uses. Block chain is a 

distributed database that is widely used for 

recording distinct transactions. Once a consensus 

is reached among different nodes, the transaction 

is added to a block that already holds records of 

several transactions. Each block contains the 

hash value of its last counterpart for connection. 

All the blocks are connected and together they 

form a blockchain. Data are distributed among 

various nodes (the distributed data storage) and 

are thus 

decentralized. Consequently, the nodes maintain 

the database together. Under blockchain, a block 

becomes validated only once it has been verified 

by multiple parties. Furthermore, the data in 

blocks cannot be modified arbitrarily. A 

blockchain-based smart contract, for example, 

creates a reliable system because it dispels 

doubts about information’s veracity. Because 

information technology has developed rapidly in 

recent years, data protection is more necessary 

than ever. 

Graduates, whether they choose to continue 

studying or start job hunting, require various 

certificates for interviews. However, they often 

find that they have lost their educational and 

commendation certificates. Reapplying for hard 

copies can be time-consuming because 

certificates are granted by different organizations 

and in-person application may be necessary. By 

contrast, applying for an e-copy can save paper 

and time. By providing information for identity 

verification, graduates are able to apply for any 

certificate easily. Nevertheless, because of this 

convenience, forged degree certificates, licenses, 

and certificates are prevalent. Consequently, 

schools and companies cannot instantly validate 

the documents they receive. To solve this 

problem, a certificate system based on block 

chain was designed in this study. Data are stored 

in different nodes, and anyone who wishes to 

modify a particular internal datum must request 

that other nodes modify it simultaneously. Thus, 

the system is highly reliable. 
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In this study, we developed a decentralized 

application and designed a certificate system 

based on E/there umblockchain. This technology 

was selected because it is incorruptible, 

encrypted, and trackable and permits data 

synchronization. By integrating the features of 

blockchain, the system improves the efficiency 

operations at each stage. The system saves on 

paper, cuts management costs, prevents 

document forgery, and provides accurate and 

reliable information on digital certificates. 

 

Objective of the project: 

 

In the digital world, each and everything is 

digitalized in which the certificate of SSLC, 

HSC, and academic certificate are digitalized in 

the educational institution and provided to the 

students. Students are difficult to maintain their 

degree certificates. For the organization and 

institution, verification and validation of 

certificates are tedious and cumbersome. Our 

project will help to store the certificate in the 

blockchain system and provide security. First, 

the paper certificates are converted into digital 

certificates. The chaotic algorithm is used to 

generate the hash code value for the certificate. 

Then the certificates are store in blockchain. And 

these certificates are validated by using the 

mobile application. By using blockchain 

technology we can provide a more secure and 

efficient digital certificate validation. 

 

RELATED WORK  

 

Research has been in progress to identify the 

fake documents and certificates, both paper and 

digital form. The following are some of the 

methods proposed to curtail fake documents. 

MV Ramana Murthy [1] presented a method to 

detect fake paper-based documents with ECC 

based digital signatures and cryptography. 

Xiaojing Gu [2] designed an attribute 

dependency-based detection method, called 

SSLight, in which some attribute dependencies 

are observed that are rarely present in legitimate 

samples. Dr. A. M. Kahonge [3] proposed a 

mechanism that uses the web and database 

programming, XML data sharing along with 

message passing via a very simple web service 

to share academic records between employers 

and the educational institutions. Zheng Dong [4] 

presented a scheme for detecting forged 

certificates from trusted CAs developed from a 

large and timely collection of certificates. In this 

method, classification is done automatically by 

building machine-learning models using deep 

neural networks (DNN). Kajal P. Chavan [5] 

proposed a system where the digital data, which 

is encrypted in the marks memo as a QR code, 

can only be retrieved back and decrypted by 

authorized users only using their web-

application, which is hosted in their website. But 

all these are centralized applications and can be 

easily tampered. The following are various 

applications proposed based on blockchain 

technology. Ming L [6] proposed a blockchain-

based decentralized framework for 

crowdsourcing named CrowdBC, in which a 

requester’s task can be solved by a group of 

workers without depending on any intermediate 

third party, users’ privacy can be guaranteed and 

also the required transaction fee is low. Haibo Yi 

[7] proposed an e-voting scheme, which is 

blockchain-based and meets the essential 

requirements of the e-voting procedure. All votes 

are linked using hash values in a blockchain. Yi 

Chen [8] designed a storage scheme to store and 

manage personal medical data using blockchain 

and cloud storage. Ali Dorr [9] proposed a 

blockchain-based framework to protect the 

privacy of users and to improve the security of 

the vehicular ecosystem. Xiao Yue [10] 

proposed an application, healthcare data 

gateway, whose architecture is based on 

blockchain to enable patient to control and share 

their medical reports seamlessly and securely 

without violating the privacy, which also 

provides a new way to improve the efficacy of 

healthcare systems while keeping patient data 

private. Daniel Kraft [11] stated mining as a 

Poisson process with time-dependent intensity 

and used this model to derive predictions about 

block times for various hash-rate scenarios. 

Tomaso Aste [12] published a paper that 

provides basic concepts of blockchain and also 

presented the challenges, the future 

opportunities, and the foreseeable impact of 

blockchain and distributed ledger technologies in 

the industry and society. 

In this digital era, there is no proper method to 

curtail fake degrees by securing the marks 

memos on a tamper-proof platform and verifying 

them digitally using unique ID. In this paper, a 

method is proposed to store, secure, and verify 

the credentials of graduates through blockchain 
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technology. 

In the presently existing system marks memos 

are issued directly to the students as a hard copy. 

There is no digitalized way to verify the 

certificate. Once the certificate is distributed 

among the students, there will be no connection 

between students, university, and the certificate. 

There is no platform to store the certificate 

safely and verify them when required. Therefore 

fake graduation degree certificates are created to 

get backdoor jobs. In industries, once an 

employee is hired, they require a background 

check of the educational details of the employee, 

and this verification is done just manually by 

their HR team or by some third party. There may 

be a delay in the process and a chance to manage 

the concerned section personnel of the university 

or college who receive the verification calls. It is 

even difficult to distinguish the fake and original 

degrees if the master register has already been 

tampered. Some universities store certificates in 

digital form but are also in a centralized network 

where there is a chance of tampering the 

certificate. Therefore, this may increase the cases 

of fraud since there is no means of security and 

integrity of the data both in manual and in digital 

form. The main reasons behind this problem are 

the lack of timestamp facility and method of 

storing data at a central storage. 

Figure 1 explains the existing method from the 

admission stage of a student to the verification of 

the credentials of a graduate by the employers. 

The various stages are mentioned as follows: 

1. Join/admit: students admitted to a 

university/affiliated college/autonomous college. 

2. Results: after the semester/year-end 

examinations results are stored in a 

register/server. 

3. Degree: issue of marks statements/original 

degree in paper form. 

4. Transformed: now the students are 

transformed to graduates with a degree in hand. 

 

5. Recruited: graduates are given a suitable job 

by employers/recruiters. 

6. Verification request: employers request 

universities to verify the credentials of the 

employee. 

7. Retrieve: universities retrieve data from the 

master register or a central server for 

verification. 

8. Validate: compare the given data with the 

retrieved one to validate it and report it to the 

employer. 

9. Confirm/reject: based on the report received, 

confirm/cancel the appointment of the graduate. 
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A block and a blockchain 

In the proposed system, every block contains the 

information shown in Fig. 2. The fields are 

selected to include the necessary information and 

may vary depending upon the requirements. 

1. Nonce: a random value added by the miner to 

solve the hash puzzle 

2. Student ID: Aadhar ID. 

3. Marks statement: the details like roll no., 

name, class, subjects, and marks are entered in 

text format. 

4.Time stamp: date and time of creation of the 

block 

5. Hash value: the cryptographic hash value, 

which is calculated using SHA-256, of the 

previous block to link this new block to the 

existing chain 

CONCLUSION: 

Data security is one of the major features of 

blockchain technology. Blockchain is a large and 

open-access online ledger in which each node 

saves and verifies the same data. Using the 

proposed blockchain-based system reduces the 

likelihood of certificate forgery. The process of 

certificate application and automated certificate 

granting are open and transparent in the system. 

Companies or organizations can thus inquire for 

information on any certificate from the system. 

In conclusion, thesystem assures information 

accuracy and security. 
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