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ABSTRACT 

 In the era of digitalization, everyone 

needs money without interaction with bank 

at any time. So, the ATMs (Automotive 

Teller Machines) are installed everywhere in 

the localities. As the number of ATMs 

increased, prevention of theft and security of 

customer is the prime objective. At present, 

security systems are not highly secured as 

they are only provided with alarm system. 

This project deals with design and 

implementation of ATM security system 

using vibration sensor and GSM Modem. 

The prime objective of this project is, to 

secure the ATM system using vibration 

sensor and GSM modem. 

In this project, when a thief enters 

and tried to harm the machine, the vibration 

sensor which is attached to the machine get 

vibrated and sends the signal to the 

microcontroller. Once the controller receives 

signal, it locks the door of ATM room by 

sending signal to the dc motor and sprinkler 

sprinkles the chloroform to make the thief 

unconscious. The buzzer will also be getting 

activated at the same time to alert the nearby 

people of ATM system. Simultaneously, the 

controller will send a message to an 

authorized person of the bank through GSM 

modem and the door is made to open only 

after entering the password by the bank 

staff. 

INTRODUCTION 

An automated teller machine (ATM) 

is an electronic banking outlet that allows 

customers to complete basic transactions 

without the aid of a branch representative or 

teller. Anyone with a credit card or debit can 

access cash at most ATMs. Automated 

Teller Machines aka ATM have managed to 

bring a good amount of convenience into 

our lives. This is possible with Automotive 

Teller Machines (ATM) that it is installed 

for an average of 3-4 kms apart. With its 

installation at every corner in the town, you 

could suffice your need to make a deposit or 

withdrawal even while running errands 

regardless of what time it is. Even with 

many online options available today to make 

payments, ATMs still manage to stay 

relevant, and useful. However, ATMs are 

becoming more complicated and they now 
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serve numerous functions, thus becoming a 

high priority target for robbers. Physical 

security in a lot of ways is one of the more 

overlooked aspects of protecting a banking 

institution and it becomes glaringly 

projected in terms of ATM risk. 

The misery of the Indian banking 

sector is not limited to the banks as even 

ATMs are not immune to incidents of theft 

and loot. Around Rs.54 crore has already 

been lost in ATMs, in-branch, or in-transit 

phase for scheduled commercial banks and a 

few financial institutions (FIs) in the current 

fiscal year till December 2019. “This 

includes incidents such as burglary, dacoit, 

robbery, and theft,” Our present-day Finance 

Minister Nirmala Sitharaman said in a reply 

to a question in Lok Sabha. Rs 54 crore is 

lost in 1092 such cases across the country. 

In the last three years, these incidents are on 

a rise. In FY18, Rs 44.25 crore was lost in 

927 incidents of burglary, dacoit, robbery, 

and theft, while in FY19, Rs 68.45 crore was 

lost in 1302 such incidents. 

To put a brake on such incidents 

leading to losses of banks, the RBI has 

issued a circular that was directed towards 

the security measures for ATMs. The 

circular says that the banks are to roll out a 

comprehensive e-surveillance mechanism at 

the ATMs to ensure timely alerts and quick 

response. But these methods were not at all 

implementing in an effective manner. 

EXISTING METHODS FOR ATM 

SECURITY: 

INTEGRATED SURVEILLANCE 

SECURITY ACCESS: 

 Integrated surveillance security access 

control systems are being put in place to 

help banks receive alerts from ATMs across 

the country, be it someone breaking into an 

ATM. All the monitoring happens from one 

point, depending on the company that sets 

up the system based on the bank's needs.  

 The alert-based monitoring model is an 

integrated security access control system 

that involves an intrusion panel at its core 

with astute software that sounds an alarm for 

about 30 different kinds of physical 

activities inside the ATM, barring software 

or technical glitches in the ATM machine.  

 It detects attempts to tamper with the cash 

vending machine and any unusual 

movement inside an ATM – such as a 

person staying inside for more than a few 

minutes and throws up alerts at the control 

room.  

 This helps someone or the control room 

operator to ask a customer through a 

microphone what he or she is looking for 

giving them the idea that someone is 

watching them live. 
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 ADVANTAGES: 

1. The monitoring of personal activity time to 

time is possible 

2. The control room monitoring personal can 

talk to the person in ATM machine room. 

 DRAWBACKS: 

1. There is no efficient security to ATM 

machine. 

2. By just speaking through microphone does 

not make the thief to stop. 

3. The thief can easily escape from the room 

after robbery. 

4. It takes time to get the police aware of the 

situation and to take action. 

IMPLEMENTATION OF ATM 

SECURITY SYSTEM USING GSM: 

 This system is used for ATM 

access cash withdrawal with 

more security. We use 

biometric system for highly 

secure transaction. 

 We use fingerprint system and 

One Time Password (OTP) is 

send to the user registration 

mobile number through GSM 

Module system. 

 Frauds attacking the automated 

teller machine has increased 

over the decade which has 

motivated us to use the 

biometrics for personal 

identification to procure high 

level of security and accuracy. 

 

PROPOSED MODELS:  

The Idea of Designing and of Security 

Based ATM machine security system 

project is born with the observation in our 

real-life examples happening around us. 

All the above limitations present in the 

normal methods can be overcome by this 

project. 

In order to make the better security efficient 

system for ATM services, different methods 

were implemented. To overcome this hefting 

problem some proposed methods in this 

project are: 

 Keeping the sensors to make 

the buzzer to security 

officers. 

 To make the thief 

unconscious. 

 The ATM machine room will 

be locked automatically. 

 Alerting the bank officers 

with alert message. 
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In order to achieve this, we use embedded 

system, Microcontroller, DC motor, 

vibration sensor. 

These proposed methods generally decrease 

the normal limitations in the conventional 

systems used in ATMs. 

Also increases the better chances of 

avoidance of theft. 

HARDWARE IMPLEMENTATION 

 

OPERATION 

•As soon as the thief tries to harm ATM 

machine the vibration sensor detect the 

vibration over a threshold point and provide 

logic low or high, generally high, making 

microcontroller on. 

•The microcontroller send signals to the DC 

motor through driver IC in order to lock the 

door along with that driver IC send signals 

to dc pump and sprinkles chloroform on the 

thief in order to make him unconscious. 

•Then microcontroller turns on the buzzer to 

make surrounding people alert .  

•simultaneously it send messages to bank 

officials and police through GSM module. 

•It was programmed in the way that only 

specific people who are having password 

only can access and open the closed door. 

•After entering the correct password using 

the 4*3 keypad,then the door opens. 

•In this way we can avoid the atm machine 

outbreak. 

ADVANTAGES 

•Less circuit complexity: 

     In this it uses less components for better 

security and less connections required. 

•Very efficient and robust: 

   As microcontroller is the key element in 

the system  which is robust making the 

whole system     

    Efficient.                                                  

•Enhanced security features: 

Compared to the conventional systems at 

present it provides a better way of security 

by locking and intimating personals at the 

same time. 

•Easy to capture thief by avoiding the theft 

and securing the ATM. 

FUTURE SCOPE 

This project can be developed in future 

inorder to work in the situations when there 

is the use of signal jammers inorder to block 

signals. 
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Another intimation and protective feature 

can be added inorder to know whether there 

is any harm to any innocent people by thief. 

A feature can also be developed to identify 

if there is any armed things with the thief 

and get the things ready to catch the thief. 

CONCLUSION 

According to the Bank Administration 

Institute, the most dangerous hours for ATM 

crime are from 7:00 p.m. until midnight, 

when  approximately 40% of ATM related 

crimes occur. As the number of robberies 

are increasing, this system provides a better 

solution to secure ATM machines to an 

extent. 

As the respective bank and police personals 

can aware of the theft at any time and can 

avoid theft. The thief can be caught easily 

by the policeman while being unconscious 

due to the chloroform sprinkled.  

Therefore, we conclude that in this era of 

digitalization, major changes can be made 

using electronics which leads to the 

reduction of conflict and usage of violence. 
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