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Abstract 

  Malware is actually a generic definition for 

all kinds of computer threats. Malware is divided 

into two categories: file infectors and individual 

malware. Worms, backdoors, Trojans, rootkits, 

spyware, and adware are examples of malware that 

are classified depending on their distinct actions. 

Malware is actually a generic definition for all 

kinds of computer threats. A simple classification 

of malware consists of file infectors and individual 

malware. We are building a model to detect 

malicious files. 

Machine learning has revolutionized many fields, 

including cybersecurity. Traditional approaches to 

machine learning can be divided into two main 

groups according to the type of analysis: static 

approaches and dynamic approaches. The main 

difference between the two is that the static 

approach extracts feature from static malware 

analysis whereas the dynamic approach extracts 

feature from dynamic analysis. 

We propose a general framework that uses various 

machine learning algorithms to successfully 

distinguish between clean and malicious files with 

the goal of minimizing false positives. Reduce data 

training time and find maximum accuracy between 

models. 

 

Objectives: 

1. The main objective is to build a model that 

uses machine learning models to detect 

malicious files. 

2. The second objective is to reduce the 

amount of time to train the data. 

3. The final objective is to find the best model 

for malicious file detection by extracting 

detailed comparisons between different 

machine learning algorithms. 

 

1. Introduction 

 Malware is defined as software designed to 

penetrate or damage computer systems without the 

prior consent of the owner. Malware is actually a 

generic definition for all kinds of computer threats. 

A simple classification of malware consists of file 

infectors and individual malware. Worms, 

backdoors, Trojans, rootkits, spyware, and adware 

are examples of malware that are classified 

depending on their distinct actions. 

Today, technology is so advanced that everything 

is being coordinated digitally rather than manually. 

Technology has its pros and cons. We make life 

easier and provide access to personal information 

to anyone who can misuse it, which can lead to 

cyberattacks and data loss. Therefore, device 

security is very important in today's cyber world. 
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Internet use is increasing day by day. One of the 

downsides of the widespread use of the Internet is 

that many computer systems are vulnerable to 

attacks and malware. Malicious code, such as 

malware, malicious code, or malicious executable 

files, has many different names. 

Malicious software is malicious software used to 

violate a computer system's security policies 

regarding data confidentiality, integrity, and 

availability. 

System data may be changed and deleted without 

the user's knowledge in order to harm the system. 

Malicious software, commonly known as malware, 

is computer software that is intended to disrupt, 

damage, or gain unauthorised access to a computer 

system or network. Depending on their purpose and 

distribution system, malware can be divided into 

various non-exclusive categories. 

2. Implementation 

2.1 Dataset 

Malicious software is software that is expressly 

designed to cause harm to a computer system, or to 

obtain unauthorised access to it. A legitimate file is 

software that does not act like malware and is 

useful and harmless to users. 

Statistical analysis was performed on these files 

and mainly consisted of extracting PE information 

and calculating entropy for various sections of 

these files. 

2.2 Feature Extraction 

PE files have many format features, but most of 

them do not help distinguish malware from 

harmless software. Based on empirical research 

and in-depth analysis of PE file format 

characteristics, we have extracted 54 

characteristics that can distinguish malicious 

software from malicious software from a given PE 

file. These features are summarized in . In the 

discussion below, the features extracted in this 

study are briefly explained, and 9 important 

features are also classified. 

2.3 PE File Header 

Like other executable files, PE files have a set of 

fields that define the rest of the file. The header, as 

previously stated, comprises information such as 

the code's location and size. The first few hundred 

bytes of a typical PE file are occupied by an 

MSDOS stub. PE files are found by indexing the 

e_ifanew MS DOS header. Because e_ifanew just 

gives the file an offset, it adds the file's memory 

address to get the real memory address. There are 

several main subsections defined in the header 

section itself. they are listed below 

Signature: Only the signature is included for easy 

understanding by the Windows bootloader. Letter 

P.E. Anything followed by two zeros says it all. 

Machine: A number that identifies the machine 

type of the target machine, such as Intel, AMD, etc. 

It targets the same basic architecture as Intel, as 

shown below.  

    0x14d                 Intel i860  

NumberOfSections: This determines the size of 

the partition table immediately following the 

header. 

SizeOfOptionalHeader: Between the optional 

header's top and the partition table's first row. This 

is the size of the executable's optional header, 

which is necessary. For an object file, its value 

must be 0. 

2.4 Training and Testing Data 

 Splitting the data into a training set and a 

test set is an important part of evaluating data 

mining models. In general, if you split the data set 

into a training set and a test set, most of the data is 

used for training and less data is used for testing. 

Machine learning algorithms learn from data. 

 

 

 

They find relationships, develop understanding, 

make decisions, and evaluate confidence based on 

Testing Data (80%)                        Testing Data (20%) 
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the learning data they receive. And the better the 

training data, the better the model will perform. 

The more you train the model, the more accurate it 

becomes. Therefore, it is always advisable to have 

a large amount of data as training data. 

3. Algorithms 

3.1 XGBoost 

Gradient Boosted Decision Trees are 

implemented in XGBoost. Decision trees are 

generated in a sequential manner using this 

approach. Weights play an important role in 

XGBoost. Every independent variable is assigned a 

weight and entered into a decision tree that predicts 

an outcome. The weights of the mispredicted 

variables in the tree are increased and those 

variables are passed to the second decision tree. 

These individual classifiers/predictors are then 

combined to create a more robust and accurate 

model. Can be used with regression, classification, 

ranking, and custom forecasting tasks. 

3.2 CatBoost 

CatBoost is a gradient boosting 

implementation that uses a binary decision tree as 

its default predictor.  

Catboost can be used to solve problems such as 

regression, classification, multi-class 

classification, and ranking. The modes differ in the 

objective function to minimize in gradient descent. 

Catboost also has proactive metrics to measure 

model accuracy. 

Catboost introduces two significant algorithmic 

improvements. It is an implementation of order 

boosting, a permutation-based alternative to 

existing algorithms, and an innovative categorical 

feature processing algorithm. 

Both methods use random permutations of training 

examples to avoid prediction bias due to certain 

types of target leaks present in all existing 

implementations of gradient boosting algorithms. 

 

 

Categorical Feature Handling 

Ordered Target Statistic: 

This is a basic but effective method for encoding 

each category feature using a category-provided 

estimate of the intended target 'y'. Well, an 

incorrect application of this encoding (average of 

‘y’ over the same category of training examples) 

leads to target leakage. 

CatBoost employs a more efficient technique to 

avoid this shift in projections. It is based on the 

principle of order and is inspired by an online 

learning algorithm that receives training examples 

sequentially over time. In this case, the TS values 

for each example depend only on the observed 

history. 

To apply this idea to a standard offline setup, 

Catboost introduced an artificial "time". This is a 

random permutation of the ‘σ1’ training example. 

Then, for each example, we use all available 

"history" to compute the target statistic. 

Using only one random permutation results in a 

higher variance of the target statistic in the previous 

example than in the subsequent example. For this, 

CatBoost uses different permutations for the 

different stages of gradient boosting. 

Ordered Boosting: 

CatBoost has two tree-structured selection modes: 

Ordered and Plain. Normal mode corresponds to a 

combination of the standard GBDT algorithm and 

aligned target statistics. 

We perform random permutations of the training 

example ‘σ2’ in ordinal boost mode and have n 

different supporting models M1, . . . , Mn causes 

the model Mi to be trained using only the first i 

samples of the permutation. 

At each step, use the Mj−1 model to obtain the 

residuals for the jth sample. 
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Unfortunately, this algorithm is not feasible for 

most real-world problems as it has to support n 

different models, which increases the complexity 

and memory requirements by n times. Catboost 

implements a modification of this algorithm based 

on the gradient boosting algorithm, using a single 

tree structure common to all models to be built. 

To avoid prediction bias, Catboost uses a 

permutation such as σ1 = σ2. This ensures that 

target-yi is not used to train Mi to compute target 

statistics or to estimate gradients. 

 

 
Figure : Asymmetric and Symmetric Trees 

 

In CatBoost, a symmetric tree or balanced tree 

represents an agreed split condition for all 

nodes of the same tree depth. On the other 

hand, XGBoost leads to an asymmetric tree, 

which means that the split conditions for each 

node at the same depth can be different. 

Logloss  

Log loss is an important metric that defines 

the divergence of numeric values between the 

estimated probability label and the true label, 

expressed as a value between 0 and 1. Log loss is 

measured in units, and different values may be 

better or worse depending on the size and type of 

case and problem. 

Accuracy  

Accuracy is usually a metric that describes how a 

model performs in all classes. This is useful when 

all classes are equally important. The number of 

right guesses divided by the total number of 

forecasts yields this figure. 

4.1 Results Part 1 

Figure 1 shows that the log loss decreases with 

increasing n_estimators. This means that log loss is 

inversely proportional to n_estimators. For 

CatBoost, logloss is less than 0.1 when 

n_estimators = 100. 

 

Figure 1: CatBoost Logloss for n_estimator = 100 

 

Figure 2 shows that the accuracy increases with 

increasing n_estimators. For CatBoost, the 

accuracy value is almost 97% when n_estimators = 

100. 

 

Figure 2: CatBoost Accuracy for n_estimator = 

100 
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4.2  Result Part 2 

Figure 3 shows that when n_estimator is increased 

to 700, the logloss value is less than 0.05. This 

means that the loss decreases as n_estimators 

increase. 

 

 

Figure 3: CatBoost Logloss for n_estimator = 700 

 

As can be seen in Figure 4, for CatBoost, when 

n_estimators = 700, the accuracy increased 

compared to Figure 2 as n_estimators increased 

from 100 to 700. 

 

Figure 4: CatBoost Accuracy for n_estimator = 

700 

 

4.3 Result Part 3 

Table 1: Performance of CatBoost with other classification 

algorithm 

Models Accuracy 

(%) 

F1_score Precision Recall Time in 

seconds 

Random 

Forest 

95.09 0.93 0.94 0.92 12.99 

Gradient 

Boosting 

96.89 0.95 0.96 0.95 97.72 

XGBoost 97.65 0.97 0.97 0.96 9.00 

CatBoost 97.55 0.96 0.97 0.96 5.74 

 

In the table 1 above, CatBoost and XGBoost with 

n_estimators = 100 have better accuracy than the 

rest of the models. However, CatBoost has shorter 

training time.  

To increase the accuracy and minimize the time 

taken to train the model. We need to increase the 

n_estimators. 

 

Table 2: Performance of CatBoost with XGBoost when 

n_estimators = 700 

Models Accuracy 

(%) 

F1_score Precision Recall Time in 

seconds 

XGBoost 99.20 0.99 0.99 0.99 128.4 

CatBoost 99.02 0.98 0.98 0.99 35.64 

 

In the table 2 above, CatBoost and XGBoost with 

n_estimators = 700 achieved nearly 99% accuracy.  

XGBoost with n_estimators 700 took more time to 

train the data. So we want to reduce the training 

time of the model. To reduce training time, I used 

a boost called CatBoost. 
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Here, CatBoost takes 3.5x less time to train the 

model compared to XGBoost. So, we finally found 

that the CatBoost is more powerful than the other 

models. CatBoost achieved 99% accuracy with less 

model training time. 

5. Conclusion 

 The main algorithms we focus on are 

XGBoost and CatBoost. We found which 

algorithm is best for training the model with less 

running time and the best accuracy. This algorithm 

is CatBoost. This will help determine which ones 

are malignant and which are not. 
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