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Abstract: Bloom filters are space-efficient randomized data structures that allow for false positives in query 

searches. On the given dynamic sets that can be updated through insertions and deletions, Counting Bloom 

Filters (CBFs) conduct the same actions. CBFs have been widely employed in memory to reduce the size 

of datasets for large-scale data processing on massive clusters. For filtering out more redundant data, the 

false positive likelihood of the CBF should be generated low. This research suggests a multilevel 

optimization strategy for minimizing the false positive probability of an Accurate Counting Bloom Filter 

(ACBF). This paper presents an optimized ACBF that maximizes the first level size to reduce false positives 

while keeping the same functionality as CBF. This paper discovered counting bloom filters' functioning, 

efficiency, and error rate in the previous method. The results shows that the proposed methods performs 

better than the standard Bloom Filter. 
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1. Introduction 

A multilevel optimization strategy to develop an Accurate Counting Bloom Filter is presented in this study. 

The purpose of the Accurate Counting Bloom Filter is to limit the likelihood of a false positive. The counter 

vector is partitioned into numerous levels, and offsets indexing is used to manage them. The first level of 

ACBFs is used to perform set membership queries, while the other levels calculate insertion and deletion 

counters. We present an algorithm that is ACBF that maximizes the first level size while preserving the 

same methodology as the regular Counting Bloom Filter to reduce the false positive probability. 

Visualization studies show that Accurate CBF outperforms CBF in false-positive probability at identical 

memory usage.  A Bloom filter is a basic randomized data structure which describes a set in order to facilitate 

rapid membership searches. Bloom filters employ separate hash algorithms to represent elements using bits. 

When querying an element, False positives, or true replies when an element isn't in the set, are allowed by 

Bloom filters. However, false negatives or giving false when the element is not in the set are not acceptable. 
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However, when the chance of false positives is low enough, the space savings of Bloom filters generally 

offset this disadvantage. 

Because normal Bloom filters don't allow you to delete items, Bloom filters and variants have become 

extremely popular. The Counting Bloom Filter (CBF) is a well-known variation that permits the set to alter 

dynamically through element insertion and deletion. Bloom filters are extended by CBF, which uses a fixed-

size counter instead of a single bit for each vector entry. The corresponding counters are incremented when 

an element is added into CBF; By decrementing the counts, deletions may now be done safely. For most 

applications, we use four bits per counter to avoid counter overflow. Large-scale data processing, on the 

other hand, is a huge performance barrier for MapReduce. For starters, online search engines and log 

processing are examples of data-intensive applications. deal with massive amounts of data. China Mobile, 

for example, must process 5–8 TB of call records each day. Every day, Facebook collects about six TB of 

fresh log data. Distributing data over tens of thousands of low-cost devices for division is time intensive for 

these applications. Memory consumption, processing overhead, and false positive probability are the 

performance indicators of CBF. The processing overhead, which dominates the CBF throughput, For each 

primitive operation, is the number of memory accesses. The counter vector size of CBF is the memory 

consumption. Insertions and deletions are normally supported by four bits per counter. Because the counters 

consume so much memory, many modifications have been proposed to reduce CBF's memory usage by 

fitting the entire filter into a small amount of high-capacity memory (i.e., SRAMs). The chance of a false 

positive is when an element is claimed to be a set member when it is not. A compromise exists between the 

chance of a false positive and the quantity of memory used. 

The primary idea behind ACBF is, partition the counter vector into numerous levels using a multilayer 

technique for increased accuracy. We can now separate ACBF's query and insertion/deletion operations 

using this method. This distinction is used to reduce the likelihood of false positives while updating dynamic 

sets. This is owing to the fact that CBF is being monitored. We find that the CBF counter vector is ideal for 

rapidly modifying the counts at the bottom by incrementing or decrementing them at the expense of false 

positive probability. The Figure depicts a simple CBF example using and, where is the number of counters, 

is the number of hash functions, and is the maximum number of entries. 

2. Literature survey 

CBFs have been widely used in a variety of applications such as networking [2] and distributed systems [3]. 

This is due to the fact that CBF is simple and efficient for performing fast membership queries and updates. 

http://jespublication.com/


Vol 13, Issue 06, June/2022 

ISSN NO:0377-9254 

www.jespublication.com Page No:1080 

 

 
 

 
 

In order to accommodate different applications, several variants [9–12] have been proposed to improve the 

performance of CBFs. CBFs have one of key disadvantages of wasteful fourfold memory space. Several 

improvements on CBF have recently been proposed to minimize the memory consumption. The 𝑑-left CBF 

(𝑑lCBF) [9, 10] is a simple hash-based alternative based on 𝑑-left hashing and fingerprints. 𝑑lCBF offers 

the same functionality as CBF but requires much less memory by a factor of above two at the same false 

positive probability.The Rank-indexed CBF (RCBF) [11] is a compact alternative based on rank-index 

hashing. RCBF uses a hierarchical structure for chaining-based fingerprints at each entry, avoiding the 

costly storage overhead of pointers. RCBF outperforms CBF in memory space by a factor of above three 

for a false positive probability of 1% and also outperforms 𝑑lCBF in memory space by 27% at the same 

false positive probability. The Multilayer Compressed CBF (ML-CCBF) [12] is also another compact 

alternative using the idea of a hierarchical structure as well as the Huffman code. ML-CCBF reduces 

memory space by up to 50% as well as the lookup time compared to CBF. Unlike previous work on the 

memory consumption, this paper targets the false positive probability. Our goal is to design an accurate 

variant of CBF, which dramatically reduces the false positive probability while maintaining the same 

functionality and the memory consumption as CBF. Moreover, other variants of Bloom filters have recently 

been proposed to improve the false positive probability. The power of two choices [14] is introduced to 

reduce the false positive probability by using more hashing. The main idea of this variant is to use two 

groups of hash functions for inserting elements into the filter and for checking membership queries. An 

improved variant using partitioned hashing [15] is proposed to improve the false positive probability while 

avoiding more hashing. This variant works well by partitioning elements into multiple groups and choosing 

proper combination of hash functions for each group. To reduce hash computations, only two hash functions 

can be used to derive other hash functions by using a linear combination of the two hash functions [16]. In 

addition, one memory access Bloom filter [17] is proposed to improve the processing overhead. However, 

this variant has a larger false positive probability than the standard Bloom filter. Although these previous 

variants can be generalized to CBF, they suffer from a higher processing overhead due to more hash 

computations and a larger false positive probability due to wasteful CBF counters. In this paper, ACBF is 

designed to improve the false positive probability by using multilevel optimization, avoiding these previous 

limitations. 
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3. Proposed Method 

In this section, we describe a multilevel optimization approach to building an Accurate Counting Bloom 

Filter called ACBF. We first present the construction of ACBF and then describe the query and 

insertion/deletion algorithms. Next, we describe optimized ACBFs and then analyze the false positive 

probability. Finally, we show simulation results to compare optimized ACBFs with the standard CBF. 

3.1. ACBF Construction 

The basic idea of ACBF is to use a multilevel approach to partitioning the counter vector into multiple levels 

for higher accuracy. Using this approach, we separate the query operation and the insertion/deletion 

operations of ACBF. This separation is used to achieve a lower false positive probability while attaining 

updates on dynamic sets. This is done due to the observation of CBF. We observe that the counter vector of 

CBF is suitable to support quick updates by incrementing or decrementing the counters at the cost of the 

false positive probability. Figure 1 shows a simple example of CBF with 𝑚 = 10, 𝑛 = 5, and 𝑘=3, where 𝑚 

is the number of counters, 𝑛 is the maximal number of elements, and 𝑘 is the number of hash functions. We 

see that there are only three elements inserted into the filter, and the false positive probability is dominated 

by the number 𝑚 of counters for given parameters 𝑛 and 𝑘. ACBF has a hierarchical structure which is 

composed of 𝑑 levels 𝑏1, 𝑏2,...,𝑏𝑑 and an idle space 𝑏𝑟. In this hierarchy, 𝑏1 is used to check the membership 

for each query, 𝑏2,...,𝑏𝑑 is used to calculate the counters hashed by each element inserted, and 𝑏𝑟 is used to 

remain for elements to be inserted. 

 

Figure 1: CBF with 𝑚 = 10, 𝑛=5, and 𝑘=3. 

Figure 2 shows an example of ACBF with four levels 𝑏1, 𝑏2, 𝑏3, and 𝑏4 and an idle space 𝑏𝑟. We see that 

𝑏1 has the same size of 9 bits as the counter vector of CBF, and there remain total 21 bits in 𝑏𝑟 used for the 

idle space. Like the standard CBF, ACBF uses 𝑘 hash functions ℎ1, ℎ2,...,ℎ𝑘 to hash an element 𝑥 into 𝑘 

bits in the first level 𝑏1 instead of the counter vector of CBF. Therefore, we only need to check 𝑘 bits in 𝑏1 

on a membership query. 
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Figure 2: ACBF with four levels and an idle space. 

Algorithm 1 shows the query operation in ACBF, where 𝑙1 is the bit size of 𝑏1. If all bits ℎ𝑖(𝑥) are set to 1, 

the algorithm claims that element 𝑥 is in ACBF; otherwise, 𝑥 is not in ACBF by returning false. Thus, ACBF 

has the same query complexity 𝑂(𝑘) as the standard CBF, denoting average 𝑘 memory accesses per query. 

ACBF is organized by using offset indexing for spanning the counters over different levels. We assume that 

each level 𝑏𝑖 has a size of 𝑙𝑖 = |𝑏𝑖| bits, where 𝑖 is in the range [1, . . . , 𝑑] and 𝑏𝑟 has 𝑙𝑟 = |𝑏𝑟| bits for the 

idle space. To span a counter, we recursively calculate an offset index in 𝑏𝑖 by using a function popcount 

(𝑏𝑖, 𝑗) which computes the number of ones before position 𝑗 in 𝑏𝑖. The offset value returned by popcount 

(𝑏𝑖, 𝑗) is used as an index to the bit in the next level 𝑏𝑖+1 contained by the spanned counter. Therefore, we 

traverse this hierarchy to calculate a counter value by adding up the bits indexed by offset values that the 

counter responds to. For example, as shown in Figure 2, position 4 in 𝑏1 is hashed by three elements 𝑥0, 

𝑥1, and 𝑥3 inserted into ACBF, and its counter spans over four levels 𝑏1, 𝑏2, 𝑏3, and 𝑏4. We traverse these 

levels to calculate the counter value at position 4. First, as bit 4 in 𝑏1 is set to 1, we call popcount (𝑏1, 4) 

that returns 2 as an offset index in 𝑏2. Second, we check to see that bit 2 in 𝑏2 is set to 1 and then call 

popcount (𝑏2, 2) that returns 1 as an offset index in 𝑏3. Third, we continue to call popcount (𝑏3, 1) that 

returns 0 as an offset index in 𝑏4. Finally, we check to see that bit 0 in 𝑏4 is set to 0 and then terminate the 

traversal, producing as output the counter value 1+1+1+0=3 at position 4. In order to insert or delete an 
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element from ACBF, we must increment or decrement the counters hashed by the element.This is done by 

expanding or shrinking relative levels of the hierarchy. Algorithm 2 shows the insertion operation in ACBF. 

When an element is inserted into ACBF, we need to perform 𝑘 lookups by traversing a series of levels 

𝑏1,...,𝑏𝑗 for each counter hashed by the element (see Lines from 3 to 9 in Algorithm 2). For incrementing a 

counter value, we expand the next level 𝑏𝑖+1 by adding a one bit in 𝑏𝑗 and shifting upward all bits of 𝑏𝑖+1 

by one position (see Lines from 11 to 16 in Algorithm 2). Like insertion, deletion also requires a lookup and 

a shift for each of 𝑘 hashed counters. Algorithm 3 shows the deletion operation in ACBF. When an element 

is deleted from ACBF, we perform the same lookups by traversing a series of levels 𝑏1,...,𝑏𝑗 for each counter 

hashed by the element (see Lines from 3 to 10 in Algorithm 3) and then shrink the last level 𝑏𝑗 by shifting 

backward all the bits of 𝑏𝑗, at the same time of removing a one bit from 𝑏𝑗−1 (see Lines from 12 to 14 in 

Algorithm 3). For example, we assume that element 𝑥3 is deleted from ACBF as shown in Figure 2. As 

position 4 in 𝑏1 is hashed by 𝑥3, we traverse level 𝑏1 to level 𝑏4 for its counter value. In order to decrement 

the counter value, we shrink 𝑏4 by removing a zero bit at position 0 and shrink 𝑏3 by removing a one bit at 

position 1. From Algorithms 2 and 3, we see that both insertion and deletion have almost the same time 

complexity. Let 𝜑 be a counter value and 𝜆 be a popcount cost. Thus, the insertion/deletion complexity of 

ACBF is calculated as follows: 𝑂 (𝑘 × [𝐸 (𝜑) × (𝐸 (𝜆) + 1) +1+1]), (2) where 𝐸(𝜑) is the average counter 

value and 𝐸(𝜆) is the average popcount cost. 𝐸(𝜆)+1 denotes a popcount function and a read operation, and 

1+1 denotes a write operation and a shift for updating each counter. Equation (2) shows that ACBF has 

more complexity for the insertion/deletion than CBF with 𝑂(𝑘). A recent study [12] has shown a tight 

approximation 𝐸(𝜑) ≃ ln 2 when the false positive probability is minimized in ACBF. Thus, the 

insertion/deletion complexity depends on the average popcount cost. Fortunately, the popcount function is 

becoming increasingly common and very fast (e.g., one CPU cycle on a word) for most modern processors. 

Hence, 𝐸(𝜆) is dominated by the word lengths of different levels in the ACBF hierarchy. 

4. Results and Discussions 

By constantly changing the False Positive Rate(initializing), we see the number of words that can be 

transmitted has increased. The words are continuously transmitted without any distortions in the process. 

The project's major purpose is to decrease the False Positive Rate(fpr). The POC demonstrates it perfectly. 
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Figure 3. Practical Implementation and FPR observations-1. 

 

Figure 4. Practical Implementation and FPR observations-2
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Figure 5. Practical Implementation and FPR observations-3 

5. Conclusion 

This article presented ACBF, a multilevel optimization strategy for creating an accurate CBF 

to minimize the false positive probability. The counter vector is partitioned over numerous 

layers to create ACBF. We present an optimized ACBF that maximizes the first level size while 

minimizing false positive likelihood and preserving the same functionality as CBF, where is 

the number of counters, is the number of items, and is the number of hash functions. To boost 

the reduce-side join performance, we use ACBFs in MapReduce. In the map phase, ACBF is 

utilized to filter out duplicate records that have been shuffled. ACBF is built in a distributed 

manner by combining all map jobs' local hash tables. We show that ACBF is a precise data 

format suited for large-scale data processing. 
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