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ABSTRACT_ Emerging paradigm of cloud computing provides a secure and flexible 

framework for customers to store their data and for information buyers to access it via cloud 

servers. This view of the world reduces the information owner's stockpiling and support 

costs. The owner of the data now has no physical control or ownership over it, which opens 

the door to a host of new security risks. Because of this, a cloud auditing service is required. 

In order to keep the data safe while verifying its ownership, this has become a difficult 

problem. We offer a safe and effective security saving verifiable information ownership to 

deal with these problems. In addition, we extend SEPDP to accommodate different data 

owners, dynamic data, and clump verification. This scheme's most appealing feature is that 

the reviewer can validate the existence of data with minimal computing expense. 

1.INTRODUCTION 

Due to Capacity's advantages, such as 

lower startup costs, reduced maintenance 

costs, and universal access to the 

information regardless of location or 

device, it has emerged as a viable business 

alternative for local data storage. A few 

advantages, including as cost savings, 

accessibility, and simplicity of use, as well 

as a few security risks, are posed by the 

fact that information is under the authority 

of the cloud service provider (CSP). In 

order to save space and gain more profit, 

CSP can either discard rarely accessed 

information or lie about the loss and 

degradation of that information due to 

programming or equipment limitations that 

prevent it from maintaining its renown. As 

a result, it's critical to verify who owns 

what data while it's stored on the cloud. 

To check the trustworthiness of data, 

most cryptographic solutions either require 

a local copy of the data, which the data 

users (DUs) lack, or allow the DUs to 

download the entire data set. Both of these 

options appear to be out of the question, as 

the one demands additional space and the   

second adds to the expense of moving 

documents. A number of solutions have 

been proposed to overcome this problem, 
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including ones that use square-less 

verification to verify the integrity of data 

without downloading it. The open 

verifier's ability to confirm is one of these 

efforts' most enticing features. DUs can 

delegate the evaluation process to an outer 

examiner if they have an open review 

capability (TPA). It has the ability to 

persuade both the CSP and the DU to its 

side. In order to guarantee the ownership 

of information in the un-confided in 

distributed storage, these plans use the 

proven information ownership (PDP) 

technique, which guarantees probabilistic 

ownership by arbitrarily verifying a few 

squares. 

According to recent proposals, the 

TPA can now verify the integrity of data 

stored in a cloud that is not restricted. Plan 

pros and disadvantages are unique to each 

of them. TPA should not be able to use the 

cloud server's reaction when inspecting to 

get information about the cloud server's 

performance. Despite this, the ideas 

outlined here fail to meet the basic 

objective of protecting life and property. 

Despite the fact that information elements 

are an important component to encourage 

the owners of information to embed, 

adjust, and erase on a specific square of 

information, the procedures proposed in do 

not achieve the information elements 

prerequisite by changing the meta-

information of different obstacles. 

     For this reason, it was impossible for 

designs like TPA's to meet the clump 

examination requirement, which ensures 

that TPA can handle the numerous 

concurrent check requests from various 

DUs. The purpose of this attribute is to 

save CSP and TPA money on calculations 

and correspondence. Because of this, it's 

difficult to see how the plans can be 

implemented in a timely manner. we have 

developed a safe and efficient method of 

protecting and preserving proven 

information ownership conspiracies in this 

paper (SEPDP). 

The SEPDP can also be used to 

support a wide range of information 

owners, group review, and dynamic data 

chores. An study based on probabilities to 

determine whether or not the CSP squares 

are truthful. As part of our evaluation, we 

looked at the proposed plan's exhibit and 

compared it to a few of the most well-

known systems now in use. 

The proposed plan's TPA check 

completion time is less than the present 

plan's TPA check completion time. Using 

SEPDP to conduct the test on low-

controlled devices shows that it is effective 

and reasonable. Following the 
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introduction, the rest of this work is 

written sequentially. There is a detailed 

explanation of what is required for each 

element to function. 

2.LITERATURE SURVEY 

2.1 Privacy-Preserving Public Auditing 

for Secure Cloud Storage 

Using Cloud Storage, users can 

remotely store their data and enjoy the on-

demand high quality applications and 

services from a shared pool of 

configurable computing resources, without 

the burden of local data storage and 

maintenance. However, the fact that users 

no longer have physical possession of the 

outsourced data makes the data integrity 

protection in Cloud Computing a 

formidable task, especially for users with 

constrained computing resources. 

Moreover, users should be able to just use 

the cloud storage as if it is local, without 

worrying about the need to verify its 

integrity. Thus, enabling public 

auditability for cloud storage is of critical 

importance so that users can resort to a 

third party auditor (TPA) to check the 

integrity of outsourced data and be worry-

free. To securely introduce an effective 

TPA, the auditing process should bring in 

no new vulnerabilities towards user data 

privacy, and introduce no additional online 

burden to user. In this paper, we propose a 

secure cloud storage system supporting 

privacy-preserving public auditing. We 

further extend our result to enable the TPA 

to perform audits for multiple users 

simultaneously and efficiently. Extensive 

security and performance analysis show 

the proposed schemes are provably secure 

and highly efficient.  

2.2 Certificateless public auditing for 

data integrity in the cloud 

Due to the existence of security 

threats in the cloud, many mechanisms 

have been proposed to allow a user to audit 

data integrity with the public key of the 

data owner before utilizing cloud data. The 

correctness of choosing the right public 

key in previous mechanisms depends on 

the security of Public Key Infrastructure 

(PKI) and certificates. Although traditional 

PKI has been widely used in the 

construction of public key cryptography, it 

still faces many security risks, especially 

in the aspect     of managing certificates. In 

this paper, we design a certificateless 

public auditing mechanism to eliminate the 

security risks introduced by PKI in 

previous solutions. Specifically, with our 

mechanism, a public verifier does not need 

to manage certificates to choose the right 

public key for the auditing. Instead, the 
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auditing can be operated with the 

assistance of the data owner's identity, 

such as her name or email address, which 

can ensure the right public key is used. 

Meanwhile, this public verifier is still able 

to audit data integrity without retrieving 

the entire data from the cloud as previous 

solutions. To the best of our knowledge, it 

is the first certificateless public auditing 

mechanism for verifying data integrity in 

the cloud. Our theoretical analyses prove 

that our mechanism is correct and secure, 

and our experimental results show that our 

mechanism is able to audit the integrity of 

data in the cloud efficiently. 

2.3 Data Storage Auditing Service in 

Cloud Computing: Challenges, Methods 

And Opportunities 

Cloud computing is a promising 

computing model that enables convenient 

and on-demand network access to a shared 

pool of configurable computing resources. 

The first offered cloud service is moving 

data into the cloud: data owners let cloud 

service providers host their data on cloud 

servers and data consumers can access the 

data from the cloud servers. This new 

paradigm of data storage service also 

introduces new security challenges, 

because data owners and data servers have 

different identities and different business 

interests. Therefore, an independent 

auditing service is required to make sure 

that the data is correctly hosted in the 

Cloud. In this paper, we investigate this 

kind of problem and give an extensive 

survey of storage auditing methods in the 

literature. First, we give a set of 

requirements of the auditing protocol for 

data storage in cloud computing. Then, we 

introduce some existing auditing schemes 

and analyze them in terms of security and 

performance. Finally, some challenging 

issues are introduced in the design of 

efficient auditing protocol for data storage 

in cloud computing 

3.PROPOSED SYSTEM 

We propose a protected and effective 

security saving provable information 

possession scheme (SEPDP) for cloud 

storage. It works in three stages, to be 

specific, key age, signature age and 

evaluating stage. Most appealing element 

of SEPDP is that it doesn’t utilize any 

serious calculation like matching based 

task. Further, we stretch out SEPDP to 

help numerous information proprietors, 

group examining, and dynamic 

information activities. A probabilistic 

investigation to distinguish the 

respectability of the squares put away at 

CSP. We assessed the execution of the 

proposed plan and contrasted and a portion 

of the current prominent instruments. We 
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see that the absolute time for check 

completed by TPA in the proposed plan is 

not as much as that of the current plans. 

This implies SEPDP is productive and 

reasonable to execute the confirmation at 

the low fueled gadgets. Likewise, the 

casual security demonstrates that the 

proposed plan can withstand different 

possibilities assaults against detached and 

dynamic enemies. To additionally fortify 

the security, the proposed plan is 

reproduced for the formal security 

confirmation utilizing the popular 

AVISPA apparatus. The reenactment 

results guarantee that the plan withstands 

both replay just as man-in- middle attacks. 

A thorough similar investigation for the 

correspondence and calculation costs 

alongside security and usefulness 

highlights has been performed among the 

proposed plan and other existing plans. 

The relative comparative study shows that 

the performance of the proposed scheme is 

better than other schemes. 

 

3.1 IMPLEMENTATION 

1. Data Provider 

In this module, data provider has to 

register and login.  Data owner selects file, 

encrypt the file  and upload with the 

trapdoor to the cloud server. Data owner 

can view all file uploaded and audit 

request. And provide permission to user. 

 

2. Cloud  

Cloud will module store all the registered 

users and the data owners. Also can view 

all the files uploaded to the cloud, the 

transactions details.  

 

3. Trusted Authority  

In Trusted Authority, when data user 

requests for the private key for the 

corresponding file the request will be sent 

to Trusted Authority for the key 

generation,  an also view audit requests 

and send response to owner  

4. User  

User has to first register and then has to 

login to download the file from the cloud 

server. User has to request the Private key 

for Trusted Authority, the file he has to 

download. And also view list of available 

file and that can download file  by using 

secret keys.  
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Fig 1:Architecture  

4.RESULTS AND DISCUSSION 
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Fig 2:View Cloud  Files 

 

Fig 3:Audit request to generate hashkey  

 

Fig 4:Data Owner Main Page 

 

5.CONCLUSION The SEPDP strategy for untrusted and 

outsourced storage systems is offered in 
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this project as a privacy-preserving, proven 

data possession scheme. SEPDP can also 

be used for batch audits and dynamic data 

updates from various owners. Forging a 

response without the proper blocks is 

impossible by the CSP to do, proving that 

SEPDP protects data privacy from TPA. 

Blockless verification, privacy 

preservation, batch auditing, and data 

dynamics are some of the most compelling 

features of the suggested system, which 

has a lower computational overhead. 
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