
Timely Detection and Mitigation of Stealthy DDoS Attacks via 

IoT Networks 

K Suryaprakash
1
, B Raviteja

2
, M Saiprasad

3
, Dr. P Srinivas rao

4
 

1,2,3 
Scholar, Department of CSE in Jayamukhi institute of technological sciences, Narsampet, 

Warangal, Telangana, India 

4
Assistant professor, Department of CSE in Jayamukhi institute of technological sciences, Narsampet, 

Warangal, Telangana, India 

ABSTRACT 

Networking that are part of the Internet of Things (IoT) include wearable and implantable 

devices, sensors, and actuators that are all able to internet connection. Because there are 

currently billions of all such devices on the market, and many of them have serious security 

flaws, there is a grave threat to the services provided by the Internet, as well as to certain 

cyber-physical systems that are also linked to the Internet. Specifically, because of the 

vulnerabilities they already have, IoT devices are susceptible to becoming damaged and used 

as part of a new type of stealthy Distributed Denial of Service (DDoS) attack. This attack is 

known as Mongolian DDoS, and it is distinguished by its commonly available nature as well 

as the small attack size that comes from each individual source. This research presents a 

unique anomaly-based Intrusion Detection System (IDS) with the capability of immediately 

identifying and mitigating this newly emerging form of Distributed Denial of Service 

assaults. Through numerical and testbed tests, the proposed intrusion detection system (IDS) 

demonstrates its capabilities of detecting and mitigating stealthy DDoS assaults, even with a 

very low attack size from each source. 

I INTRODUCTION 

Among the most important developments 

in technology over the last ten years has 

always been the introduction of the Web of 

Things, abbreviated as IoT [1]. Any 

disconnected device may be made to 

interact with other machines because to the 

proliferation of tiny embedded systems, 

the proliferation of web services, and 

indeed the advent of cloud services. 

Additionally, an exponential rise in the 

number of devices that connect with one 

another via the Internet has been brought 

about as a result of the expanded 

capabilities of new System on Chip (SoC) 

devices as well as a dramatic decrease in 

the sizes of these devices. Because the 

number of Internet of Things devices that 

are now in operation is already in the 

billions and is expected to continue its 

exponentially expansion, the quantity of 

data being created and communicated is 

also seeing a corresponding increase. 

Because of this, the IoT paradigm has 

become an attractive target for a large 

number of adversaries, including hackers, 

fraudsters, and even governments [1]. 

Unfortunately, the cybersecurity of 

Internet of Things devices is unable to 

keep up with the growth of hardware, and 

as a result, weaknesses are being 

discovered on a daily basis at an increasing 

rate, which in turn leads to security risks 

and privacy issues [1]. For instance, a 

Distributed Denial of Service (DDoS) 

attack may be carried out using a device 

that has been hacked in this manner. The 

Distributed Denial of Service (DDoS) 

assault is a kind of cyberattack in which 

the perpetrator targets an online service, 
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generally by flooding it with traffic 

utilising a large number of different 

sources. 

Because volumetric attacks, as their name 

implies, are characterised by an enormous 

amount of traffic, and because they 

normally do not require a large amount of 

traffic to be engendered by the 

cybercriminals themselves, making it the 

easiest and most commonly used type of 

DDoS attack [2], volumetric attacks are 

the most common type of DDoS attack. In 

this paper, we consider this type of DDoS 

attack, particularly stealthy DDoS attacks, 

which are difficult to detect and mitigate 

due to their widely-distributed nature and 

low-rate anomalous traffic from each 

source, some of which can conveniently 

bypass conventional filtration.  

Stealthy DDoS attacks are particularly 

difficult to detect and stop because they 

appear to be legitimate traffic (i.e., stealth 

attacks). In covert DDoS assaults, such as 

the recent Mongolian DDoS attacks [3,] 

the influx of tourists from each source may 

be little, but since they are widely 

scattered, they are nevertheless capable of 

accomplishing their objective of disrupting 

the service that is being attacked. 

Despite the fact that a number of workable 

methods have been used to combat DDoS, 

there are still a great deal of challenges to 

be solved [4], particularly in light of the 

new kind of DDoS assaults that are carried 

out via Internet of Things devices. 

DDoS through IoT 

There has been a significant rise in the 

number of Internet of Things devices, with 

estimates placing the number of devices at 

8.4 billion in 2017, with projections 

placing that number at 20 billion by the 

year 2020 [5]. According to research 

conducted by Gartner, by the year 2020, an 

Internet of Things component will be 

integrated into a significant proportion of 

newly established companies and systems 

[6].  

The ease of use afforded by technology 

related to the Internet of Things has 

resulted in the widespread installation of a 

broad range of sensors that are linked to 

the Internet. These sensors include smart 

lighting, thermostats, and security 

cameras, amongst many others. 

Unfortunately, the fast expansion of IoT 

also brings with it an explosion in the 

number of potential security concerns. 

Even though it is advancing at a breakneck 

speed, the Internet of Things is still very 

much in the infant stages of its 

development. Therefore, at this point in 

time, there is a significant risk that hacked 

IoT devices can be used for dishonest 

purposes such as will be used as a part of a 

botnet to launch DDoS attacks [4]. This is 

because there is a stage where there is a 

significant risk that hacked IoT devices 

can be used for nefarious purposes. 

At the moment, the security of IoT 

networks must contend with four 

significant obstacles: 

(C1) Mitigation with the least amount of 

intrusiveness: As a result of the dispersed 

nature of contemporary DDoS assaults, it 

is very difficult to identify the machines 

that are participating in the attack. On the 

other hand, the assault has to be 

neutralised while causing the least amount 

of disruption possible to the services that 

are being lawfully used by users who are 

not malicious. 

(C2) High dimensionality: Given the large 

number of devices that make up a typical 

IoT network and the copious amounts of 

data that are produced by those devices, it 

is necessary to develop computationally 

efficient solutions that are capable of 

achieving effective network monitoring, 
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also known as the joint monitoring of 

devices. 

(C3) Attack patterns that are unknown: 

The predictability of attack patterns is 

relatively poor in comparison to 

conventional Internet security because 

there is a broad variety of vulnerabilities 

that attackers may exploit, and because 

attackers are always developing new attack 

strategies. Because of this, traditional 

signature-based detection approaches and 

parametric probabilistic models are not 

viable options. 

(C4) Timely detection and mitigation: 

Because of the highly interconnected 

nature of the IoT ecosystem, which 

includes the Internet and critical 

infrastructure such as Smart Grid, as well 

as the potentially catastrophic effects of 

cyberattacks, timely detection and 

mitigation of attacks is of the utmost 

importance. 

In order to examine the extent of the harm 

that may be inflicted by cyberattacks 

directed at the internet of things (IoT), we 

examine several real-world cases. 

1) The Mirai botnet, which was introduced 

in 2016, was responsible for one of the 

most extensive and widespread series of 

distributed denial of service assaults in the 

history of the protocol [7], [8]. This 

specific botnet was able to achieve data 

rates more than 600Gbps by infecting a 

variety of Internet of Things devices, the 

majority of which were outdated routers 

and IP cameras. The Mirai botnet was 

responsible for the shutdown of several 

famous websites, including Etsy, GitHub, 

Netflix, Shopify, SoundCloud, Spotify, 

and Twitter, after it flooded the DNS 

provider Dyn with requests. Mirai took use 

of devices running outdated firmware and 

depended on the fact that the majority of 

users do not change the default usernames 

and passwords on their devices. This 

allowed it to spread quickly and do 

widespread damage. Its derivations were 

made more simpler as a result of the fact 

that the source code for it was published 

on a hacker forum (and is now also 

accessible online [9]). 

2) In the month of November 2016, 

hackers disabled the heating systems in 

two different buildings in the Finnish city 

of Lappeenranta. This was yet another 

distributed denial of service (DDoS) 

assault, and in this instance, the attack was 

directed especially against a characteristic 

of smart homes. 

The attackers were successful in making 

the heating controllers repeatedly restart 

the system in a loop, which meant that the 

heaters were never able to function 

properly. The assault was noteworthy 

because at that time of year, temperatures 

are much below freezing, and a situation 

like that may be dangerous to one's life. 

3) At the beginning of 2017, Verizon 

Wireless published a report in which it 

said that an unidentified university had 

been targeted by an attack originating from 

more than 5,000 Internet of Things 

devices, including smart light bulbs and 

vending machines. 

These instances illustrate how severe the 

situation may become in the event that 

competent hackers were to acquire such 

botnets and use them to attack vital 

infrastructures such as nuclear power 

plants, smart grids, and other such 

systems. 

II RELATED WORKS 

When compared to other security concerns 

in the Internet of Things environment, 

DDoS attacks carried out over IoT 

networks get a comparatively less amount 

of attention. 
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However, as of late, it has been generating 

a significant amount of attention, for 

example [4, 7], [8]. It is detailed in [10–
13] a broad variety of flaws that cause 

traditional cryptography detection systems 

to fail. These vulnerabilities are the reason 

for this failure. The authors of [14] provide 

a solution to the problem of UDP flood 

attacks in an Internet of Things context by 

making use of 6LoWPAN and IEEE 

802.15.4. However, it has large overheads 

as well as complex structures and 

components, none of which are suitable for 

an Internet of Things context [15]. [16] 

presents a method for the mitigation of 

DDoS attacks that is agent-based. The 

authors suggest a method consisting of two 

parts, the first of which is an attack 

detection component that is carried out in 

the border router.  

A approach based on entropy that is quite 

similar to this one is given in [17], but it 

stipulates that the contents of the packet 

must be able to be analysed. They also 

don't take into account instances in which 

the entropy stays the same but the number 

of packets increases or decreases. Xiang et 

al. [18] proposes an information metric 

approach to accurately measure the 

discrepancies among both legitimate and 

attack network traffic. The authors assume 

that genuine network activity follows a 

Gaussian distribution, so even though 

attack network traffic follows a Poisson 

distribution.  

This allows the researchers to compare the 

two types of traffic and determine the 

magnitude of the differences. Anomaly 

detection research that was conducted 

recently showed a lot of potential [19], 

which has led to an increase in interest in 

machine learning methods. Doshi et al. 

[20] examines the performance of well-

known machine learning techniques in the 

detection of malicious traffic. These 

algorithms include SVM, knearest-

neighbors, and neural networks, among 

others. However, they need training data 

for malicious traffic (supervised anomaly 

detection), and they extract attributes that 

are unique to particular Internet of Things 

devices without taking into consideration 

other devices that can be present in the 

network, such as laptops or smartphones. 

In the article [21], Nomm et al. suggest 

combining feature selection with common 

anomaly detection methods such as one-

class SVM in order to identify Internet of 

Things (IoT) botnet assaults.  

They extract valuable characteristics from 

the N-BaIoT dataset using three distinct 

methods each, and then present their 

findings. An online anomaly detection 

approach that is based on dimensionality 

reduction has been proposed by Kurt et al. 

[22]. This algorithm is able to identify 

abnormalities in high dimensional 

environments and is live. In addition to 

this, they discuss their findings using the 

N-BaIoT dataset. Deep autoencoders are 

suggested by Meidan et al. [23] as a 

method for detecting distributed denial of 

service attacks at the network level. By 

training a deep fully convolutional for each 

unique device connected to the network, 

they are able to obtain low false positive 

rates. However, this method may not scale 

well to big networks that include a high 

number of devices. They furthermore use a 

window-based majority voting system to 

identify assaults, which is not an approach 

that is well suited for rapid identification 

of threats. 

Contributions 

In this paper, we propose a pragmatic 

unusual occurrence detection and 

mitigation technique for IoT-based 

Distributed Denial of Service (DDoS) 

attacks, particularly the difficult stealthy 

DDoS attacks with data rate increase for 
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every smartphone as low as 10 percent, 

which is substantially lower than average 

that are considered in the literature, and 

therefore can easily bypass the majority of 

the existing approaches. To be more 

specific, the proposed method is predicated 

on a statistical anomaly detection 

algorithm known as Online Discrepancy 

Test (ODIT). This algorithm mitigates the 

attack with minimal interference of regular 

service; it scales well to big structures; it 

does not rely on presumed benchmark and 

inflict damage structures; and it achieves 

quick and accurate protection against all 

types thanks to the sequential nature of the 

method. The following is a list of the 

major contributions made by this paper:  

• A novel detection and mitigation 
technique for stealthy DDoS attacks is 

proposed, and its time and space 

complexity is analysed;  

• Asymptotic optimality of the proposed 
detector is proven in the minimax sense as 

the training data volume grows;  

• A solution to a dynamic scenario under 
which the number of components in the 

node movement is made available;  

• A performance management evaluation is 
made available and use a test environment;  

• A method is provided to a dynamic 
scenario 

III PROPOSED ANOMALY-

BASED IDS 

Throughout this part of the article, we will 

discuss the detection and mitigation 

approach that we have developed for the 

suggested IDS. As shown in Figure 2, we 

detect an attack based on the cooperative 

test statistic. Once an assault has been 

identified, we monitor each device 

separately to determine which devices 

were responsible for the attack (see 

Sections III-B and III-C). In addition to 

this, we investigate the computational 

complexity of the problem, as well as a 

realistic situation in which the number of 

devices connected to the network is subject 

to change. 

Method of Investigation That Is Being 

Considered 

Due to the fact that parametric anomaly 

detection methodologies for DDoS 

detection involve probabilistic models for 

nominal and anomalous situations, the 

ineffectiveness of these approaches is 

increased when applied to an IoT network 

that is diverse. It is difficult to know or 

estimate the anomalous probability 

distributions and even the nominal 

probability distributions in practise. 

Therefore, parametric anomaly-based 

intrusion detection systems (IDSs) and 

many traditional signature-based intrusion 

detection systems (IDSs) are not viable 

options for preventing covert DDoS 

assaults through the internet of things 

(IoT). The Online Discrepancy Test 

(ODIT), which is an online and non-

parametric detector, was recently 

developed as a method for identifying 

persistent and sudden abnormalities [26]. 

Because of the nonparametric nature of 

ODIT's operation, it is not necessary to 

have prior knowledge of baseline or 

anomalous distributions; hence, it is able 

to meet the problem (C3) described in 

Section I-A. ODIT is a sequential 

approach that gathers information over the 

course of time and then makes a choice at 

each time point based on the evidence that 

has been gathered up to that point. This is 

as opposed to making a difficult decision 

based on a single data point. Due to the 

sequential nature of ODIT, which is geared 

for early detection, the technology is able 

to successfully meet the difficulty (C4). In 

addition, ODIT is capable of handling the 
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monitoring of a large number of devices 

simultaneously (see Sections III-D and 

IV), which provides a solution to the 

problem (C2). 

In this work, we propose a novel 

modification for ODIT and prove that this 

modified version, as the size of the training 

data grows, asymptotically becomes the 

Cumulative Sum (CUSUM) test, which is 

the optimum sequential change detection 

algorithm in the minimax sense. In other 

words, we show that this modified version 

becomes the Cumulative Sum (CUSUM) 

test. [27] The CUSUM test is a parametric 

test that makes the assumption that both 

the nominal distribution and the 

anomalous distribution are thoroughly 

known. 

Next, we will demonstrate the technique 

for the proposed ODIT-based intrusion 

detection system for a node n. This system 

monitors a d-dimensional normalised data 

vector x n t [0, 1]d at each time t, where d 

refers to the total number of devices. When 

discussing the detection of DDoS attacks, 

the notation x n t refers to the number of 

packets that have been received from the d 

devices in the network at time t and then 

normalised by the number of packets that 

correspond to the maximum number of 

packets for each device. In order to 

accommodate the usual heterogeneity 

present in the data communication 

qualities of IoT devices, it is necessary to 

undertake the procedure of normalising 

each dimension of x n t into the range [0, 

1]. The next section, Section III-B, 

demonstrates how cooperation between 

nodes may be achieved. Operation 

Conducted in Cooperation 

Utilizing the hierarchical structure shown 

in Figure 1, many nodes that are running 

the proposed IDS described in Eq. (1)–(3) 

are able to collaborate with one another for 

the purpose of early detection and 

mitigation of threats. In accordance with 

the cooperative CUSUM with 

independence assumption presented in 

[29], we propose a cooperative detector 

that compiles a sum of the local statistics 

that are calculated at the nodes in order to 

produce a global statistic denoted by the 

formula st = PN n=1 s n t. That is to say, at 

each time t, each node n updates its local 

statistic s n t using (2) and sends it to the 

centre.  

The centre then combines all of these 

individual statistics to arrive at the global 

detection statistic st. After that, the centre 

makes a determination on whether or not 

there is an assault in a manner that is 

comparable to (3), i.e., it sounds an alert at 

the time T = mint: st h. Due to the 

geographical diversity, also known as 

accumulated attack evidences from several 

nodes, this cooperative detector is able to 

identify assaults sooner than the single-

node ODIT detector. Note that the 

statistics from nodes that have not been 

attacked by any device generally take tiny 

values that are near to zero, yet according 

to, these values never go negative (2). As a 

result, they do not have a detrimental 

impact on the overall statistic st, and as a 

consequence, they do not add any 

additional time to the detection process. 

The suggested detector is able to readily 

expand to arbitrary large networks thanks 

to a cooperative strategy that involves 

adding up local data inside a hierarchical 

design. The most effective statistical 

detection would typically include doing 

multivariate analysis across all of the 

devices that are connected to the network 

as a whole. However, since there are so 

many Internet of Things devices, this is 

not possible. Additionally, and perhaps 

more crucially, because IoT networks 

naturally have a hierarchical structure, 

doing a large-scale multivariate analysis is 
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not required. To be more specific, Internet 

of Things devices are organised into 

nodes, which are things like smart home 

routers. Devices that fall under various 

nodes may generally be modelled 

separately when there is no threat present. 

It is possible to waive that limitation given 

that a realistic assault hits devices 

asynchronously, which means that each of 

the attacked devices has separate attack 

start timings.  

Despite the fact that an attack would 

generally correlate them, it is fair to do so. 

It is not tractable to estimate the set of 

attacked devices in order to carry out 

multivariate analysis, hence this relaxation 

is necessary for CUSUM to be relevant to 

any multi-dimensional context [29]. This 

relaxation is crucial for CUSUM to be 

applicable to any multi-dimensional 

setting. After the threat has been identified, 

the method of risk reduction described in 

the next section may be implemented at 

each node. 

neighbours, i.e., (L n t ) 2 = ky n t k 2 2 . If 

the value of y n,j t is big, then this adds to 

a large L n t toward an alert, which is 

proof that the device is being targeted by 

an assault. 

Changing Climates and Environments 

The capacity of an anomaly-based 

intrusion detection system to adapt to 

changing surroundings is one of the most 

significant challenges it faces. This implies 

that the system should be able to adjust to 

different aspects of the environment, while 

at the same time being able to identify 

anomalous behaviours. The number of 

connected devices in a dynamic IoT 

network, such as the one found at a 

university or a shopping mall, may 

fluctuate often depending on factors like as 

the number of people present, the time of 

day, the day of the year, etc. Calculating 

the kNN distance while taking into account 

a changing number of data dimensions is a 

problem for the proposed IDS since the 

number of devices in use changes over 

time. 

The fact that data rates are determined 

more by applications than by equipment is 

one of the most important takeaways from 

this. For example, the data rates for video 

streaming are consistent independent of 

the device being used to stream the 

content. We are thus able to cope with the 

fluctuating number of dimensions if we 

examine a list of apps that are utilised in 

the network. Some examples of these 

applications include online surfing, 

streaming music and video, and so on. To 

be more specific, we begin by gathering 

training data for the most severe situation 

possible, which includes the greatest 

possible number of devices concurrently 

running each application. 

During the course of the online testing, at 

each time we adjust the training set by 

disregarding the unused dimensions for 

each application, and then we calculate the 

L n t value. 

It is not possible to carry out the time-

consuming and costly training procedure 

(see Theorem 2) for each possible 

combination of the number of devices 

running each application in order to 

calculate the baseline statistic L n (). This 

is because there are a vast number of 

possible combinations for the number of 

devices running each application. As a 

result, our proposal is to construct an 

approximator for the function Ln (). We 

gather data for a variety of distinct 

combinations, and then we calculate L n () 

for each of these various combinations. 

We train a regression model by providing 

it with as input the number of devices that 

are currently running each application. 

This allows us to predict the Ln value for 
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every given combination. Figure 5 presents 

the findings of the Gaussian process 

regression analysis. The regression model 

may be constructed using either an 

approach that is more straightforward 

(such as linear regression) or one that is 

more complex (such as a deep neural 

network). In Figure 5, we make a 

comparison between the estimated L n () 

statistic and the one that was calculated for 

a variety of possible combinations that 

included an increasing number of devices. 

We can see that the estimated statistic 

closely matches that of the precise ODIT, 

which is a statistic that cannot be 

computed for all possible combinations 

since it would be impossible to do so. In 

addition, the significance level that is 

chosen is a design parameter, and it affects 

the baseline statistic in a way that is 

dependent on it. The results of our 

simulations indicate that the performance 

of the method is not adversely affected by 

a very little discrepancy between the 

predictions made and calculated. 

IV RESULTS 

 

 

 

 

 

V CONCLUSION 

There is a rising need for solving issues to 

DDoS through IoT, particularly in light of 

the recent stealthy DDoS assaults. This 

demand is driven by the proliferation of 

IoT devices and the simplicity with which 

even less skilled malevolent actors may 

launch DoS attacks. 

Within this framework, we established a 

comprehensive and evolving threat model 
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for hierarchical Internet of Things (IoT) 

networks. Following that, we presented an 

innovative framework for the detection 

and prevention of intrusions. This 

framework makes use of an online, 

scalable, and unsupervised anomalous 

detection approach. We assessed the 

efficacy of a recommended detection and 

mitigation strategy under demanding 

covert DDoS attack scenarios using actual 

and simulated data, as well as an Internet 

of Things testbed. The application of the 

suggested method to dynamically vast 

networks that include a diverse assortment 

of devices was also taken into 

consideration. 
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