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Abstract: In a democratic country, like India voting 

is an important way where the citizen can cast their 

vote. Usually voting is done by casting their vote in 

polling booth. As the technology increases, 

nowadays electronic voting machine is used for 

casting vote. This paper is about an IoT based 

voting machine with fingerprint verification. The 

main aim of this project is to make voting secure 

using fingerprint verification and also to reduce 

malpractices. The details of the voter along with 

their fingerprint in stored in database. If the 

fingerprint matches with the stored fingerprint, the 

system checks the aadhar number of the user and if 

authenticated, it checks if multiple votes have been 

cast. If the fingerprint matching is not correct 

“Matching failed” message will be displayed and if 

aadhar number is not correct, then “Aadhar not 

match” message will be displayed. Voter can enter 

his/her native place and vote for the corresponding 

candidate using thingspeak and the result can be 

obtained using the same. The Arduino Uno is the 

controller used in this project. Fingerprint is used to 

authenticate the user. There is at least a slight 

difference between the fingerprints of each person. 

When a malpractice occurs, “Already 

voted”message will be displayed. The arduino IDE 

is used for programming the board and cloud is used 

to display ballot card and to store the result. System 

provides an alert on malpractice and only an 

authorized voter can cast the vote. This project 

safeguards the citizen’s right to vote and guarantee 

fair election. 

I.INTRODUCTION 

1.1 BACKGROUND OF THE STUDY 
In a democratic system of governance, 

election is very crucial and the integrity of the 

electoral process is sacrosanct. Election is a 

repetitive operation that occurs every specified 

period of time. Adding to that is the fact that there 

are different types of elections and/or different 

scopes of elections and the need to support multiple 

elections.  

Democracy thus encourages individual 

freedom according to the rule of law, so that people 

may behave and express themselves as they choose. 

This not only gives people a chance to choose their 

leaders, but also to freely express their views on 

issues.  

Voting through an election forms an 

important part of democracy and for democracy to 

be sustainable, the voter’s participation is a key 

consideration. Apart from voters being encouraged 

to exercise this democratic right, the election that 

facilitates the function must be credible, watertight 

and free of bias. In addition to providing for the 

orderly transfer of power, it also cements the 

citizen’s trust and confidence in an organization or 

government when it operates efficiently. Society is 

becoming more and more web / collaboration 

oriented, and citizens, used to the high degree of 

flexibility in the services provided by the private 

sector and in the Internet in particular, are now 

beginning to set demanding standards for the 

delivery of services by governments using modern 

electronic delivery methods.  

The key concerns of elections and essence of 

a voting systems is Transparency: ordinary voters 

should be able to understand and observe the vote 

casting and counting process, even with relatively 

nominal education as well as trust.  

The implementation of electronic voting 

would allow increased access to the voting process 

for millions of potential voters. Higher levels of 

voter participation will lend greater legitimacy to 

the electoral process and should help to reverse the 

trend towards voter apathy that is fast becoming a 

feature of many democratic societies. It is also 

recognized that more traditional voting methods 

will exist for some time to come, so a means is 

needed to make these more efficient and integrate 

them with the newer electronic methods.  

Online voting is an electronic way of 

choosing leaders via a web driven application. The 

advantage of online voting over the common 

“queue method” is that the voters have the choice of 

voting at their own free time within the stipulated 

election voting period and there is no need to queue 

up. It also minimizes on errors of vote counting. 

The individual votes are submitted into a database 

which can be queried to find out who of the 

aspirants for a given post has the highest number of 

votes.  

This system is geared towards increasing the 

credibility and ease of the voting procedure of staff 

elections in the University of Ibadan since it has 

been noted that with the old voting method (the 
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Queue System), the voter turnout has been a 

wanting case. 

 

 

 

1.2 PROBLEM STATEMENT 

In any instance of an election involving in 

the society, it has been observed that there are 

primarily two major issues that are usually sources 

of problems to the voting population. Firstly, it is 

usually common place that dispute over the issue of 

Eligibility or otherwise of the elder voters arises a 

lot. This is partly due to the varying staff levels on 

the academic ladder and also due to the time 

difference between dates of promotion to the next 

level. Secondly, there are always incidences of 

elder voters been required to wait on long queues 

during election period thus leading to a situation 

where they are tired before they get the chance to 

cast their vote and also due to the presence of the 

queue, aspirants and their campaign teams often 

exploit the situation to coerce voters into voting for 

them since all parties in the election are physically 

present.  

The above factors combined to create a 

situation whereby any staff election is deemed not 

credible, and fair. Thus, there exists a vacuum for a 

system with features that would curb the 

inefficiencies of the current system 

1.3 OBJECTIVES 

The aim is to develop an application that 

seeks to use various stages of security 

authentication to enhance the electioneering process 

for staff elections using the case study, ultimately 

providing an best platform which enables all 

eligible voters to exercise their franchise from a 

particular location during the election period. 

The objectives are: 

1. To create a secured platform where 

authenticity of votes and voters are 

ensured with the use of mechanisms such 

as fingerprints registration. 

2. To improve Voter’s identification since 

biometric features cannot be shared  

3. To ease the problem of queuing during 

voting period on elections. 

1.4 MOTIVATION 

This project would leverage on the 

foundation built by a previous e-voting system that 

was developed and makes use of fingerprint 

identification during the registration process. It 

seeks to add the ability to access the voting 

application universally, that is, eligible voters are 

not restricted by physical location and generate 

after the voter initiates the voting process to 

increases the security of the voting system. 

1.5  SIGNIFICANCE OF STUDY 

This study would help increase the level of 

trust in the entire staff electioneering process as 

well as ease the different difficulties previously 

clogging the system such as long queues, general 

time wasting and lack of credibility. It also ensures 

early availability of results and reduction of the 

overall cost of conducting an election. This would 

enhance the willingness of voters to participate in 

the elections and ultimately lead to the conduct of a 

credible election. 

 

1.6 METHODOLOGY 

The methodology of choice is Rapid 

Application Development (RAD); this is because 

the objectives of RAD include high speed, high 

quality and lowered cost. RAD emphasizes the use 

of special techniques and computer tools to speed 

up analysis, design and implementation phases.  

Tools include Computer Assisted Software 

Engineering (CASE) tools, Joint Application 

Design (JAD) and fourth generation programming 

languages. All of which are inline and essential to 

the proposed system. 

The RAD methodology goes through the following 

phases: 

Phase 1: Requirements Planning: refers to a review 

of the areas immediately associated with the 

proposed system. Areas associated with the 

proposed system include: 

 Mode of user voting   

 Mode of voter authentication   

 Mode of data collection and verification  

  Mode of data communication 

2. Voter Authentication: This achieves our 

objective of ensuring a secured method of 

validating voters before they are allowed to cast 

their votes. Voters would be authenticated by 

verifying the unique identity details possessed by 

them.  

3. Data Collection and Verification: Before voters 

(staff) can be verified, there’s a need for pre-

recorded data in the memory i.e. database of the 

system. Consequently, the data of every prospective 

voter (staff) needs to be collected to allow 

verification This includes all necessary details 

needed to effectively create an election ID for them 

as well as enable the proposed system to determine 

their eligibility for various elections.  

4. Data Communication: The proposed system 

would operate on an internet. This allows all voters 

to have access regardless of location as well as 

increase their ability to use a range of devices to 

cast their votes. This is a network only accessible 

by members of a particular organization. In this 

case, the university information would be sent over 

this network, from the hall. This information is not 

necessarily complex, but simply a list of students 

permitted to exit the campus from the hall. 

Essential additional information about the student 
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may be sent. Other information concerning 

destination name of host, need not be sent. 

This information is simply required in the 

hall as this is the current requirements, to take a 

leave. At points of exits, precisely the school gate, 

information required is whether or not you have 

been cleared at your residential hall to exit school.  

Phase 2: User Design: This stage would use 

various software modelling tools to illustrate the 

system’s data and processes and to build a visual 

representation of critical system components. Also, 

the programming tools chosen to implement the 

proposed system were stated. A key milestone of 

this proposed system is to make it a much user 

friendly and easy to use. 

 

1.7 SCOPE OF PROJECT:  

The scope of this project revolves around 

the developing of an biometric voting system that 

employs fingerprint registration, which will allow 

voters to participate in the elections regarding to 

their physical location  

II.LITERATURE SURVEY 

VOTING SYSTEMS 

 There are two (2) categories under which 

voting systems can be classified, namely: 

 Traditional or Paper - Ballot Voting 

Systems 

  Electronic Voting Systems 

PAPER-BALLOT VOTING SYSTEMS 

The paper-based voting system can be 

described as the traditional means of voting that has 

been in used over the ages. It is also the default 

method of conducting elections in Nigeria as well 

as other countries around the world. 

 It operates by issuing paper ballots to 

eligible voters who present themselves at the 

polling unit on the day of the election. The voter is 

authenticated by searching for and ticking his or her 

name on the voters register for that particular 

polling unit. Indelible ink is used to mark an 

authenticated voter by dropping the ink on the 

voter’s left thumb fingernail.  

The voter is then expected to proceed to a 

secret booth to vote a candidate by pressing his 

right thumb into an ink stamp and placing the inked 

fingerprint in front of the chosen candidate on the 

ballot paper given and subsequently required to 

drop the ballot paper into a ballot box placed in an 

open place within the polling unit. 

 
 

  Fig 1: A traditional means of paper voting 

After the close of polls or voting for the 

election, the election ballot box for the polling unit 

is opened by the polling officer, the ballots are 

counted by the various election judges such as 

election agents and election officials and the total 

vote results are reported and entered onto the 

election results sheet which is also required to be 

signed by all election judges as well as observers 

present thus giving authenticity to the declared 

results. 

III.PROPOSED SYSTEM 

3.1 BLOCK DIAGRAM  

THE BLOCK DIAGRAM OF FINGERPRINT 

BASED EVM IS SHOWN BELOW 

FIG2:  BLOCK DIAGRAM OF PROPOSED 

SYSTEM 

 In the proposed system, the Arduino uno is 

connected to all the components. To this circuit the 

power supply will supplied by the power suppling 

module, LCD display is used to display the number 

of the candidates are participated and number of 

votes are polled to each candidate. Keypad is used 

to cast the votes to the candidate who were 

participated in the election. Fingerprint module is 

used to identify the person to cast his/her vote, 

when a person/imposter try to cast more than one 

vote the alarm will make noise. The door motor is 

used to allow the voter to cast his vote. The 

ESP8266 wifi module is used to check the results in 

tcp telnet app. 

3.2 WORKING PRINCIPLE   

Arduino uno is a controller board based on 

the ATMEGA328P. it has 14 digital input and 
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output pins (of which 6 can be used as pwm 

outputs). 6 analog inputs and 16mhz ceramic 

resonator. A USB connector. a power jack and icsp 

header and reset button. It consists of Arduino uno 

with some input and output devices. The left side of 

the diagram consist of input devices in which rps, 

keyboard. Rps is the Regulated power supply which 

is used to supply the input power to drive the 

circuit.  

Every human being have unique fingerprints 

by using the finger print module we can easily 

identify the person. By using the finger print 

module we can control the invalid votes and when a 

person try to rigg the votes the alarm turns on it 

produces the sound.  

 

 

 

3.3 SCHEMATIC DIAGRAM 

The schematic diagram of fingerprint based 

EVM is shown below 

  
Fig 3. SCHEMATIC DIAGRAM 

The Uno differs from all preceding boards in 

that it does not use the FTDI USB-to-serial driver  

chip. Instead, it features the Atmega16U2 

(Atmega8U2 up to version R2) programmed as a 

USB-to-serial converter. Revision 2 of the Uno 

board has a resistor pulling the 8U2 HWB line to 

ground, making it easier to put into DFU mode. 

Revision 3 of the board has the following new 

features:  

pinout: added SDA and SCL pins that are 

near to the AREF pin and two other new pins 

placed near to the RESET pin, the IOREF that 

allow the shields to adapt to the voltage provided 

from the board. In future, shields will be compatible 

both with the board that use the AVR, which 

operate with 5V and with the Arduino Due that 

operate with 3.3V. The second one is a not 

connected pin, that is reserved for future purposes. 

The dc input from (2 to 3) 2 pin is connected 

finger print sensor to the input of  transmitting pin 

and pin 3 is connected to the input of the receiving 

of sensor. The pin 6 and 7 are connected to the 

input of the push buttons which are used to cast the 

votes. The pin 5 is used for to turn on the alarm. 

The pins from 8 to 13 are connected the 

LCD display which is used to display the number of 

votes casted and it displays the number of 

candidates participated in the elections. 

Analog pin from A0-A3 are connected to the push 

buttons which are used to enroll the finger prints 

and delete the finger prints, and increasing the id of 

the candidate and decreasing the id of the candidate. 

 

 

 

 

 

3.4 FLOW CHART 

The flowchart of fingerprint based EVM is 

shown below 

 

Fig 4 FLOW CHART   

STEPS: 

1)  The candidates who are eligible for voting has to 

enroll their fingerprints to cast their vote. When the 

candidate place their thumb on scanner it scan the 

thumb and check with data stored in their data base. 

2) If the stored data is matched with the candidate 

data then that candidate is allowed to cast their vote 

if not it terminates him to not to enter the room. 
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3) The candidate has to select the party as he 

wanted to vote and pre button, the beep sound 

originates from kit tells us about the vote has 

successfully casted. 

4) If a person wants to cast another vote it shows 

the “2nd
 time no vote” with the beep sound. 

IV.HARDWARE DESCRIPTION 

4.1 DESCRIPTION OF HARDWARE 

COMPONENTS 

ARDUINO UNO 

Arduino is an open-source hardware and 

software company, project and user community that 

designs and manufactures single-board 

microcontrollers and microcontroller kits for 

building digital devices and interactive objects that 

can sense and control both physically and digitally. 

Its products are licensed under the GNU Lesser 

General Public License (LGPL) or the GNU 

General Public License (GPL), permitting the 

manufacture of Arduino boards and software 

distribution by anyone. Arduino boards are 

available commercially in preassembled form or as 

do-it-yourself (DIY) kits. 

Arduino board designs use a variety of 

microprocessors and controllers. The boards are 

equipped with sets of digital and analog 

input/output (I/O) pins that may be interfaced to 

various expansion boards or breadboards (shields) 

and other circuits. The boards feature serial 

communications interfaces, including Universal 

Serial Bus (USB) on some models, which are also 

used for loading programs from personal 

computers.  

 

Fig 5 Arduino UNO Board 

POWER SUPPLY 

All digital circuits require regulated power 

supply. In this article we are going to learn how to 

get a regulated positive supply from the mains 

supply. 

 

KEYPAD 

           A keypad is a set of buttons arranged in a 

block or "pad" which usually bear digits and other 

symbols and usually a complete set of alphabetical 

letters. If it mostly contains numbers then it can 

also be called a numeric keypad. 

 

 Keypads are found on many alphanumeric 

keyboards and on other devices such as calculators, 

push-button telephones, combination locks, and 

digital door locks, which require mainly numeric 

input.  

LCD:  

A display is made up of millions of 

pixels. The quality of a display commonly 

refers to the number of pixels; for example, a 

4K display is made up of 3840 x2160 or 

4096x2160 pixels. A pixel is made up of three 

subpixels; a red, blue and green—commonly 

called RGB. When the subpixels in a pixel 

change colour combination, a different colour 

can be produced. With all the pixels on a 

display working together, the display can make 

millions of different colours. 

 

Fig 6 LCD Pin diagram 
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BUZZER  

 Basically, the sound source of a 

piezoelectric sound component is a piezoelectric 

diaphragm. A piezoelectric diaphragm consists of a 

piezoelectric ceramic plate which has electrodes on 

both sides and a metal plate (brass or stainless steel, 

etc.). A piezoelectric ceramic plate is attached to a 

metal plate with adhesives. Applying D.C. voltage 

between electrodes of a piezoelectric diaphragm 

causes mechanical distortion due to the 

piezoelectric effect.  

 For a misshaped piezoelectric element, the 

distortion of the piezoelectric element expands in a 

radial direction. To interface a buzzer the standard 

transistor interfacing circuit is used. Note that if a 

different power supply is used for the buzzer, the 

0V rails of each power supply must be connected to 

provide a common reference.  

 

             To switch on buzzer - high 1 

 

 ESP8266 WIFI MODULE  
 The ESP8266 Wi-Fi Module is a self-

contained SOC with integrated TCP/IP protocol 

stack that can give any microcontroller access to 

your Wi-Fi network. The ESP8266 is capable of 

either hosting an application or offloading all Wi-Fi 

networking functions from another application 

processor. Each ESP8266 module comes pre-

programmed with an AT command set firmware, 

meaning, you can simply hook this up to your 

Arduino device and get about as much Wi-Fi-

ability as a Wi-Fi Shield offers (and that's just out 

of the box)! The ESP8266 module is an extremely 

cost effective board with a huge, and ever growing, 

community. 

  This module has a powerful enough on-

board processing and storage capability that allows 

it to be integrated with the sensors and other 

application specific devices through its GPIOs with 

minimal development up-front and minimal loading 

during runtime.  

 Its high degree of on-chip integration 

allows for minimal external circuitry, including the 

front-end module, is designed to occupy minimal 

PCB area. The ESP8266 supports APSD for VoIP 

applications and Bluetooth co-existence interfaces, 

it contains a self-calibrated RF allowing it to work 

under all operating conditions, and requires no 

external RF parts.  

                         

         
 

DC MOTOR  

 A DC motor is any of a class of rotary 

electrical motors that converts direct current (DC) 

electrical energy into mechanical energy. The most 

common types rely on the forces produced by 

magnetic fields. Nearly all types of DC motors have 

some internal mechanism, either electromechanical 

or electronic, to periodically change the direction of 

current in part of the motor.  

 DC motors were the first form of motor 

widely used, as they could be powered from 

existing direct-current lighting power distribution 

systems. A DC motor's speed can be controlled 

over a wide range, using either a variable supply 

voltage or by changing the strength of current in its 

field windings. Small DC motors are used in tools, 

toys, and appliances. The universal motor can 

operate on direct current but is a lightweight 

brushed motor used for portable power tools and 

appliances. Larger DC motors are currently used in 

propulsion of electric vehicles, elevator and hoists, 

and in drives for steel rolling mills. The advent of 

power electronics has made replacement of DC 

motors with AC motors possible in many 

applications. 

 

 

Journal of Engineering Sciences Vol 13 Issue 07,July/2022, ISSN:0377-9254

www.jespublication.com Page 683



 

Fig 7Dc motor 

R305 FINGERPRINT MODULE 

R305 Fingerprint Identification module 

defined as TTL UART interface that offers direct 

connections to microcontroller UART or to PC 

through MAX232 / USB-Serial adapter. This sensor 

stores the user’s fingerprint data and configures it in 

1:1 or 1: N mode for identifying the person. This 

module operates in a wide range of applications 

such as building electric safes, home automation 

projects, attendance related projects, etc 

Fingerprint module processing consists of 

two parts; Fingerprint Enrollment and Fingerprint 

Matching (the matching can be 1:1 or 1:N). During 

the enrolling process, the user needs to enter the 

fingerprint two times. And the system will process 

finger images twice. Thus generates a template of 

the finger based on processing results and thus store 

the template. During matching, the user enters the 

finger through an optical sensor and the system will 

generate a template of the finger. This template is 

compared with the template in the finger library. 

For 1:1 matching, the live finger is compared with a 

specific template designated in the Module. 

Whereas for 1:N matching, the system will search 

the whole finger library for the matching finger. 

In both cases, the system returns the 

matching result, whether success or failure. We can 

also enrol new fingers directly up to 162 

fingerprints can be stored in the onboard FLASH 

memory. The red LED in the lens lights up during a 

photo indicating that it’s working. This module also 

features good image processing capabilities that can 

successfully capture an image up to a resolution of 

500 dpi. Also, Low power consumption, low cost, 

small size, and excellent performance make it ideal 

for wide applications. 

 

V. RESULT 

5.1 STAGE 1 RESULT 

    

 

Fig 8 Practical device                              

output of stage 1 result 

In stage 1, When the voter place his/her 

registered finger in the scanner, the system will 

check whether it matches with the pre-stored 

impression in the database .If it is presented, the 

system will allow the voter to cast their votes by 

enabling the voting unit. Otherwise it shows 

fingerprint is not matched and the process 

terminates here. 

5.2 STAGE 2 RESULT 

 

   Fig 9 Output of stage II result                       

Final position of hardware kit 
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In stage 2 the dc motor (which acts as lock) 

is attached to the kit, which allows a single person 

at a time to the voting unit by using their 

fingerprint. If the data matches with the pre-stored 

information of the registered fingerprint ,the person 

is allowed to cast his vote. If an authenticated user 

tries to cast vote more than once then a buzzer 

sound will be produced indicating that the person is 

already voted. The ESP8266 Wi-Fi module is 

connected to the app in which results can be seen 

by the higher officials. 

ADVANTAGES AND APPLICATIONS 

THE ADVANTAGES OF FINGERPRINT EVM 

ARE: 

1.Cost Effective. 

2.This system allows only authenticated voting than 

the existing equipment as the person is identified 

based on his fingerprint which is unique to each 

individual. 

3.It is economical. 

4.Less manpower required. 

5.Time conscious, less time required for voting and 

counting. 

6.Avoids invalid voting as it prevents unregistered 

voters from voting. 

7.Ease of transportation due to its compact size. 

8.Convenient on the part of voter. 

THE APPLICATIONS OF FINGERPRINT 

EVM ARE: 

1.Fast track voting which could be used in small 

scale elections, like resident welfare association, 

panchayat level election and other society level 

elections, where results can be instantaneous. 

2.It could also be used to conduct opinion polls 

during annual shareholders meeting. 

3.It could also be used to conduct general assembly 

elections where number of candidates are less than 

or equal to eight in the current situation, on a small 

scale basis. 

VI. CONCLUSION 

   For over a century, fingerprints have been one of 

the most highly used methods for human 

recognition; automated biometric systems have 

only been available in recent years. The work 

successfully implemented and evaluated. The 

arrived results were significant and more 

comparable. It proves the fact that the fingerprint 

image enhancement step will certainly improve the 

verification performance of the fingerprint-based 

recognition system. Because fingerprints have a 

generally broad acceptance with the general public, 

law enforcement and the forensic science 

community, they will continue to be used with 

many governments legacy systems and will be 

utilized in new systems for evolving applications 

that require a reliable biometric. This biometric 

voting system would enable hosting of fair 

elections in India. This will preclude the illegal 

practices like rigging. The citizens can be sure that 

they alone can choose their leaders, thus exercising 

their right in the democracy. 

 VII.FUTURE SCOPE 

   Memory of finger print module can be expanded. 

We can use a 1mb flash memory fingerprint module 

for increasing the capacity. External memory can be 

provided for storing the fingerprint image, which 

can be later accessed for comparison. Smart Card 

reader module is supposed to be introduced with the 

existing module for further security, and to reduce 

the database storage. Audio output can be 

introduced to make it user friendly for illiterate 

voters. Retina scanning can also be developed. 
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