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ABSTRACT: 

With the raised quality of online social 

networks, spammers realize these platforms are 

simple to lure users into malicious activities by 

posting spam messages in the comments section 

of the videos. In this work, YouTube comments 

have been taken and spam detection is 

performed. To stop spammers, Google Safe 

Browsing and YouTube Bookmaker tools detect 

and block spam YouTube. These tools will 

block malicious links, however they cannot 

protect the user in real-time as early as possible. 

Thus, industries and researchers have applied 

completely different approaches to form spam 

free social network platform. The survey for the 

spam comments detection methodology has been 

carried out using four Artificial Intelligence 

estimations – Logistic Regression, Ada Boost, 

Decision Tree and Random Forest. With the use 

of Neural Network, we can achieve an exactness 

of 91.65% and beat the present course of action 

by around 18%. The most notable AI procedures 

(Bayesian portrayal, k-NN, ANNs, SVMs) and 

of their suitability to the issue of spam. 

I. INTRODUCTION 

In the previous years, informal online 

communities like Face book and YouTube have 

become progressively common platform in an 

individual person’s day to day life. People use 

social media as a virtual community platform to 

stay in touch with friends and family and to also 

share thoughts and ideas in blogs. Due to this 

developing pattern, these platforms pull in an 

enormous number of clients and are easy targets 

for spammers. YouTube has become the most 

well-known informal community among 

youngsters. For example, many makeup tutorials 

have been started by bloggers who are referred 

to as “beauty guru” or “beauty influencers” in 

which majority of the audiences are teenage 

girls. These days, 200 million clients produce 

400 million new YouTube content (videos) 

every day. This extensive environment provided 

by YouTube also creates an opportunity for 

spammers to create irrelevant content directed to 

users. These irrelevant or unsolicited messages 

are aimed to attack users by luring them into 

clicking links to view malicious sites containing 

malware, phising and scams. One of the most 

highlighted features of YouTube is the 

comments section below every video posted by a 

user. This feature allows users to share opinions 

and ideas. In this project, the prediction of the 

spam comments present in the comments section 

of Youtube videos using the concept called 

machine learning, it is also known as subset of 

artificial intelligence, is done. Supervised 

learning approach depends on a very large 

number of labelled datasets. . The proposed 

classification algorithm (Logistic Regression) is 

used in order to predict the spam comment. The 

purpose of project is to introduce briefly the 

techniques of machine learning and to outline 

the prediction technique. Being much more 

superior to the conventional data analysis 

techniques, machine learning can open a new 

opportunity to explore and increase the 

prediction accuracy. Spam remarks are regularly 

completely immaterial to the given video and are 

normally created via mechanized bots 

camouflaged as a client. The comments section 

is target by spammers to post completely 

irrelevant messages, comments, links and ideas. 

AI is the strategy for extraction, changing, 
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stacking and anticipating the significant data 

from enormous information to remove a few 

examples and furthermore change it into 

justifiable structure for additional utilization. 

Grouping and expectation are two sorts of 

dissecting information which portray principal 

classes of information and forecast of patterns in 

future information. The noxious spam remarks 

will ruin the positive perspective of the contents 

present in the videos posted. The contingency 

for anticipating the spam remarks has started but 

has yet not been concluded and built up for an 

exact forecast of spam remarks. 

II. EXISTING SYSTEM 

This extensive environment provided by 

YouTube also creates an opportunity for 

spammers to create irrelevant content directed to 

users. These irrelevant or unsolicited messages 

are aimed to attack users by luring them into 

clicking links to view malicious sites containing 

malware, phising and scams. One of the most 

highlighted features of YouTube is the 

comments section below every video posted by a 

user. This feature allows users to share opinions 

and ideas. In this project, the prediction of the 

spam comments present in the comments section 

of Youtube videos using the concept called 

machine learning, it is also known as subset of 

artificial intelligence, is done. Supervised 

learning approach depends on a very large 

number of labelled datasets. . The proposed 

classification algorithm (Logistic Regression) is 

used in order to predict the spam comment. The 

purpose of project is to introduce briefly the 

techniques of machine learning and to outline 

the prediction technique. Being much more 

superior to the conventional data analysis 

techniques, machine learning can open a new 

opportunity to explore and increase the 

prediction accuracy. The current use of social 

media has created incomparable amounts of 

social data, as it is a cheap and popular 

information sharing communication platform. 

Nowadays, a huge percentage of people depend 

on the accessible material on social networking 

in their choices (e.g. comments and suggestions 

about a subject or product). This feature on 

exchanging knowledge with a wide number of 

users has quickly prompted social spammers to 

exploit the network of confidence to distribute 

spam messages and support personal forums, 

advertising, phishing, scams and so on. 

Identifying these spammers and spam material is 

a hot subject of study, and while large amounts 

of experiments have recently been conducted to 

this end, so far the methodologies are only 

barely able to identify spam feedback, and none 

of them demonstrates the value of each derived 

function type. In this study, we have suggested a 

machine learning-based spam detection system 

that determines whether or not a specific 

message in the dataset is spam using a set of 

machine learning algorithms. Four main features 

have been used; including user-behavioral, user-

linguistic, reviewbehavioral and review-

linguistic, to improve the spam detection process 

and to gather reliable data. 

The current systems of spam detection are solely 

dependent on three main methods:- 

A. Linguistic Based Methods 

 Humans can comprehend linguistic constructs 

and their interpretations, but machines can’t, 
and so machines are taught some language in 

order to help them comprehend linguistic 

constructs. These techniques are used in search 

engines to determine the next term in an 

unfinished sentence. They are split into two 

Unigrams (Words one by one) and two Bigrams 

(Words two at a time). As every term has to be 

remembered, this approach is not as reliable and 

time intensive. 

B.  Behavior Based Methods 

 It is based on Metadata. This method requires 

users to create a set of laws, and users need to 
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have extensive knowledge of such laws. It 

needs reformulation because the characteristics 

of spam shift overtime and the laws need to be 

modified accordingly. As a consequence, it is 

mostly user-dependent and still human needs to 

examine more details. 

C. Graph Based Methods  

In this approach, by integrating many, 

heterogeneous details into a single graphical 

representation, unusual patterns are detected 

in the data that shows spammer behaviors 

by running graph-based anomaly detection 

algorithms for graphical representation. 

This approach is not reliable, so it is 

challenging to detect false opinions. Feature 

engineering is not possible, spam features 

are not built-in, they are not statistically 

dependent they are mainly dependent on 

commercial attractiveness of words and are 

entirely content-oriented both of these 

aspects lead to a significant decline of this 

system. 

 

III. PROPOSED SYSTEM 

 

The system that is proposed on this paper 

combines random forest algorithm, which is 

a supervised classification algorithm with 

NLP concepts to categorize and detect spam 

reviews among all existing reviews on the 

TWITTER dataset. There are four major 

features used in the algorithm which 

includes 8 NLP concepts:- 

 

A. Review-Behavioral (RB) Based 

Features  

This type of functionality is metadata 

dependent and not the text of the review. 

There are two aspects to the RB category:-  

Early Time Frame (ETF) 

 Half of the spammers have a very short 

time span and 55% of the spammers publish 

all the reviews with a time difference of 

fewer than 10. That implies the spammers 

delete their account instantly. Spammers 

tend to publish their reviews as early as 

possible, in order to hold their post among 

the top ratings that many users read first. It 

can therefore be seen as a guideline for 

preventing spam.  

 Threshold Rating Deviation 

 To determine a reviewer's rating deviation, 

it measures the total point discrepancy of a 

company rating point from a consumer 

ranking. Then we measure the average 

difference in score for the reviewer in all of 

his reviews. Spammers also appear to help 

the firms they have partnered with, so they 

reward certain organizations with high 

scores. As a consequence, various 

companies have a wide variability in their 

assigned scores which is the reason they 

have large variation and deviation.  

B. Review-Linguistic (RL) Based Features 

 Features in this category are based on the 

review given by the user and precisely 

obtained from text. The RL category 

contains two features:-  Ratio of First 

Personal Pronouns (PP1) and Ratio of 

 Exclamation Sentences (RES) Spammers 

use first personal pronouns and exclamation 

phrases as much as they can to maximize 

user’s impressions and to emphasize their 

reviews among others. 

C. User-Behavioral (UB) Based Features  

Such features are unique to each particular 

user and are determined by person, meaning 

that we can use such features to generalize 

all reviews posted by that same person. This 

category has two main features:-  Burstiness 

of reviews written by single user 
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 Spammers usually publish their spam 

reviews in a limited amount of time for two 

reasons: one because they intend to 

influence readers and other people, and the 

other as they are transient users, they have 

to write as soon as they can in a limited 

period of time. A spam may be detected 

with the aid of the number of comments at 

the same time.  Average of a user’s negative 

ratio given to different 

 businesses Spammers prefer to write 

reviews that defame firms that compete 

with those they have partnered with, which 

may be achieved with negative feedback, or 

with rating those companies with low 

scores. Thus, the ratio of their scores 

appears to be small. This makes it easy to 

determine whether or not a review is spam. 

D. User-Linguistic (UL) Based Features 

 These features are taken from the user's 

language to demonstrate how customers 

view their thoughts or views on what they 

have encountered as a client of a specific 

company. We use this form of functionality 

to explain how a spammer interacts in terms 

of text. In this category there are two 

important features:-  

 Average content similitude (ACS) and 

Maximum 

 content similitude (MCS) Spammers 

usually publish their messages with the 

same template and tend not to spend their 

time writing the original review. As a result, 

they have similar reviews. By contrasting 

reviews that are similar, a single user can be 

detected as a bogus user and all of his 

feedback can be checked and classified as a 

spam or not. 

 

IV. SYSTEM ARCHITECTURE 

 

V. MODULES 

DATASET: The beneft of using these words 

based on their entropy score in the 

characteristic-set is that we have been capable of 

lessen uncertainty in the prediction final results 

as those phrases have a exceptional effect of 

frequency count in spam and non-spam 

YouTube.  

PREPROCESSING: Before starting with 

preparation preprocessing of the messages must 

be done. First all the characters must be in 

lowercase. The word which is both in uppercase 

and lowercase must be considered as same 

words and not as two different words. Then 

tokenization must be done for each message in 

the data set.  

FEATURE SELECTION: The main advantage 

of using the words present in the dataset is that it 

is capable of reducing uncertainty in the 

prediction of the final results as those phrases 

have a remarkable effect of frequency count in 

spam and ham comments in YouTube.  

FEATURE EXTRACTION AND FEATURE 

ENGINEERING; Attribute significance is a 
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supervised characteristic that ranks attributes in 

a step by step manner with their significance in 

predicting an aim. Here Count Vectorizer is used 

which convert a “collection of text documents to 

a matrix of token counts . This undergoes the 

following technique:  

N-grams: N-grams is used to improve the 

accuracy. It is dealt with single word but when 

there are two mutual words the complete 

meaning will be changed. So, the variation of 

accuracy is better occurred when text is split into 

token of two or more words rather than being a 

single word.  

ANALYZER: “Whether the feature should be 

made of word or character n-grams. Option 

‘char_wb’ creates character n-grams only from 

text inside word boundaries; n-grams at the 

edges of words are padded with space.”  

VOCABULARY: “Either a Mapping (e.g., a 

dicts) where keys are terms and values are 

indices in the feature matrix, or an iterable over 

terms. If not given, a vocabulary is determined 

from the input documents. Indices in the 

mapping should not be repeated and should not 

have any gap between 0 and the largest index.  

BINARY: If True, all non zero counts are set to 

1. This is useful for discrete probabilistic models 

that model binary events rather than integer 

counts.”  

MODEL BUILDING After Preprocessing there 

has to be a way of constructing a version to keep 

the abilities of the function of the project in 

accordance to the labeled model, which is built 

as per the Supervised set of rules.  

MAX_FEATURES: If not None, build a 

vocabulary that only consider the top 

max_features ordered by term frequency across 

the corpus. This parameter is ignored if 

vocabulary is not None.” Adaboost is the 

boosting algorithm which is adapted in solving 

practices .It helps to combine many weak 

classifiers to a single strong classifier. It first 

separates the weak learners called as decision 

stumps which means the decision tree with 

single split. It then separates the datasets based 

on the level of difficulty, it puts more weight on 

the instances which are more tricky and difficult 

,and less weight on the ones which are handled 

properly. The decision stumps will be made into 

two subsets and a threshold value will be 

calculated all the data will be either above or 

below the threshold value. It is moderately 

accurate on dataset because it failed when we 

get a value which is an exception from threshold 

value. Decision tree is a series of true or false 

questions that are asked about our data 

eventually leading to continuous value or 

predicted. In this it tries to form nodes in which 

it contains high proportion of data points from a 

particular or single class by finding the values in 

features which divides the data into classes. It is 

a nonlinear model which is built by many linear 

boundaries, here for a model we give both label 

and features so that it will understand to classify 

points based on features, due to overfitting in the 

data it is not accurate compared with other 

algorithms. Random forest has number of blocks 

of decision trees together in a single thing, so it 

is not accurate compared with other algorithms. 

Logisitic regression is used for prediction of 

binomial or multinomial values of a variable. It 

uses a statistical approach to find the outcome. 

The outcome is binary in nature. It uses a logit 

function for the prediction of probability of 

occurrence of binary outcome, it follows 

bernoulis distribution, so the outcome here will 

be accurate either x or y. Here it works on 

dataset and predicts x or y that is spam or ham. 

VI. CONCLUSION  

For classifying the YouTube comments as spam 

and not spam (ham) there are various techniques 

used. This approach has been tested with real-

time YouTube comments and given an overall 
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outcome which is 18% more accurate than the 

existing approach. As YouTube API is open 

platform to all users, it might change the 

behavior of spammers over the period of time. In 

real world, YouTube spam feature will not be 

constant it keeps on changing an precipitous 

way.”  
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