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ABSTRACT 

The Wireless Body Area Network (WBAN) has 

attracted considerable attention and become a 

promising approach to provide a 24-hour on-the-

go healthcare service for users. However, it still 

faces many challenges on privacy of users’ 
sensitive personal information, confidentiality of 

healthcare center’s disease models. For this 

reason, many privacy-preserving schemes have 

been proposed in recent years. However, the 

efficiency and accuracy of those privacy-

preserving schemes become a big issue to be 

solved. In this paper, we propose an efficient 

and privacy-preserving priority classification 

scheme, named PPC, for classifying patients’ 
encrypted data at the WBAN-gateway in a 

remote eHealthcare system. Specifically, to 

reduce the system latency, we design a on-

interactive privacy-preserving priority 

classification algorithm, which allows the 

WBAN-gateway to conduct the privacy-

preserving priority classification for the received 

users’ medical packets by itself and relay these 

packets according to their priorities 

(criticalities). Detailed security analysis shows 

that the PPC scheme can achieve the priority 

classification and packets relay without 

disclosing the privacy of the users’ personal 

information and confidentiality of the healthcare 

center’s disease models. In addition, the 

extensive experiments with an android app and 

two java server programs demonstrate its 

efficiency in terms of computational costs and 

communication overheads. 

 

I. INTRODUCTION 

 

With the pervasiveness of smart phones and the 

wireless body area network (WBAN), the 

remote e Healthcare system has received 

considerable attention and become more 

popular. A variety of WBAN schemes and 

applications have been proposed [1]–[4] in 

recent years, including energy-efficient medium 

access protocol for WBAN using the listen-

before transmit manner [2], data forwarding 

framework between biosensors and the gateway 

considering the presence of body shadowing [3], 

prioritized adaptive resource allocation 

algorithm for WBAN based on patients’ medical 

situation [4]. Considering the limited resource of 

the sensors, the collected data streams cannot be 

transmitted directly to the healthcare center.  

 

                 On the other hand, the disease models 

are precious intellectual properties of the 

healthcare center. The healthcare center is not 

willing to reveal the disease models to the users 

or the WBAN-gateways. Some attackers may 

crack the users’ smart phones or the WBAN-

gateways, and steal the sensitive users’ personal 

information and the healthcare center’s 

intellectual properties. Therefore, a variety of 

privacy-preserving schemes have been proposed 

in remote e Healthcare system [5]–[8].  

 

                       However, the privacy-preserving 

healthcare schemes based on the encrypted data 

have some issues like accuracy and efficiency to 

be solved. We outline the challenges for 
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privacy-preserving remote e Healthcare system 

would face as below:  Challenges on security 

and privacy. As discussed above, all the users’ 
physiological data, personal information and the 

healthcare center’s disease models need to be 

encrypted. An attacker should not recover the 

sensitive plaintext by observing the cipher text, 

i.e., secure under cipher text-only attack. 

Moreover, it is reasonable to assume in some 

scenarios, the attacker knows some users’ 
information or some disease models. 

 

                       Even in this context, the attacker 

cannot recover other plaintext of the 

corresponding encrypted data. In other words, 

the system should be secure under know-

plaintext attack. Challenges on accuracy. To 

achieve the security requirements of the remote 

e Healthcare system, some privacy-preserving 

schemes based on the encrypted data need to 

standardize the users’ personal information and 

healthcare center’s disease model first. The 

standardization techniques may compromise the 

computational accuracy. What’s more, some 

randomization techniques like the differential 

privacy [9] add some random values to the 

computational results, which may cause medical 

disaster in some scenarios [10]. Therefore, the 

privacy preserving remote e Healthcare system 

should be accurate for medical analysis. 

Challenges on efficiency. Most of the privacy-

preserving schemes based on the encrypted data 

are involved with large computational overhead. 

Recent studies propose some privacy-preserving 

schemes with multi parties [11],which derives 

large communication cost. On the other  hand, 

the non-interactive privacy-preserving schemes 

are always associated with time-consuming 

techniques, such as fully homomorphic 

encryption [12]. Thus, the privacy-preserving 

remote e Healthcare system needs to solve the 

efficiency issues. In this paper, aiming at solving 

the above challenges, we propose an efficient 

and privacy-preserving priority classification 

(PPC) on patient health data in remote e 

Healthcare system, which allows authenticated 

users to periodically send medical packets to the 

healthcare center through WBAN gate ways.  

 

                    The WBAN-gateways relay these 

aggregated medical packets in a non-interactive 

privacy-preserving way based on the packets’ 
priorities (criticalities). The main contributions 

of this paper are as following: First, we propose 

the PPC scheme, an efficient privacy preserving 

non-interactive priority classification scheme for 

users’ medical packets in WBAN-gateways. 

Particularly, The WBAN-gateways derive the 

priorities of the medical packets and relay the 

packets in a priority heap. Second, we develop 

an android app and two java server programs to 

evaluate the performance of the PPC scheme. 

The results show that the proposed PPC scheme 

is efficient in both computational cost and 

communication overhead.  

 

II. LITERATURE SURVEY 

The system consists of an unobtrusive wireless 

body area network (WBAN) and a home health 

server. The WBAN sensors monitor user's heart 

rate and locomotive activity and periodically 

upload time-stamped information to the home 

server. The home server may integrate this 

information into a local database for user's 

inspection or it may forward the information 

further to a medical server. The prototype may 

be used for ambulatory monitoring of patients 

undergoing cardiac rehabilitation or for 

monitoring of elderly at home by informal 

caregivers 

 

A network coding scheme for practical 

implementations of wireless body area networks 

is presented, with the objective of providing 

reliability under low-energy constraints. We 

propose a simple network layer protocol for star 

networks, adapting redundancy based on both 

transmission and reception energies for data and 
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control packets, as well as channel conditions. 

Our numerical results show that even for small 

networks, the amount of energy reduction 

achievable can range from 29% to 87%, as the 

receiving energy per control packet increases 

from equal to much larger than the transmitting 

energy per data packet. The achievable gains 

increase as a) more nodes are added to the 

network, and/or b) the channels seen by different 

sensor nodes become more asymmetric. 

 

 

III.System architecture 

 
 

 

IV.PROPOSED SYSTEM 

 The system proposes the PPC scheme, 

an efficient privacy preserving non-

interactive priority classification scheme 

for users’ medical packets in WBAN-

gateways. Particularly, The WBAN-

gateways derive the priorities of the 

medical packets and relay the packets in 

a priority heap. 

 The system also develops an android 

app and two java server programs to 

evaluate the performance of the PPC 

scheme. The results show that the 

proposed PPC scheme is efficient in 

both computational cost and 

communication overhead. The security 

analysis also demonstrates that our 

proposed PPC scheme can preserve the 

privacy of the users’ personal 

information and the confidentiality of 

the healthcare center’s disease models. 

 

Advantages 

 

 To achieve the security 

requirements of the remote 

eHealthcare system, some 

privacy-preserving schemes 

based on the encrypted data 

need to standardize the 

users’ personal information 

and healthcare center’s 

disease model first. 

 The system gives privacy-

preserving schemes based 

on the encrypted data are 

involved to give more 

privacy on data. 
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Proposed architecture 

V.IMPLEMENTATION 

 Body Area Network Provider 

 

The Wireless body area network 

(WBAN) has been recognized as one of 

the promising wireless sensor 

technologies for improving healthcare 

service. This network will detect human 

diseases like sugar, BP, Heart Beat, 

temperature and send to the particular 

solution provider (emergency center, 

physician, telemedicine server and 

primary care provider) with their tags 

such as patient name, patient ID, sugar 

level, blood pressure, temperature and 

heart beat through via internet or Earth 

net or GSM. 

 

 HCC 

In this module, the HCC has to login by 

using valid user name and password. 

After login successful he can do some 

operations such as add hospitals, Sensor 

details, view emergency, view 

physician, view primary care, view 

telemedicine, view queries, view 

complains, view opinions, view patient 

details, results, change password and 

logout.  The admin can view sensor 

details with the particular patient details, 

and then server will give response to the 

admin with their tags such as patient 

name, patient number, sugar level, blood 

pressure, temperature, heartbeat, status, 

date and time. The admin can view 

emergency patient details, view the 

physician details, view the primary care 

details, view the telemedicine details, 

view query in a query status is accepted 

means solution is given to the patient 

and also admin can view the patient 

details. 

 

VI.CONCLUSIONS 

 

In this paper, we have proposed an efficient 

privacy preserving priority classification (PPC) 

scheme on patient healthcare data in remote 
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Healthcare system. The proposed PPC scheme 

achieves the priority classification and packets 

relay tasks, while preserving the privacy of the 

users and the confidentiality of the healthcare 

center’s disease models. Because it is a non-

interactive procedure, the communication cost is 

low. We have also implemented an android app 

and two java programs to demonstrate that our 

PPC scheme is efficient in computational cost 

and communication overhead. 
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