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ABSTRACT 

Internet of Things (IoTs) composed of large 

number of sensing devices with a variety of 

features applicable for various applications. In 

such scenarios, due to low data handling 

capabilities, limited storage and security aspects, 

it is quite challenging to protect networks 

against illegal information access and utilizes 

storage efficiently. Though researchers provide 

various solutions for security   and data storage, 

but a few solutions are appropriate for WSNs 

enabled IoTs. Therefore, a blockchain-based 

decentralized framework integrated with 

authentication and privacy preserving schemes is 

developed for the secure communication in 

wireless sensor networks (WSNs) enabled IoTs. 

Registration, certification and revocation process 

are employed for the communication with sensor 

nodes and Base Station (BS) in a cloud 

computing environment. In this scheme cluster 

heads forward the collected information to the 

BS. Consequently, BS records all the key 

parameters on the distributed blockchain and 

large data is forwarded to clouds for the storage. 

The revoked certificates of all malicious nodes 

are eliminated from blockchain by BS. The 

performance of the proposed scheme is 

scrutinized in terms of detection accuracy, 

certification delay, computational, and 

communicational overheads.  The simulated 

results, comparative analysis and security 

validation supports the superiority of the 

proposed solution over the existing approaches. 

 

I. INTRODUCTION: 

In current era, Internet of Things (IoTs) is one of 

the most popular, useful and dominant 

technologies in wireless communication and 

information processing [1]. IoTs is the 

formulation of ‘things’ that are distinguishable, 

understandable, manageable, and can be located 

with the help of the internet. In today’s life, 

almost all things in IoT can be connected with 

internet owing to its communicational and 

computational capabilities, hence various more 

appropriate and suitable applications can also be 

realized [2]. Several sensor nodes are 

collectively deployed for monitoring, sensing 

and also for the automation purpose in IoT. The 

collection of these nodes are generally known as 

Wireless Sensor Networks (WSNs) and forms an 

inseparable part of IoT [3] as this technology 

can sense and monitor any physical 

things/activities within a particular environment. 

 

The aforementioned sensor nodes, also known as 

‘motes’, are cheap, tiny and are connected 

internally and distributed in specific areas [4]. 

These sensor nodes combine multi-features of 

sensing, computing and communication through 

wireless medium and hence in WSNs, physical 

phenomena are monitored and sensed in real 

time. Although, WSNs operation is applications 

specific in terms of the area of interest and way 

of deployment, but the final aim is monitoring, 

sensing, broadcasting and the processing of the 

collected information [5] [6]. However, the 

amount of information is huge with an 

extraordinary rate and that need to be addressed 
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in the current technological world. As known, 

WSNs are used in a variety of applications such 

as military, industry, smart home, healthcare, 

surveillance, habitat monitoring and agriculture 

to name a few. [7] [8]. Sensor nodes, the 

backbone of WSN, have limited resources such 

as energy, computational capability, storage, and 

communication bandwidth. So, when the 

demands of WSNs are gradually increases in 

IoT, more challenges are getting unearthed for 

the efficient use of it. Moreover, security is 

another most important concern in WSN enabled 

IoT. If an adversary attacks the network and 

deliberately compromised the nodes, the 

network security becomes a threat. 

Therefore, it is required for WSNs to distinguish 

and eliminate malicious nodes from the network 

before becoming an active member in the IoT 

infrastructure. A. Summary of contribution 

Limited storage of sensor nodes, is an important 

research field and hence an effective and 

efficient storage of data is concern in WSNs 

when employed with IoT. Also, security is 

another most important concern in WSN enabled 

IoT. To address the above-mentioned issues of 

WSN in IoT, blockchain technology and cloud 

storage are incorporated for privacy preserving, 

authentication and storage. Blockchain-based 

solution integrates the authentication schemes 

with cloud storage for secure communication to 

WSNs, while the cloud storage itself 

disseminates the all storage limitation of sensor 

nodes. The main contributions of the proposed 

scheme are: 1) A block chain-based solution for 

privacy preserving and  authentication with 

cloud storage, 2) Base station provides 

certification to all sensor nodes, 3) Certification 

key of all nodes are stored in Untamperable Key 

Mechanism 4) Large amount of sensed 

information are stored in clouds.  

II. EXISTING SYSTEM: 

However, before discussing the proposed 

network model and results obtained, recent 

literatures related to WSNs based IoT with 

blockchain technology are reviewed briefly for 

the data storage, authentication and security. The 

large amount data produced by IoT devices 

needs to be stored efficiently so that it can be 

easily retrieved on demand for real time usage. 

Various challenges during IoT-based data 

storage in cloud computing have been discussed 

[9]. Cloud computing based data storage has 

optimized using hash values which ensure data 

storage distribution optimization in IoTs [10]. 

Another energy-efficient framework has 

introduced using fog computing for IoT big data 

solution in healthcare. The data can be 

accessible in real time with low latency and 

delay [11]. Another novel approach has been 

identified for efficient data management for IoT 

devices. 

 The performance of the scheme has 

evaluated in terms of recover-ability and 

survivability which provide robustness 

against failure of network within area of 

interest [12]. Distributed cloud-IoT 

based solution has involved for 

optimizing the data among fog 

nodes/miniclouds within the edge 

devices. The proposed scheme offers 

promising results in terms of latency and 

energy consumption by proper traffic 

aggregation and processing [13]. The 

concept of integration of edge 

computing with sensor nodes has 

adopted for processing of data locally by 

compressing the data quickly. 

 The integrated scheme provides 

effective results which minimize 

communication overheads by handling 

various monitoring, reconfiguration, and 

data adaption actions [14]. A secure data 

management and deletion scheme has 

been introduced using key derivation 

encryption and data analysis to handle 

personal information of IoT devices. 

The sensitive user’s information is 
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encrypted using derivation key  

algorithm which ensures the privacy of 

data with reducing the page transfer 

overheads optimally [15]. Various 

authentication schemes have been 

recently developed by different 

researchers can be seen elsewhere [16] 

[17] [18]. A mutual authentication, 

agreement and random node join based 

smart card authentication for WSNs was 

developed with particular emphasis on 

the efficiency of authentication [19]. 

Another, user efficient authentication 

method has been introduced without 

using smart card which provided 

security against insider attack, theft 

attack and session recovery attack in any 

WSNs [20]. Further, to improve the 

functionality, a three-factor based 

authentication method has been 

introduced and that accomplish more 

privacy and authentication in a 

particular WSNs. 

 Automated Validation of Internet 

Security Protocols and Applications 

(AVISPA) was  the next noticeable 

effort and that utilized formal security 

verification [21]. Another variation of 

mutual authentication based scheme 

used biological information and utilized 

it with  hash and XOR computations 

which offered sufficient password 

verification [22]. In the category of user 

efficient authentication a multi-gateway 

WSN has been recently developed to 

accomplish enhanced security. In this 

exotic approach, the features of most 

popular schemes, like, password 

authentication and biometric 

authenticator are combined to achieve 

on the desired security. Also, this 

concept of bio-hashing has been further 

improved to eradicate the false accept 

rates without enhancing the false 

rejection rate efficiently [23]. 

Disadvantages: 

o In the existing work, the system 

cannot resist number of attacks 

due to post methods used. 

o This system is less performance 

in which an adversary may deny 

the contribution of transmitted 

and received messages or 

packets to produce confusion 

for trusted authority. 

 

III. PROPOSED SYSTEM: 

 The proposed scheme is developed to 

address security concern using 

centralized database. Two types of 

sensor nodes are utilized in the proposed 

scheme such as regular sensor nodes 

RSN and cluster head sensor nodes 

CHSN. RSN are  resource constrained in 

terms of energy, storage and processing 

capability. These sensor nodes sense 

phenomena happen surround and 

forward the gathered information to 

CHSN. CHSN is responsible for 

gathering information from RSN and 

forward information to Base station act 

as a Trusted Authority BTA. BTA is 

responsible for certification of all sensor 

nodes. Initially, the legitimacy of sensor 

nodes is granted by BTA before joining 

the network. Sensor nodes gets the 

authentication information and different 

parameters from BTA. Further, the  

sensor RSN forwards sensed 

information to CHSN. Further, the 

information is forwarded by CHSN 

towards BTA through wireless medium, 

therefore it is very easy for attackers to 

stole and forge the data such as location, 

speed, identity and sensed information 

during transmission. Hence, block chain 
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based privacy-preserving scheme is 

proposed to mitigate such problems. 

 The proposed scheme is completed into 

various steps such as initialization 

phase, Registration phase, sensor node 

authentication phase, message signing 

and verification phase, key update phase 

and revocation phase and tracing phase. 

Initially, all the parameters required for 

all phases are computed by BTA. After 

that, all regular sensor nodes can 

initialize process by providing their 

information (like location, speed, 

identity, residual energy and sensed 

information) to CHSN. Further, CHSN 

broadcasts all information including its 

own information towards BTA. After 

collecting the information from CHSN, 

BTA utilizes that information to 

construct a Untamperable Key 

Mechanism (UKM) and then allocates 

the UKM to all CHSN. Then, CHSN 

stored UKM and further keys are 

distributed among regular senor nodes. 

Advantages: 

 A block chain-based solution for privacy 

preserving and authentication with cloud 

storage, 

 Base station provides certification to all 

sensor nodes, 

 Certification key of all nodes are stored 

in Untamperable Key Mechanism 

 Large amount of sensed information are 

stored in clouds. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

IV. SYSTEM ARCHITECTURE: 

 
 

 

 

V. MODULES: 

 Data Owner: 

In this module, the Data Owner will 

browse the data file and then send to the 

particular Nodes. Data Owner will send 

their data file to router and router will 

connect to clusters, in a cluster highest 

energy sensor node will be activated and 

send to particular Nodes (A, B, C…). 
And if any attacker will change the 

energy of the particular sensor node, 

then Data Owner will reassign the 

energy for sensor node. 
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 Cloud Network 

The Cloud Network manages a multiple 

clusters (cluster1, cluster2, cluster3, and 

cluster4) to provide data storage service. 

In cluster n-number of nodes (n1, n2, 

n3, n4…) are present, and in a cluster 
the sensor node which have more energy 

considered as a cluster head and it will 

communicate first. In a router Data 

Owner can view the node details, view 

routing path, view time delay and view 

attackers. Router will accept the file 

from the Data Owner, the cluster head 

will select first and it size will reduced 

according to the file size, then next time 

when we send the file, the other node 

will be cluster head. Similarly, the 

cluster head will select different node 

based on highest energy. The time delay 

will be calculated based on the routing 

delay. 

 Cluster as Block Chain 

In cluster n-number nodes are present 

and the clusters are communicates with 

every clusters (cluster1, cluster2, 

cluster3 and cluster4).In a cluster the 

sensor node which have more energy 

considered as a cluster head. The Data 

Owner will assign the energy for each & 

every node. The Data Owner will upload 

the data file to the router; in a router 

clusters are activated and the cluster-

based networks, to select the highest 

energy sensor nodes, and send to 

particular Nodess. 

 Nodes (End User ) 

In this module, the Nodes can receive 

the data file from the Data Owner via 

router. The Nodes receive the file by 

without changing the File Contents. 

Users may receive particular data files 

within the network only. 

 Attacker 

Attacker is one who is injecting the fake 

energy to the corresponding sensor 

nodes. The attacker decries the energy to 

the particular sensor node. After 

attacking the nodes, energy will be 

changed in a router. 

 

VI. CONCLUSION: 

 

A privacy-preserving authentication scheme 

based on block chain with cloud data storage 

was accomplished effectively for the WSN 

enabled IoTs. Initially, the process of 

registration and certification for all sensor nodes 

was performed by BS. After completing the 

certification process, all the key parameters were 

stored in Untamperable Key Mechanism (UKM) 

controlled by the cluster heads. Further, the 

cluster heads broadcast the collected information 

from its members to BS and the information is 

then separated into two parts, i) key parameters 

and ii) sensed information. The large amount 

these sensed data was then shared with cloud for 

more reliable and efficient storage. The key 

parameters were further recorded on emerging 

block chain technology to improve the 

immutability and transparency of the obtained 

data. The certification revocation process 

successfully eliminated malfunctioning sensor 

nodes. The proposed scheme accomplished 

better results in terms of detection accuracy, 

certification delay and computational overheads. 

The  simulated results and comparative analysis 

demonstrate that the proposed algorithm 

achieves 19:33% better results in terms of 

average of detection accuracy. Sharing large 

amount of information into cloud storage 

ensured reliability and effectiveness of the 

proposed scheme. In future, we shall try to 

optimize the data management and resources of 

the framework for effective results. 
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