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ABSTRACT 

  With the advent of cloud computing, 

more and more people tend to outsource their 

data to the cloud. As fundamental data 

utilization, secure keyword search over 

encrypted cloud data has attracted the interest of 

many researchers recently. However, most of 

existing researches are based on an ideal 

assumption that the cloud server is “curious but 

honest”, where the search results are not 

verified. In this paper, we consider a more 

challenging model, where the cloud server 

would probably behave dishonestly. Based on 

this model, we explore the problem of result 

verification for the secure ranked keyword 

search. Different from previous data verification 

schemes, we propose a novel deterrent-based 

scheme. With our carefully devised verification 

data, the cloud server cannot know which data 

owners, or how many data owners exchange 

anchor data which will be used for verifying the 

cloud server’s misbehavior. With our 

systematically designed verification 

construction, the cloud server cannot know 

which data owners’ data are embedded in the 

verification data buffer, or how many data 

owners’ verification data are actually used for 

verification. All the cloud server knows is that, 

once he behaves dishonestly, he would be 

discovered with a high probability, and punished 

seriously once discovered. Furthermore, we 

propose to optimize the value of parameters used 

in the construction of the secret verification data 

buffer. Finally, with thorough analysis and 

extensive experiments, we confirm the efficacy 

and efficiency of our proposed schemes. 

I. INTRODUCTION 

With the advent of cloud computing, more and 

more people tend to outsource their data to the 

cloud. Cloud computing provides tremendous 

benefits including easy access, decreased costs, 

quick deployment, and flexible resource 

management [1], [2]. Enterprises of all sizes can 

leverage the cloud to increase innovation and 

collaboration. 

Although cloud computing brings a lot of 

benefits, for privacy concerns, individuals and 

enterprise users are reluctant to outsource their 

sensitive data, including private photos, personal 

health records, and commercial confidential 

documents, to the cloud. Because once sensitive 

data are outsourced to a remote cloud, the 

corresponding data owner directly loses control 

of these data. The Apple’s iCloud leakage of 

celebrity photo in 2014 [3] has furthered our 

concern regarding the cloud’s data security. 

Encryption on sensitive data before outsourcing 

is an alternative way to preserve data privacy 

against adversaries. However, data encryption 

becomes an obstacle to the utilization of 

traditional applications,e.g., plaintext based 

keyword search. 

To achieve efficient data retrieval from 

encrypted data, many researchers have recently 

Journal of Engineering Sciences Vol 13 Issue 07,2022, ISSN:0377-9254

www.jespublication.com Page 1130



put efforts on secure keyword search over 

encrypted data [4], [5], [6], [7],[8], [9], [10], 

[11], [12], [13], [14], [15], [16], [17], [18]. 

However, all these schemes are based on the 

ideal assumption that the cloud server is 

“curious but honest”. Unfortunately, in practical 

applications, the cloud server may be 

compromised and behave dishonestly [19], [20]. 

A compromised cloud server would return false 

search results to data users for various reasons: 

1) The cloud server may return forged search 

results. For example, the cloud may rank an 

advertisement higher than others, since the cloud 

can profit from it, or the cloud would return 

random large files to earn money, since the 

cloud adopts the ‘pay as you consume’ model. 

2) The cloud server may return incomplete 

search results in peak hours to avoid suffering 

from performance bottlenecks. There are some 

researches that focus on search results 

verification [21], [22], [23], [24], [25], [26], 

[27], [28], [29]. However, these methods cannot 

be applied to verify the top-k ranked search 

results in the cloud computing environment, 

where numerous data owners are involved.  

We illustrate the reason from two aspects. 

1) Existing schemes share a common 

assumption, i.e., data owners foresee the order of 

search results. However, in practical 

applications, numerous data owners are 

involved; each data owner only knows its own 

partial order.Without knowing the total order, 

these data owners cannot use the conventional 

schemes to verify the search results. 

2) For a top-k ranked keyword search (e.g., k = 

10), only a few data owners will have satisfied 

files in the search results. Traditional methods 

need to return a lot of data to verify whether the 

huge amount of absent data owners have 

satisfied search results. However, the top-k 

ranked keyword search is, to some extent, 

proposed to save communication cost; returning 

too much verification data would make the top-k 

ranked search meaningless. Additionally, in the 

‘pay as you consume’ cloud computing 

environment, returning too much data would 

cause considerable expenses for data users, 

which would make the cloud computing lose its 

attractiveness. 

In this paper, we consider a more challenging 

model, where multiple data owners are involved, 

and the cloud server would probably behave 

dishonestly. Based on this model, we explore the 

problem of result verification for the secure 

ranked keyword search. Different from previous 

data verification schemes, we propose a novel 

deterrent-based scheme. With our carefully 

devised verification data, the cloud server cannot 

know which data owners, or how many data 

owners exchange anchor data which will be used 

for verifying the cloud server’s misbehavior. 

With our systematically designed verification 

construction, the cloud server cannot know 

which data owners’ data are embedded in the 

verification data buffer, or how many data 

owners’ verification data are actually used for 

verification. All the cloud server knows is that, 

once he behaves dishonestly, he would be 

discovered with a high probability, and punished 

seriously once discovered. Additionally, when 

any suspicious action is detected, data owners 

can dynamically update the verification data 

stored on the cloud server. Furthermore, we 

propose to optimize the value of parameters used 

in the construction of the secret verification data 

buffer. Finally, with thorough analysis and 

extensive experiments, 

we confirm the efficacy and efficiency of our 

proposed schemes. 

The main contributions of this paper are: 

We formalize the ranked keyword search result 

verification problem where multiple data owners 
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are involved and the cloud server would 

probably behave dishonestly. 

We propose a novel secure and efficient 

deterrentbased verification scheme for secure 

ranked keyword search. 

We propose to optimize the value of parameters 

used in the construction of verification data 

buffer. 

We give a thorough analysis and conduct 

extensive performance experiments to show the 

efficacy and efficiency of our proposed scheme. 

The rest of this paper is organized as follows. 

Section 2 reviews the related works. Section 3 

formulates the problem and introduces notations 

used in later discussions. Section 4 describes the 

preliminary techniques that will be used in this 

paper. In Section 5, we illustrate how to 

efficiently and securely verify the ranked search 

results. In Section 6, we show how to optimize 

the value of parameters. In Sections 7 and 8, we 

present analysis and performance evaluation for 

our proposed schemes, respectively. 

II. EXISTING SYSTEM 

          However, most of existing researches are 

based on an ideal assumption that the cloud 

server is “curious but honest”, where the search 

results are not verified. In this paper, we 

consider a more challenging model, where the 

cloud server would probably behave dishonestly. 

Based on this model, we explore the problem of 

result verification for the secure ranked keyword 

search. Different from previous data verification 

schemes, we propose a novel deterrent-based 

scheme. With our carefully devised verification 

data, the cloud server cannot know which data 

owners, or how many data owners exchange 

anchor data which will be used for verifying the 

cloud server’s misbehavior. 

 

III. PROPOSED SYSTEM 

 Furthermore, we propose to optimize the 

value of parameters used in the construction of 

the secret verification data buffer. Finally, with 

thorough analysis and extensive experiments, we 

confirm the efficacy and efficiency of our 

proposed schemes. 

1. Proposed to save communication cost;  

    Returning too much verification data would 

make the top-k ranked search meaningless. 

Additionally, in the ‘pay as you consume’ cloud 

computing environment, returning too much 

data would cause considerable expenses for data 

users, which would make the cloud computing 

lose its attractiveness. 

2. The main contributions of this paper are:  

    We formalize the ranked keyword search 

result verification problem where multiple data 

owners are involved and the cloud server would 

probably behave dishonestly. We propose a 

novel secure and efficient deterrentbased 

verification scheme for secure ranked keyword 

search. We propose to optimize the value of 

parameters used in the construction of 

verification data buffer. We give a thorough 

analysis and conduct extensive performance 

experiments to show the efficacy and efficiency 

of our proposed scheme. 

IV. SYSTEM ARCHITECTURE 
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V. IMPLEMENTATION MODULES 

 Secure Keyword Search in Cloud 

Computing. 

 Verifying Ranked Top-k Search Results 

 Privacy Preserving Ranked Keyword 

Search Among Multiple Data Owners. 

 Assembling the verification data. 

 Returning verification data 

MODULE DESCRIPTION 

Secure Keyword Search in Cloud 

Computing: 

Recently, there have been a lot of research 

works concerned with secure keyword search in 

cloud computing. The first securely ranked 

keyword search over encrypted data was 

proposed by Wang et al.. Cao et al. and Wen et 

al.  further strengthening the ranked keyword 

search and constructing schemes for 

privacypreserving multi-keyword ranked search. 

In, Xu et al. proposed a multi-keyword ranked 

query scheme on encrypted data, which enables 

a dynamic keyword dictionary and avoids the 

problem in which the rank order is perturbed by 

several high frequency keywords. Based on 

information retrieval systems and cryptography 

approaches, Ibrahim et al.  proposed a ranked 

searchable encryption scheme of multi-keyword 

search over a cloud server. Hore et al. further 

proposed using a set of colors to encode the 

presence of the keywords and creating an index 

to accelerate the search process. 

Verifying Ranked Top-K Search Results  

The basic idea of our deterrent based verification 

scheme is elaborated as follows: We can 

consider the dishonest cloud server as a suspect, 

the data user as a police chief, and each 

verification data as a policeman, who masters 

part of the suspect’s actions. Intuitively, the 

police chief can gather all the policemen to 

verify whether the suspect commits a crime. 

However, this will cause a lot of manpower, 

financial and time waste. To overcome this 

problem, each time the suspect takes an action, 

the police chief only inquires a few policemen to 

verify whether the suspect commits a crime. 

During the process, the police chief ensures that 

the suspect does not know which policemen 

know his action, and which policemen are 

inquired by the police chief. What the suspect 

knows is that, once he behaves dishonestly, he 

will be discovered with high probability, and 

punished seriously once discovered. By doing 

this, we can deter the suspect not to behave 

dishonestly.  

Privacy Preserving Ranked Keyword Search 

Among Multiple Data Owners: 

In our previous work , we introduce how 

to achieve ranked and privacy-preserving 

keyword search among multiple data owners. 

First of all, we systematically construct 

protocols on how to encrypt keywords for data 

owners, how to generate trapdoors for data 

users, and how to perform blind searching for 

the cloud server. As a result, different data 

owners use their own secret keys to encrypt their 

files and keywords. Authorized data users can 

issue queries without knowing secret keys of 

these data owners. Then an Additive Order 

Preserving Function family is proposed, which 

enables different data owners to encode their 

relevance scores with different secret keys, and 

helps cloud server return the top-k relevant 

search results to data users without revealing any 

sensitive information. In this paper, we adopt 

this ranked and privacy preserving keyword 

search scheme to return the top-k search results. 

Our goal is to systematically construct schemes 

that can verify whether the returned top-k search 

results are correct. 
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Assembling the verification data: 

When an authorized data user wants to verify the 

search results, he specifies a set of data owners 

whose verification data need to be returned to 

help verification. The data user can achieve this 

goal by simply setting an ID set of his desired 

data owners. However, the ID set should not be 

exposed to the cloud server. The fundamental 

reason is illustrated as follows: if the cloud 

server knows which data owners’ data are 

frequently verified, he can deduce that these data 

owners’ data are very useful or sensitive, 

therefore, these data owners’ data would easily 

become attackers’ targets. On the other hand, if 

the cloud server knows which data owners’ data 

are rarely verified, the cloud server will 

maliciously filter out or delete these data 

owners’ data as search results. To prevent the 

cloud server from knowing which data owners’ 
data are actually returned, we propose to 

construct a secret verification request which is 

illustrated as follows: First, the data user 

enlarges the ID set of verification by inserting 

random IDs. Assume a data user wants to get 

Oi’s verification data, he can add other n−1 data 
owners’ ID in the set (we can adopt encryption 

or obfuscation to hide the true ID, for easy 

description, we simply demonstrate with ID 

hereafter). Second, the data user attaches a data 

0 or 1 to each ID. Here, if the data user wants to 

return a data owner’s verification data, then he 

attaches 1 to the corresponding ID, otherwise, 0 

is attached. Third, the data user encrypts the 

attached 0 or 1 with the Paillier encryption 

Returning verification data: 

When the data user gets some data owners’ 
verification data, he can further recover all the 

sampled data and anchor data. The data user will 

use them to verify whether the returned results 

are correct. The verification is done in two steps: 

first, the data user verifies whether the data from 

a specific data owner is correct. If the search 

results pass the first verification, the verification 

process turns to the second step, i.e., with the 

help of anchor data, the data user verifies 

whether the search results from different data 

owners are correct. After verification, the data 

user can detect the cloud server’s misbehavior 

with a high probability. In Section , we will give 

an analysis of the detection probability 

VI. CONCLUSION 

In this paper, we explore the problem of 

verification for the secure ranked keyword 

search, under the model where cloud servers 

would probably behave dishonestly. Different 

from previous data verification schemes, we 

propose a novel deterrent-based scheme. During 

the whole process of verification, the cloud 

server is not clear of which data owners, or how 

many data owners exchange anchor data used 

for verification, he also does not know which 

data owners’ data are embedded in the 

verification data buffer or how many data 

owners’ verification data are actually used for 

verification. All the cloud server knows is that, 

once he behaves dishonestly, he would be 

discovered with a high probability, and punished 

seriously once discovered. Additionally, when 

any suspicious action is detected, data owners 

can dynamically update the verification data 

stored on the cloud server. Furthermore, our 

proposed scheme allows the data users to control 

the communication cost for the verification 

according to their preferences, which is 

especially important for the resource limited 

data users. Finally, with thorough analysis and 

extensive experiments, we confirm the efficacy 

and efficiency of our proposed schemes. 
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