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ABSTRACT The use of cloud computing has 

increased rapidly in many organizations. Cloud 

computing provides many benefits in terms of 

low cost and accessibility of data. Ensuring the 

security of cloud computing is a major factor in 

the cloud computing environment, as users often 

store sensitive information with cloud storage 

providers but these providers may be untrusted. 

Dealing with “single cloud” providers is 

predicted to become less popular with customers 

due to risks of service availability failure and the 

possibility of malicious insiders in the single 

cloud. A movement towards “multi-clouds”, or 

in other words, “interclouds” or “cloud-of-

clouds” has emerged recently. This paper 

surveys recent research related to single and 

multi-cloud security and addresses possible 

solutions. It is found that the research into the 

use of multi-cloud providers to maintain security 

has received less attention from the research 

community than has the use of single clouds. 

This work aims to promote the use of multi-

clouds due to its ability to reduce security risks 

that affect the cloud computing user. General 

Terms Security Keywords Cloud computing, 

single cloud, multi-clouds, cloud storage, data 

integrity, data intrusion, service availability. 

 

I.INTRODUCTION  

         The use of cloud computing has increased 

rapidly in many organizations. Subashini and 

Kavitha [49] argue that small and medium 

companies use cloud computing services for 

various reasons, including because these 

services provide fast access to their applications 

and reduce their infrastructure costs. 

Cloud providers should address privacy and 

security issues as a matter of high and urgent 

priority. Dealing with “single cloud” providers is 

becoming less popular with customers due to 

potential problems such as service availability 

failure and the possibility that there are 

malicious insiders in the single cloud. In recent 

years, there has been a move towards 

“multiclouds”, “intercloud” or “cloud-of-

clouds”. This paper focuses on the issues related 

to the data security aspect of cloud computing. 

As data and information will be shared with a 

third party, cloud computing users want to avoid 

an untrusted cloud provider. Protecting private 

and important information, such as credit card 

details or a patient’s medical records from 

attackers or malicious insiders is of critical 

importance. In addition, the potential for 

migration from a single cloud to a multi-cloud 

environment is examined and research related to 

security issues in single and multi-clouds in 

cloud computing are surveyed. The remainder of 

this paper is organized as follows. Section 2 

describes the beginning of cloud computing and 

its components. In addition, it presents examples 

of cloud providers and the benefits of using their 

services. Section 3 discusses security risks in 

cloud computing. Section 4 analyses the new 

generation of cloud computing, that is, multi-

clouds and recent solutions to address the 

security of cloud computing, as well as 

examining their limitations. Section 5 presents 

suggestions for future work. Section 6 will 

conclude the paper. 
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II.EXISTING SYSTEM 

Cloud providers should address privacy and 

security issues as a matter of high and urgent 

priority. Dealing with “single cloud” providers is 

becoming less popular with customers due to 

potential problems such as service availability 

failure and the possibility that there are 

malicious insiders in the single cloud. In recent 

years, there has been a move towards “multi-

clouds”, “inter-cloud” or “cloud-of-clouds”. 
 

DISADVANTAGES OF EXISTING 

SYSTEM 

1. Cloud providers should address privacy and 

security issues as a matter of high and urgent 

priority. 

2. Dealing with “single cloud” providers is 

becoming less popular with customers due to 

potential problems such as service availability 

failure and the possibility that there are 

malicious insiders in the single cloud. 

 

III.PROPOSED SYSTEM 

This paper focuses on the issues related to the 

data security aspect of cloud computing. As data 

and information will be shared with a third 

party, cloud computing users want to avoid an 

un-trusted cloud provider. Protecting private and 

important information, such as credit card details 

or a patient’s medical records from attackers or 

malicious insiders is of critical importance. In 

addition, the potential for migration from a 

single cloud to a multi-cloud environment is 

examined and research related to security issues 

in single and multi-clouds in cloud computing is 

surveyed. 

ADVANTAGES OF PROPOSED SYSTEM 

1. Data Integrity 

2. Service Availability. 

3. The user runs custom applications using the 

service provider’s resources 

4. Cloud service providers should ensure the 

security of their customers’ data and should be 

responsible if any security risk affects their 

customers’ service infrastructure. 

 

IV.SYSTEM ARCHITECTURE 

 

 
 

V.IMPLEMENTATION 

MODULES 

1. Data Integrity 

2. Data Intrusion 

3. Service Availability 

4. DepSKy System Model 

 

MODULE DESCRIPTION 

Data Integrity: 

One of the most important issues related to 

cloud security risks is data integrity. The data 

stored in the cloud may suffer from damage 

during transition operations from or to the cloud 

storage provider. Cachinet al. give examples of 

the risk of attacks from both inside and outside 

the cloud provider, such as the recently attacked 

Red Hat Linux’s distribution servers. 

One of the solutions that they propose is to use a 

Byzantine fault-tolerant replication protocol 

within the cloud. Hendricks et al. State that this 

solution can avoid data corruption caused by 

some components in the cloud. However, 

Cachinet al. Claim that using the Byzantine fault 

tolerant replication protocol within the cloud is 

unsuitable due to the fact that the servers 

belonging to cloud providers use the same 

system installations and are physically located in 

the same place. 

Data Intrusion: 

According to Garfinkel, another security risk 

that may occur with a cloud provider, such as 
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the Amazon cloud service, is a hacked password 

or data intrusion. If someone gains access to an 

Amazon account password, they will be able to 

access all of the account’s instances and 

resources. Thus the stolen password allows the 

hacker to erase all the information inside any 

virtual machine instance for the stolen user 

account, modify it, or even disable its services. 

Furthermore, there is a possibility for the user’s 

email(Amazon user name) to be hacked (see for 

a discussion of the potential risks of email), and 

since Amazon allows a lost password to be reset 

by email, the hacker may still be able to log in to 

the account after receiving the new reset 

password. 

Service Availability: 

Another major concern in cloud services is 

service availability. Amazon mentions in its 

licensing agreement that it is possible that the 

service might be unavailable from time to time. 

The user’s web service may terminate for any 

reason at any time if any user’s files break the 

cloud storage policy. In addition, if any damage 

occurs to any Amazon web service and the 

service fails, in this case there will be no charge 

to the Amazon Company for this failure. 

Companies seeking to protect services from such 

failure need measures such as backups or use of 

multiple providers. 

DepSKy System Model: 

The DepSky system model contains three parts: 

readers, writers, and four cloud storage 

providers, where readers and writers are the 

client’s tasks. Bessani et al. explain the 

difference between readers and writers for cloud 

storage. Readers can fail arbitrarily (for 

example, they can fail by crashing, they can fail 

from time to time and then display any behavior) 

whereas, writers only fail by crashing. 

 

VI.CONCLUSION 

 It is clear that although the use of cloud 

computing has rapidly increased, cloud 

computing security is still considered the major 

issue in the cloud computing environment. 

Customers do not want to lose their private 

information as a result of malicious insiders in 

the cloud. In addition, the loss of service 

availability has caused many problems for a 

large number of customers recently. 

Furthermore, data intrusion leads to many 

problems for the users of cloud computing. The 

purpose of this work is to survey the recent 

research on single clouds and multi-clouds to 

address the security risks and solutions. We have 

found that much research has been done to 

ensure the security of the single cloud and cloud 

storage whereas multiclouds have received less 

attention in the area of security. We support the 

migration to multi-clouds due to its ability to 

decrease security risks that affect the cloud 

computing user. 
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