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ABSTRACT 

       With the rapid development of cloud 

storage, an increasing number of data owners 

prefer to outsource their data to the cloud server, 

which can greatly reduce the local storage 

overhead. Because different cloud service 

providers offer distinct quality of data storage 

service, e.g., security, reliability, access speed 

and prices, cloud data transfer has become a 

fundamental requirement of the data owner to 

change the cloud service providers. Hence, how 

to securely migrate the data from one cloud to 

another and permanently delete the transferred 

data from the original cloud becomes a primary 

concern of data owners. To solve this problem, 

we construct a new counting Bloom filter-based 

scheme in this paper. The proposed scheme not 

only can achieve secure data transfer but also 

can realize permanent data deletion. 

Additionally, the proposed scheme can satisfy 

the public verifiability without requiring any 

trusted third party. Finally, we also develop a 

simulation implementation that demonstrates the 

practicality and efficiency of our proposal. 

 

I. INTRODUCTION 

          Cloud computing, an emerging and very 

promising computing paradigm, connects large-

scale distributed storage resources, computing 

resources and network bandwidths together[1,2]. 

By using these resources, it can provide tenants 

with plenty of high-quality cloud services. Due 

to the attractive advantages, the services 

(especially cloud storage service) have been 

widely applied[3,4], by which the resource-

constraint data owners can outsource their data 

to the cloud server, which can greatly reduce the 

data owners’ local storage overhead[5,6]. 

According to the report of Cisco[7], the number 

of Internet consumers will reach about 3.6 

billion in 2019, and about 55 percent of them 

will employ cloud storage service. Because of 

the promising market prospect, an increasing 

number of companies (e.g., Microsoft, Amazon, 

Alibaba) offer data owners cloud storage service 

with different prices, security, access speed, etc. 

To enjoy more suitable cloud storage service, 

the data owners might change the cloud storage 

service providers. Hence, they might migrate 

their outsourced data from one cloud to another, 

and then delete the transferred data from the 

original cloud. According to Cisco[7], the cloud 

traffic is expected to be 95% of the total traffic 

by the end of 2021, and almost 14% of the total 

cloud traffic will be the traffic between different 

cloud data centers. Foreseeably, the outsourced 

data transfer will become a fundamental 

requirement from the data owners’ point of 

view. 

To realize secure data migration, an outsourced 

data transfer app, Cloudsfer[8], has been 

designed utilizing cryptographic algorithm to 

prevent the data from privacy disclosure in the 

transfer phase. But there are still some security 

problems in processing the cloud data migration 

and deletion. Firstly, for saving network 

bandwidth, the cloud server might merely 

migrate part of the data, or even deliver some 

unrelated data to cheat the data owner[9]. 

Secondly, because of the network instability, 

some data blocks may lose during the transfer 
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process. Meanwhile, the adversary may destroy 

the transferred data blocks[10]. Hence, the 

transferred data may be polluted during the 

migration process. Last but not least, the original 

cloud server might maliciously reserve the 

transferred data for digging the implicit 

benefits[11]. The data reservation is unexpected 

from the data owners’ point of view. In short, 

the cloud storage service is economically 

attractive, but it inevitably suffers from some 

serious security challenges, specifically for the 

secure data transfer, integrity verification, 

verifiable deletion. These challenges, if not 

solved suitably, might prevent the public from 

accepting and employing cloud storage 

service. 

Contributions In this work, we study the 

problems of secure data transfer and deletion in 

cloud storage, and focus on realizing the public 

verifiability. Then we propose a counting Bloom 

filter-based scheme, which not only can realize 

provable data transfer between two different 

clouds but also can achieve publicly verifiable 

data deletion. If the original cloud server does 

not migrate or remove the data honestly, the 

verifier (the data owner and the target cloud 

server) can detect these malicious operations by 

verifying the returned transfer and deletion 

evidences. Moreover, our proposed scheme does 

not need any Trusted third party (TTP), which is 

different from the existing solutions. 

Furthermore, we prove that our new proposal 

can satisfy the desired design goals through 

security analysis. Finally, the simulation 

experiments show that our new proposal is 

efficient and practical. 

 

II. EXISTING SYSTEM 

 Xue et al.[19] studied the goal of secure 

data deletion, and put forward a key-

policy attribute based encryption 

scheme, which can achieve data fine 

grained access control and assured 

deletion. They reach data deletion by 

removing the attribute and use Merkle 

hash tree (MHT) to achieve verifiability, 

but their scheme requires a trusted 

authority. 

 Du et al.[20] designed a scheme called 

Associated deletion scheme for multi-

copy (ADM), which uses pre-deleting 

sequence and MHT to achieve data 

integrity verification and provable 

deletion. However, their scheme also 

requires a TTP to manage the data keys. 

In 2018, Yang et al.[21] presented a 

Blockchain-based cloud data deletion 

scheme, in which the cloud executes 

deletion operation and publishes the 

corresponding deletion evidence on 

Blockchain. Then any verifier can check 

the deletion result by verifying the 

deletion proof. Besides, they solve the 

bottleneck of requiring a TTP. Although 

these schemes all can achieve verifiable 

data deletion, they cannot realize secure 

data transfer. 

Disadvantages 

 In the existing work, the system does 

not provide Data integrity proof. 

 This system is less performance due to 

lack of  strong encryption techniques. 

 

III. PROPOSED SYSTEM 

 In the proposed work, the system studies 

the problems of secure data transfer and 

deletion in cloud storage, and focus on 

realizing the public verifiability. Then 

the system proposes a counting Bloom 

filter-based scheme, which not only can 

realize provable data transfer between 

two different clouds but also can 

achieve publicly verifiable data deletion. 

If the original cloud server does not 

migrate or remove the data honestly, the 

verifier (the data owner and the target 

cloud server) can detect these malicious 
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operations by verifying the returned 

transfer and deletion evidences.  

 Moreover, our proposed scheme does 

not need any Trusted third party (TTP), 

which is different from the existing 

solutions. Furthermore, we prove that 

our new proposal can satisfy the desired 

design goals through security analysis. 

Finally, the simulation experiments 

show that our new proposal is efficient 

and practical. 

Advantages 

 Data confidentiality. The outsourced file 

may contain some private information 

that should be kept secret. Hence, to 

protect the data confidentiality, the data 

owner needs to use secure algorithms to 

encrypt the file before uploading it to the 

cloud server. 

 Data integrity. The cloud A might only 

migrate part of the data, or deliver some 

unrelated data to the cloud B. Besides, the 

data might be polluted during the transfer 

process. Hence, the data owner and the 

cloud B should be able to verify the 

transferred data integrity to guarantee that 

the transferred data is intact. 

 Public verifiability. The cloud A may not 

move the data to the cloud B or delete the 

data faithfully. So, the verifiability of the 

transfer and deletion results should be 

satisfied from the data owner’s point of 

view. 

IV. ARCHITECTURE DIAGRAM 

 
 

 

V. IMPLEMENTATION 

 

Multi-cloud: 

Lots of data centers are distributed around the 

world, and one region such as America, Asia, 

usually has several data centers belonging to the 

same or different cloud providers. So technically 

all the data centers can be access by a user in a 

certain region, but the user would experience 

different performance. The latency of some data 

centers is very low while that of some ones may 

be intolerable high. System chooses clouds for 

storing data from all the available clouds which 

meet the performance requirement, that is, they 

can offer acceptable throughput and latency 

when they are not in outage. The storage mode 

transition does not impact the performance of 

the service. Since it is not a latency-sensitive 

process, we can decrease the priority of 

transition operations, and implement the 

transition in batch when the proxy has low 

workload. 

Data Owner:  

In this section, we elaborate a cost-efficient data 

hosting model with high availability in 

heterogenous multi-cloud, named “MULTI 

CLOUD”. The architecture of CHARM is 
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shown in Figure 3. The whole model is located 

in the proxy in this system. There are four main 

components in MULTI CLOUD: Data Hosting, 

Storage Mode Switching (SMS), Workload 

Statistic, and Predictor. Workload Statistic keeps 

collecting and tackling access logs to guide the 

placement of data. It also sends statistic 

information to Predictor which guides the action 

of SMS. Data Hosting stores data using 

replication or erasure coding, according to the 

size and access frequency of the data. SMS 

decides whether the storage mode of certain data 

should be changed from replication to erasure 

coding or in reverse, according to the output of 

Predictor. The implementation of changing 

storage mode runs in the background, in order 

not to impact online service. Predictor is used to 

predict the future access frequency of files. The 

time interval for prediction is one month, that is, 

we use the former months to predict access 

frequency of files in the next month. However, 

we do not put emphasis on the design of 

predictor, because there have been lots of good 

algorithms for prediction. Moreover, a very 

simple predictor, which uses the weighted 

moving average approach, works well in our 

data hosting model. Data Hosting and SMS are 

two important modules in MULTI CLOUD. 

Data Hosting decides storage mode and the 

clouds that the data should be stored in. This is a 

complex integer programming problem 

demonstrated in the following subsections. Then 

we illustrate how SMS works in detail in x V, 

that is, when and how many times should the 

transition be implemented. 

Cloud Storage: 

 Cloud storage services have become 

increasingly popular. Because of the importance 

of privacy, many cloud storage encryption 

schemes have been proposed to protect data 

from those who do not have access. All such 

schemes assumed that cloud storage providers 

are safe and cannot be hacked; however, in 

practice, some authorities (i.e., coercers) may 

force cloud storage providers to reveal user 

secrets or confidential data on the cloud, thus 

altogether circumventing storage encryption 

schemes. In this paper, we present our design for 

a new cloud storage encryption scheme that 

enables cloud storage providers to create 

convincing fake user secrets to protect user 

privacy. Since coercers cannot tell if obtained 

secrets are true or not, the cloud storage 

providers ensure that user privacy is still 

securely protected. Most of the proposed 

schemes assume cloud storage service providers 

or trusted third parties handling key 

management are trusted and cannot be hacked; 

however, in practice, some entities may intercept 

communications between users and cloud 

storage providers and then compel storage 

providers to release user secrets by using 

government power or other means. In this case, 

encrypted data are assumed to be known and 

storage providers are requested to release user 

secrets. we aimed to build an encryption scheme 

that could help cloud storage providers avoid 

this predicament. In our approach, we offer 

cloud storage providers means to create fake 

user secrets. Given such fake user secrets, 

outside coercers can only obtained forged data 

from a user’s stored ciphertext. Once coercers 

think the received secrets are real, they will be 

satisfied and more importantly cloud storage 

providers will not have revealed any real secrets. 

Therefore, user privacy is still protected. This 

concept comes from a special kind of encryption 

scheme called deniable encryption. 

Owner Module: 

Owner module is to upload their files using 

some access policy. First they get the public key 

for particular upload file after getting this public 

key owner request the secret key for particular 

upload file. Using that secret key owner upload 

their file and performs Find all cost and memory 

Details,View Owner’s VMs Details and 
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purchase,Browse and enc file and upload,Check 

Data Integrity Proof, Transfer data from one to 

another cloud based on the price (Storage Mode 

Switching),Check all cloud VM details and Price 

list. 

User Module: 

This module is used to help the client to search 

the file using the file id and file name. If the file 

id and name is incorrect means the user does not 

get the file, otherwise server ask the secret key 

and get the encryption file. If the user wants the 

decryption file means user have the secret key 

and performs View all attackers,View Resource 

Utilization Profiles (Total memory used for each 

and every data owner),View All VM and Price 

details,Resource Migration Check pointing (if it 

exceeds Threshold). 

VI. CONCLUSIONS 

Conclusions In cloud storage, the data owner 

does not believe that the cloud server might 

execute the data transfer and deletion operations 

honestly. To solve this problem, we propose a 

CBF-based secure data transfer scheme, which 

can also realize verifiable data deletion. In our 

scheme, the cloud B can check the transferred 

data integrity, which can guarantee the data is 

entirely migrated. Moreover, the cloud A should 

adopt CBF to generate a deletion evidence after 

deletion, which will be used to verify the 

deletion result by the data owner. Hence, the 

cloud A cannot behave maliciously and cheat the 

data owner successfully. Finally, the security 

analysis and simulation results validate the 

security and practicability of our proposal, 

respectively. 

 

Future work Similar to all the existing solutions, 

our scheme considers the data transfer between 

two different cloud servers. However, with the 

development of cloud storage, the data owner 

might want to simultaneously migrate the 

outsourced data from one cloud to the other two 

or more target clouds. However, the multi-target 

clouds might collude together to cheat the data 

owner maliciously. Hence, the provable data 

migration among three or more clouds requires 

our further 

exploration. 
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