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ABSTRACT 

Recent news reveal a powerful attacker which 

breaks data confidentiality by acquiring 

cryptographic keys, by means of coercion or 

backdoors in cryptographic software. Once the 

encryption key is exposed, the only viable 

measure to preserve data confidentiality is to 

limit the attacker’s access to the ciphertext. This 

may be achieved, for example, by spreading 

ciphertext blocks across servers in multiple 

administrative domains—thus assuming that the 

adversary cannot compromise all of them. 

Nevertheless, if data is encrypted with existing 

schemes, an adversary equipped with the 

encryption key, can still compromise a single 

server and decrypt the ciphertext blocks stored 

therein. In this paper, we study data 

confidentiality against an adversary which 

knows the encryption key and has access to a 

large fraction of the ciphertext blocks. To this 

end, we propose Bastion, a novel and efficient 

scheme that guarantees data confidentiality even 

if the encryption key is leaked and the adversary 

has access to almost all ciphertext blocks. We 

analyze the security of Bastion, and we evaluate 

its performance by means of a prototype 

implementation. We also discuss practical 

insights with respect to the integration of 

Bastion in commercial dispersed storage 

systems. Our evaluation results suggest that 

Bastion is well-suited for integration in existing 

systems since it incurs less than 5% overhead 

compared to existing semantically secure 

encryption modes. 

Key Words: Key exposure, data confidentiality, 

dispersed storage. 

I. INTRODUCTION 

The world recently witnessed a massive 

surveillance program aimed at breaking users’ 
privacy. Perpetrators were not hindered by the 

various security measures deployed within the 

targeted services. For instance, although these 

services relied on encryption mechanisms to 

guarantee data confidentiality, the necessary 

keying material was acquired by means of 

backdoors, bribe, or coercion. If the encryption 

key is exposed, the only viable means to 

guarantee confidentiality is to limit the 

adversary’s access to the ciphertext, e.g., by 

spreading it across multiple administrative 

domains, in the hope that the adversary cannot 

compromise all of them. However, even if the 

data is encrypted and dispersed across different 

administrative domains, an adversary equipped 

with the appropriate keying material can 

compromise a server in one domain and decrypt 

ciphertext blocks stored therein In this paper, we 

study data confidentiality against an adversary 

which knows the encryption key and has access 

to a large fraction of the ciphertext blocks. The 

adversary can acquire the key either by 

exploiting flaws or backdoors in the key-

generation software, or by compromising the 

devices that store the keys (e.g., at the user-side 

or in the cloud). As far as we are aware, this 

adversary invalidates the security of most 

cryptographic solutions, including those that 

protect encryption keys by means of secret-

sharing (since these keys can be leaked as soon 
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as they are generated). To counter such an 

adversary, we propose Bastion, a novel and 

efficient scheme which ensures that plaintext 

data cannot be recovered as long as the 

adversary has access to at most all but two 

ciphertext blocks, even when the encryption key 

is exposed. Bastion achieves this by combining 

the use of standard encryption functions with an 

efficient linear transform. In this sense, Bastion 

shares similarities with the notion of all-or-

nothing transform. An AONT is not an 

encryption by itself, but can be used as a pre-

processing step before encrypting the data with a 

block cipher. This encryption paradigm—called 

AON encryption— was mainly intended to slow 

down brute-force attacks on the encryption key. 

However, AON encryption can also preserve 

data confidentiality in case the encryption key is 

exposed, as long as the adversary has access to 

at most all but one ciphertext blocks. Existing 

AON encryption schemes, however, require at 

least two rounds of block cipher encryptions on 

the data: one preprocessing round to create the 

AONT, followed by another round for the actual 

encryption. Notice that these rounds are 

sequential, and cannot be parallelized. This 

results in considerable—often unacceptable—
overhead to encrypt and decrypt large files. On 

the other hand, Bastion requires only one round 

of encryption—which makes it well-suited to be 

integrated in existing dispersed storage systems. 

We evaluate the performance of Bastion in 

comparison with a number of existing 

encryption schemes. Our results show that 

Bastion only incurs a negligible performance 

deterioration (less than 5%) when compared to 

symmetric encryption schemes, and 

considerably improves the performance of 

existing AON encryption schemes . We also 

discuss practical insights with respect to the 

possible integration of Bastion in commercial 

dispersed storage systems. Our contributions in 

this paper can be summarized as follows: 

 A new scheme is proposed called 

Bastion, an efficient scheme which 

ensures data confidentiality against an 

adversary that knows the encryption key 

and has access to a large fraction of the 

ciphertext blocks 

 The security of Bastion is analyzed, it 

prevents leakage of any plaintext block 

as long as the adversary has access to 

the encryption key and to all but two 

ciphertext blocks. 

 

II. LITERATURE SURVEY 

 “Secret-Sharing Schemes: A Survey,” 

AUTHORS:  A. Beimel, 

A secret-sharing scheme is a method by which a 

dealer distributes shares to parties such that only 

authorized subsets of parties can reconstruct the 

secret. Secret-sharing schemes are important 

tools in cryptography and they are used as a 

building box in many secure protocols, e.g., 

general protocol for multiparty computation, 

Byzantine agreement, threshold cryptography, 

access control, attribute-based encryption, and 

generalized oblivious transfer. In this survey, we 

will describe the most important constructions of 

secret-sharing schemes, explaining the 

connections between secret-sharing schemes and 

monotone formulae and monotone span 

programs. The main problem with known secret-

sharing schemes is the large share size: it is 

exponential in the number of parties. We 

conjecture that this is unavoidable. We will 

discuss the known lower bounds on the share 

size. These lower bounds are fairly weak and 

there is a big gap between the lower and upper 

bounds. For linear secret-sharing schemes, 

which is a class of schemes based on linear 

algebra that contains most known schemes, 

super-polynomial lower bounds on the share size 

are known. We will describe the proofs of these 

lower bounds. We will also present two results 

connecting secret-sharing schemes for a 
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Hamiltonian access structure to the NP vs. coNP 

problem and to a major open problem in 

cryptography – constructing oblivious-transfer 

protocols from one-way functions 

Using Erasure Codes Efficiently for Storage 

in a Distributed System,” 

AUTHORS:  M. K. Aguilera, R. Janakiraman, 

and L. Xu 

Erasure codes provide space-optimal data 

redundancy to protect against data loss. A 

common use is to reliably store data in a 

distributed system, where erasure-coded data are 

kept in different nodes to tolerate node failures 

without losing data. In this paper, we propose a 

new approach to maintain ensure-encoded data 

in a distributed system. The approach allows the 

use of space efficient k-of-n erasure codes where 

n and k are large and the overhead n-k is small. 

Concurrent updates and accesses to data are 

highly optimized: in common cases, they require 

no locks, no two-phase commits, and no logs of 

old versions of data. We evaluate our approach 

using an implementation and simulations for 

larger systems.  

III.EXISTING SYSTEM 

 Cloud Computing is an internet-based 

computing which helps users share the files 

online by using internet. People place lots of 

information in the cloud. The data which is 

placed in the cloud will have no physical 

possession by the users. Hence, cloud security 

becomes important for keeping the file safe in 

the cloud. Securing cloud data from unknown 

threats is a complicated as well as challenging 

task. This makes the data protection in cloud a 

major problem. This paper ensures the integrity 

of the cloud data and security of the data 

stored in the cloud. In this paper, the data is 

stamped before uploading it to cloud. By using 

cloud services, users can gain access to their file 

remotely and can download it without having 

the need for storing data locally in the drives. 

Cloud computing ensures the integrity of the 

cloud data. Enabling the public auditability is of 

great need for users to be free from worries. 

The Third part auditors will check the integrity 

of the data and help the users for storing their 

data in the cloud happily. The Third-Party 

Auditors will bring no extra burden for the 

system and therefore helps for securing the 

data in the cloud at no additional cost. Analysis 

of the proposed system shows that the 

proposed system is not only intelligent but also 

secure and efficient.  

IV.PROPOSED SYSTEM 

In this paper, we study data confidentiality 

against an adversary which knows the 

encryption key and has access to a large fraction 

of the ciphertext blocks. The adversary can 

acquire the key either by exploiting flaws or 

backdoors in the key-generation software, or by 

compromising the devices that store the keys 

(e.g., at the user-side or in the cloud). To counter 

such an adversary, we propose Bastion, a novel 

and efficient scheme which ensures that 

plaintext data cannot be recovered as long as the 

adversary has access to at most all but two 

ciphertext blocks, even when the encryption key 

is exposed.  

V.SYSTEM ARCHITECTURE  
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VI.. IMPLEMENTATION 

MODULES DESCRIPTION: 

Data Owner: 

In Data Owner module, Initially Data Owner 

must have to register their detail and admin will 

approve the registration by sending signature 

key and private key through email.  After 

successful login he/she have to verify their login 

by entering signature and private key. Then data 

Owner can upload files into cloud server with 

Polynomial key generation. He/she can view the 

files that are uploaded in cloud by entering the 

secret file key.  

Data User: 

In Data User module, Initially Data Users must 

have to register their detail and admin will 

approve the registration by sending signature 

key and private key through email.  After 

successful login he/she have to verify their login 

by entering signature and private key. Data 

Users can search all the files upload by data 

owners. He/she can send search request to admin 

then admin will send the search key. After 

entering the search key he/she can view the file 

Admin: 

In Admin module, Admin can view all the Data 

owners and data user’s details. Admin will 

approve the users and send the signature key and 

private key to the data owners and data users. 

Also admin will send the search request key to 

the users. Admin can able see the files in cloud 

uploaded by the data owners.  

VII.CONCLUSION 

In this paper, we addressed the problem of 

securing data outsourced to the cloud against an 

adversary which has access to the encryption 

key. For that purpose, we introduced a novel 

security definition that captures data 

confidentiality against the new adversary. We 

then proposed Bastion, a scheme which ensures 

the confidentiality of encrypted data even when 

the adversary has the encryption key, and all but 

two ciphertext blocks. Bastion is most suitable 

for settings where the ciphertext blocks are 

stored in multi-cloud storage systems. In these 

settings, the adversary would need to acquire the 

encryption key, and to compromise all servers, 

in order to recover any single block of plaintext. 

We analyzed the security of Bastion and 

evaluated its performance in realistic settings. 

Bastion considerably improves (by more than 

50%) the performance of existing primitives 

which offer comparable security under key 

exposure, and only incurs a negligible overhead 

(less than 5%) when compared to existing 

semantically secure encryption modes (e.g., the 

CTR encryption mode). Finally, we showed how 

Bastion can be practically integrated within 

existing dispersed storage systems. 
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