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ABSTRACT 

Although the dramatic increase in OSN 

usage, there are still a lot of security and 

privacy concerns. In such a scenario, it 

would be very beneficial to have a 

mechanism able to assign a risk score to 

each OSN user. In this paper, we propose a 

risk assessment based on the idea that the 

more a user behavior diverges from what it 

can be considered as a ‘normal behavior’, 
the more it should be considered risky. In 

doing this, we have taken into account that 

OSN population is really heterogeneous in 

observed behaviors. As such, it is not 

possible to define a unique standard 

behavioral model that fits all OSN users’ 
behaviors. However, we expect that similar 

people tend to follow the similar rules with 

the results of similar behavioral models. For 

this reason, we propose a risk assessment 

organized into two phases: similar users are 

first grouped together, then, for each 

identified group, we build one or 

more models for normal behavior. The 

carried out experiments on a real Facebook 

dataset show that the proposed model 

outperforms a simplified behavioral-based 

risk assessment where behavioral models are 

built over the whole OSN population, 

without a group identification phase. 

 

I. INTRODUCTION 

ONLINE Social Networks (OSNs) allow 

users to create a public or private profile, 

encourage sharing information and interests 

with other users and communicating with 

each other. As a result, OSNs are being used 

by millions of people and they are now part 

of our everyday life. People use OSNs to 

keep in touch with family, friends, and share 

personal information, as well as for business 

purposes. Users of an OSN build 

connections with their friends, colleagues 

and people over time. These connections 

form a social graph that controls how 

information spreads in the social network. 

Although there is a dramatic increase in 

OSN usage –Facebook, for instance, has 

now 1.55 billion monthly active users, 1.31 

billion mobile users, and 1.01 billion daily 

users1there are also a lot of security/privacy 

concerns. One of the main source of these 

concerns is that OSN users establish new 

relationships with unknown people with the 

result of exposure of a huge amount of 

personal data [19]. Unfortunately, very often 

users are not aware of this exposure as well 

as the serious consequences this might have. 

Also, some users are less concerned about 

information privacy; therefore, they post 

more sensitive information on their profiles 

without specifying appropriate privacy 

settings and this can lead to security risks 

[27]. 

As a result, today’s social networks are 

exposed to many types of privacy and 

security attacks. These attacks exploit the 

OSN infrastructures to collect and expose 
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personal information about their users, by, 

as an example, successfully convincing them 

to click on specific malicious links with the 

aim of propagating these links in the 

network [15]. These attacks can either target 

users personal information 

as well as the personal information of their 

friends. Another widely used attack is the 

generation of fake profiles, which are 

generated with the sole purpose of spreading 

malicious content. In addition, there is a 

growing underground market on OSNs for 

malicious activities in that, for just a few 

cents, you can buy Facebook likes, share, 

Twitter followers, and fake accounts. 

Although many solutions, targeting one 

specific kind of attacks, have been recently 

proposed (see for instance [4],[5], [13], [46], 

[48]), having a more general solution that 

can cope with the main privacy/security 

attacks that can be perpetrated using the 

social network graph is missing. In this 

paper, we make a step towards the definition 

of a unique tool that helps OSN providers as 

well as users to detect several types of 

attacks and, therefore, to have a global 

understanding of risky users in OSNs. We 

believe that the core of such a solution is a 

mechanism able to assign a risk score to 

each OSN account. 

This risk estimation service will allow a user 

to make more consciously decisions about 

his/her privacy-risky activities within the 

network (e.g., answering to a friend 

request).Moreover, conducting a risk 

assessment in OSN will allow the service 

providers to minimize risk and help users to 

create and maintain a healthier friendship 

environment. We believe that a risk score 

can be useful for those users who want to 

’inspect’ their contacts, and also for the 

service providers wishing to know which 

users are risky. 

Therefore, our goal in this paper is to assign 

a risk score to each user, by taking into 

account both the user’s activities and 

friendship patterns in the network. The goal 

is to compare the behavioral patterns of 

users with other users in the network to find 

anomalous behaviors. The key idea is that 

the more the user behavior diverges from 

what it can be considered as a ’normal 

behavior’, the more it should be considered 

risky (i.e., with high risk score). 

 

II. SYSTEM ARCHITECTURE 

 
 

III. EXISTING SYSTEM 

 Graph-based sybil detection schemes 

make assumptions  about the OSN 

graph growth and structure. Based on 

these assumptions, researchers use 

various graph analysis techniques to 

develop algorithms for sybils 

detection, such as sybilGuard [50], 

sybil-Limit [49], sybilinfer [9], and 

SumUp [44]. However, recent studies 

pointed out that these assumptions 
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might not always hold. Indeed, it has 

been observed that sybils mix well 

into the rest of OSN graphs [48], and 

that most of OSN graphs are not fast-

mixing [33]. These have implications 

in the proposed detection schemes, in 

that these may end up in false positive 

and false negative results [5], [46]. 

Compared to graph-based sybil 

defense techniques, 

 our proposed risk assessment model is 

more flexible as it does not rely on the 

same assumptions, since we consider 

the activity patterns of sybils after 

they joined the OSN.  

 Most recent behavior-based 

approaches for the detection of 

anomalous users in OSNs exploit 

supervised learning  techniques [13], 

[23], [37], [48]. As an example, in 

[48] to detect sybils, the proposed 

system trains a classifier by extracting 

four features, like: accepted incoming 

requests, accepted outgoing requests, 

invitation frequency and clustering 

coefficient. 

 In [13], also authors proposed a 

supervised approach to detect 

compromised account attack by using 

a small manually labeled dataset of 

legitimate and anomalous users. [23] 

and [37] used classifiers to detect 

spam and malware respectively. 

However, we have to note that the 

main issue of supervised learning is 

that they are not able to detect new 

attacker behaviors, since the classifier 

is trained based on the known 

behavioral patterns. Literature also 

offers approaches to detect anomalous 

users in OSNs that use unsupervised 

learning approaches. 

Disadvantages 

 The system is implemented based on 

unsupervised learning approaches 

which are very complex. 

 Most recent behavior-based 

approaches for the detection of 

anomalous users in OSNs exploit. 

 

IV. PROPOSED SYSTEM 

 In the proposed system, the system 

makes a step towards the definition 

of a unique tool that helps OSN 

providers as well as user to detect 

several types of attacks and, 

therefore, to have a global 

understanding of risky users in 

OSNs. We believe that the core of 

such a solution is a mechanism able 

to assign a risk score to each OSN 

account. 

 This risk estimation service will 

allow a user to make more 

consciously decisions about his/her 

privacy-risky activities within the 

network (e.g., answering to a friend 

request). Moreover, conducting a 

risk assessment in OSN will allow 

the service providers to minimize 

risk and help users to create and 

maintain a healthier friendship 

environment. We believe that a risk 

score can be useful for those users 

who want to ’inspect’ their contacts, 

and also for the service providers 

wishing to know which users are 

risky. 

 Therefore, our goal in this paper is to 

assign a risk score to each user, by 
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taking into account both the user’s 

activities and friendship patterns in 

the network. The goal is to compare 

the behavioral patterns of users with 

other users in the network to find 

anomalous behaviors. The key idea 

is that the more the user behavior 

diverges from what it can be 

considered as a ’normal behavior’, 
the more it should be considered 

risky (i.e., with high risk score). 

Advantages 

 Risk Assessment is Based 

on User Behavior 

 The system is 

implemented based on 

Two Phases Clustering. 

 

 

V. IMPLEMENTATION 

Admin 

In this module, the Admin has to login by 

using valid user name and password. After 

login successful he can perform some 

operations such as Add Behaviour Filters, 

All users and authorize, All Friends 

Requests and Responses, View all User 

Posts with Comments, View behaviours of 

the Posts , View all Posts shared details, 

Show Posts rank in chart, Show Posts shared 

ratio by users 

 

Friend Request & Response 

In this module, the admin can view all the 

friend requests and responses. Here all the 

requests and responses will be displayed 

with their tags such as Id, requested user 

photo, requested user name, user name 

request to, status and time & date. If the user 

accepts the request then the status will be 

changed to accepted or else the status will 

remains as waiting. 

 

User 

In this module, there are n numbers of users 

are present. User should register before 

performing any operations. Once user 

registers, their details will be stored to the 

database.  After registration successful, he 

has to login by using authorized user name 

and password. Verify finger print and Login 

Once Login is successful user can perform 

some operations like View Profile , Search 

Friend and Friend Request , View All 

Friends, Upload Post , View All My Posts , 

View All My Friends Post 

 

Searching Users to make friends 

In this module, the user searches for users in 

Same Network and in the Networks and 

sends friend requests to them. The user can 

search for users in other Networks to make 

friends only if they have permission. 

 

VI. CONCLUSION 

In this paper, we proposed a two-phase risk 

assessment approach able to assign a risk 

score to each OSN user. This risk estimation 

is based on user’s behavior under the idea 

that the more this diverges from what it can 

be considered as a ‘normal behavior’, the 

more the user should be considered risky. 

Experiments carried out on a real Facebook 

data set show the effectiveness of our 

proposal. We plan to extend this work 

according to several directions. An 

interesting future work is the extension of 

the proposed two-phase risk assessment so 

as to make it able to perform a continuous 

monitoring and estimation of risk scores. 

Journal of Engineering Sciences Vol 13 Issue 07,2022, ISSN:0377-9254

www.jespublication.com Page 1567



Moreover, weplan to revise the risk 

assessment model so as to being deployable 

in Decentralized Online Social Networks, 

which are characterized by the absence of a 

central source of data 

to be analyzed. This will require to 

investigate decentralized data mining 

algorithms to gather user features. 
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