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ABSTRACT 

      The notion of database 

outsourcing enables the admin to delegate 

the  database  management  to a cloud 

service  provider (CSP)  that provides 

various database service to different users. 

Recently plenty of research work has  been  

done  on  primitive of    outsourced 

database. However, it seems that no existing  

solution can  perfectly support the properties 

of both correctness and completeness for the 

query results, especially in the case when the 

dishonest  CSP intentionally returns an 

empty set for the query request of  the user. 

In this case, we propose a new Identity 

based encryption scheme for outsourced 

revocation, which can simultaneously 

achieve the correctness and completeness of 

search results even if the dishonest CSP 

purposely returns an empty set. Further 

more , we can prove that our construction 

can achieve the desired security properties 

even in the encrypted outsourced database.         

I. INTRODUCTION 

Cloud computing enables convenient and 

on-demand network access to a centralized 

pool of configurable computing resources. It 

has plenty of benefits for real- world 

applications such as on-demand self-service, 

ubiquitous network access, location 

independent re- source pooling, rapid 

resource elasticity, usage-based pricing, 

outsourcing, etc. In the outsourcing 

computation paradigm, the resource-

constraint clients can outsource the 

expensive computing and storage into the 

cloud service provider (CSP). In the 

outsourced database (ODB) model, the data 

owner delegates the database management 

to the CSP, in order to reduce the heavy 

database maintenance cost. In addition, the 

data owner performs the database encryption 

operations and uploads the encrypted 

database with the corresponding indices to 

the CSP. The CSP is responsible for 

providing all necessary resources and 

services (e.g. software, hardware and 

network) to users. The users can issue 

various query requests to the CSP and 

receive the corresponding results from CSP. 

One security challenge is the secrecy of 

outsourced data: the CSP should not learn 

anything about what it is actually stored. 

another security challenge is the verifiability 
of results.The verifiability consists of the 
following two security issues [29]: (i) 

Correctness: the result has not been 

tampered with; (ii) Completeness: the result 

should include all valid tuples that satisfy 

the computation conditions. 

1.1 Our Contributions 

Our main contributions are three folds: 
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 • We propose a new verifiable auditing 
scheme for ODB, which can simultaneously 

achieve the correctness and completeness of 

search results even if the CSP intentionally 

returns an empty set. Besides, the proposed 

scheme supports com- mon database 

operations such as selection and projection. 

 • We prove that the proposed scheme is 
secure in the semi-honest-but-curious server 

model. Our solution is also effective even in 

the encrypted outsourced database which 

ensures the confidentiality of the sensitive 
data. 

 • The proposed scheme can be extended for 
the dynamic database by incorporating the 

idea of verifiable database with updates 
(VDB) [6].1 That is, the data owner can 

update the tuples of out- sourced database at 

any time while the misbehav- ior of server to 

cheat the users will be detected with an 

overwhelming probability. 

II. SYSTEM ARCHITECTURE 

 
III. EXISTING SYSTEM 

                 Cloud computing provides a 

scalable environment for growing amounts 

of data and processes that work on various 

applications and services by means of on-

demand self-services. Especially, the 

outsourced storage in clouds has become a 

new profit growth point by providing a 

comparably low-cost, scalable, location-

independent platform for managing clients’ 
data. The cloud storage service (CSS) 

relieves the burden for storage management 

and maintenance. However, if such an 

important service is vulnerable to attacks or 

failures, it would bring irretrievable losses to 

the clients because their data or archives are 

stored in an uncertain storage pool outside 

the enterprises.  

Dis advantages: 
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      These security risks come from the 

following reasons: 

1. The cloud infrastructures are much 

more powerful and reliable than 

personal computing devices, but 

they are still susceptible to internal 

threats (e.g., via virtual machine) 

and external threats that can damage 

data integrity. 

        

2. The data change may not be timely 

known by the cloud users; Even if 

these disputes may result from the 

users own improper operations. 

 

IV. PROPOSED SYSTEM: 

 

                 We proposed a dynamic audit 

service for integrity verification of  un 

trusted and outsourced storages. Constructed 

on interactive proof system (IPS) with the 

zero knowledge property, our audit service 

can provide public audit ability without 

downloading raw data and protect privacy of 

the data. Also, our audit system can support 

dynamic data operations and timely anomaly 

detection with the help of several effective 

techniques, such as random sampling, and 

index-hash table (IHT). We also propose an 

efficient approach based on probabilistic 

query and periodic verification for 

improving the performance of audit services. 

A proof-of-concept prototype is also 

implemented to evaluate the feasibility of 

our proposed approaches. Our experimental 

results not only validate the effectiveness of 

our approaches, but also show that our 

system does not create any significant 

computation cost and require less extra 

storage for integrity verification. 

Advantages: 

 To verify the outsourced 

database located in CSP 

 To audit the encrypted 

outsourced database  

 

 

V. IMPLEMENTATION 

1.Admin : 

             In this module admin login first, 

then only access the request from the CSP. 

In this we have two operations. 

1.1 Upload files 

1.2 Edit Users 

2.Cloud service Provider : 

  In this module CSP login first 

, then  CSP generate the key for the user 

request and key will sent to the mail. And 

CSP is the  interface between the admin and  

user. In this we have three operations. 

2.1 User Request 

2.2 View Files 

2.3 Remove Files 

 3.User: 

   In this module a user have to 

register first and then login.User can 

choose the file and send request to the 

CSP, and user can receive the key from 

the CSP then download the files. In this 

we have two operations. 

 3.1 View Files 

    3.2 Download files 
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VI. CONCLUSION 

In this paper, we investigate the integrity 

auditing of outsourced database in cloud 

computing. Our main contribution is to 

propose a new identity based encryption 

scheme of outsourced database which can 

achieve the verifiability of search result even 
if the result is an empty set. Besides, our 

scheme supports common database 

operations such as selection and projection. 

Furthermore, our construction can be easily 

extended to the scenario of dynamic 

database by incorporating the notion of 

revocation database with updates. We also 

prove that our scheme can achieve the 

desired security goals and provide detailed 

simulation tests. 
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