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ABSTRACT 

The fast development of contemporary communications technologies, in particular communications 

through mobile phones, has significantly eased human social connections and the flow of information. 

However, the advent of telemarketing scams may greatly waste individual fortune and society wealth, 

which can result in a possible slowdown or harm to economic conditions. In this study, we offer a 

method for detecting fraudulent telemarketing practises, with a primary focus on illuminating the 

phenomena of "precise fraud" and the tactics that are used by con artists to accurately pick targets for 

their scams. We utilise a one-month comprehensive dataset of telecommunication information in 

Shanghai with 54 million users and 698 million call records in order to conduct this research. The 

dataset covers a period of one month. As a result of our research, we have discovered that the 

information of users may well have been badly leaked, but also that fraudster have a preference over 

the age of the target user as well as their activity on mobile networks. In addition, we provide an 

innovative semi-supervised learning approach for the purpose of differentiating fraudsters from other 

types of users. Our method exceeds numerous other state-of-the-art algorithms in terms of accuracy 

when it comes to identifying fraudsters, as shown by experimental findings on data taken from the 

real world (for example, +0.278 in terms of F1 on average). We think that the findings of our research 

have the potential to impact policy decisions made by both the government and companies that supply 

mobile services. 

I INTRODUCTION 

The advent of technology that enables 

worldwide connection in recent years has led 

to a significant increase in the frequency of 

fraudulent actions. The terrible effects of 

scams are felt by millions of individuals. 

For example, in China, the issue of phone 

fraud has been recognised as being of great 

importance. According to projections made by 

both Qihoo1 and Tencent2, there were more 

over 500 million instances of phone fraud in 

2016, which resulted in losses of around 16.4 

billion USD. In the meanwhile, less than three 

percent of these cases are closed successfully. 

On August 29th, 2016, it was revealed that a 

college professor in Beijing had lost $2.67 

million USD to a phone fraudster who 

represented himself to be a court official. The 

fraudster made the allegation over the phone. 

The effects of phone scams have been far more 

devastating, and in some cases even life-

threatening, than the financial impact they 

have had on individual victims. 

The prevention of fraud is receiving a 

significant amount of attention. However, due 

to the limited availability of data and the high 

level of sensitivity, this field of study has 

remained largely unexplored by academics. 

The vast majority of the currently available 

research on fraud detection [1, 2, 3, 4] builds 

experiments using either simulated data or real 

information with a restricted scope. In this 

article, we focus on a large-scale mobile social 

network that exists in the real world. Our 

research encompasses a full set of call records 

in Shanghai and spans a period of 30 days, 

beginning September 1 and ending September 

30, 2016. The beginning and ending times of 

each discussion are noted, in addition to the 
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anonymous phone numbers that are logged for 

each call log entry. Annotations of scammers 

that were produced by the audience are also 

obtained by us. However, there are still a lot of 

additional obstacles to overcome. The first 

difficulty arises from the sensitive nature of 

the data, which prevents us from accessing the 

information included in each call log's content. 

Monitoring the content of conversations for 

certain subjects, such as money transfers, 

would make it much simpler to identify those 

who commit fraud. We are compelled to rely 

on meta information in order to draw 

conclusions about the inference since we do 

not have access to the content information. 

How is it that intelligent individual, such as 

the college professor in the example given 

above, may be taken advantage of? Our 

research demonstrates that there is a 

significant possibility that users' information 

has been compromised, and that fraudsters do 

not choose their victims at random but rather 

follow a predetermined plan (See details in 

Section 3). The second difficulty is to figure 

out how to expose fraudulent approach in 

order to have a better understanding of fraud. 

The third obstacle is the asymmetry in the 

labelling system. 

According to the findings of our research, 

more than 95.2 percent of users do not engage 

in fraudulent activity. Although the imbalance 

issue has been addressed by systems that 

identify fraudulent activity on credit cards [5] 

and insurance policies [6], to the best of the 

researcher, it has not been thoroughly 

researched in the context of 

telecommunications. 

In order to solve the first and second 

challenges, we have designed and constructed 

a number of exploratory analyses that we have 

run on our actual mobile network in order to 

examine the behaviour patterns of fraudsters. 

Following the results of our trials, we discuss a 

number of fraudulent tactics. For instance, we 

see that con artists have a penchant for young 

individuals, particularly those who are 

engaged in phone interactions on a regular 

basis. We have also found that it is best for us 

to hang up the bogus phone call quickly rather 

than spending more time slagging off from the 

fraudster in order to prevent getting additional 

fraudulent phone calls. This is because we are 

trying to avoid receiving more fraudulent 

phone calls. 

In light of these findings, we devise an 

innovative factorgraph-based model that we 

call FFD in order to identify dishonest 

individuals. To be more explicit, our approach 

takes into account the structural knowledge 

and inclination of fraudsters when it comes to 

selecting targets. We go one step further and 

provide a framework for semi-supervised 

learning that makes use of both known and 

unknown labels in order to tackle the problem 

of label sparsity. According to the results of 

our tests, we can observe that our model 

achieves an improvement on F1 of 0.278 

compared to a few other approaches that are 

considered to be state-of-the-art. 

It is important to bring attention to our efforts 

in the following ways: 

• Using data from actual phone conversations, 
we reveal how those who commit fraud as 

opposed to those who don't commit fraud 

behave differently on mobile networks. 

• We are doing research into the "exact 
fraudulent technique" and are making an 

appeal to all parties involved to ensure that the 

security of personal information has been 

given top priority. 

• We provide an innovative framework that 
may differentiate mobile network fraudsters 

from other users of a specific mobile network. 

• We demonstrate the viability of our approach 
by testing it on a large-scale phone service 

inside the physical world. 

II DATA AND PROBLEM 

The numbers and statistics. We make use of a 

mobile dataset that is comprised of 

comprehensive records of users' 

telecommunications with one another in 

Shanghai over the course of one month, 

beginning September 1, 2016, and ending 

September 30, 2016. (1 month). The 
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information was supplied by China Telecom, 

one of the most prominent mobile service 

providers in China, and includes 698,811,827 

call records that were exchanged between 

54,169,476 individuals. 

Each entry in the call log includes the time the 

call began, the time it ended, the number of the 

caller, and the number of the callee. We are 

also able to acquire various personal features 

of each user, including age, sex, and 

birthplace, since personal identification is 

necessary to obtain a mobile number in China. 

In addition, we are able to retrieve this 

information. China Telecom took steps to 

protect users' privacy by concealing their 

identities in our dataset. 

We do not divulge any personally identifying 

information about any of the people in this 

dataset and instead solely report on the general 

statistics from this dataset throughout this 

whole study. It is important to be aware that it 

is unusual for a single person in China to have 

more than one phone number. This is due to 

the fact that it is not easy to get a phone 

number in China. Because of this, we consider 

each individual phone number to correspond to 

a separate user. 

Data labelling. After that, we explain how we 

get our hands on the ground truth data. In 

general, we get the label data from Baidu3 and 

Qihoo 3604, both of which have set up report 

telephone to collect fraudulent callers' phone 

numbers. To be more explicit, when we have a 

user and her telephone number, we utilise the 

application programming interfaces (APIs) of 

both Baidu and Qihoo 360 to determine 

whether or not the person has ever been 

reported as a fraudster. If the person has been 

reported as a fraudster to Baidu or Qihoo 360 

by another user, we will classify the user as a 

fraudster. These facts on the ground truth 

originate from a significant number of 

complaints and, as a result, a very high degree 

of trust may be assigned to them. By doing 

this, we are able to acquire annotations of a 

total of 340,550 people, of whom there are 

15,660 fraudulent individuals (around 4.6 

percent ). The next step is to outline the issue 

of fraudster mining in order to uncover further 

fraudsters by automated means, expand the 

artefact annotations, and so on. 

The framing of the issue. We build a mobile 

communication network by using the call 

records that are included inside our dataset. 

Formally, we construct a directed graph 

denoted by the equation G = (V, E), where V 

represents the collection of users, and each 

directed edge eij E denotes that the user vi 

calls vj (vi, vj V). Every user in V has been 

assigned a label in the range yi Y, which 

indicates whether or not she is a fraudster (yi = 

1), a regular user (yi = 0), or if we do not yet 

know what her identity is (yi =?). 

During the process of building the network, we 

came across an unusual phenomenon: 

scammers phone the number "200" far more 

often than regular people do (Figure 1). More 

than seventieth of all fraudulent phone calls 

are routed via the "200" area code. According 

to the findings of a research, the number "200" 

is a transit number that con artists use to hide 

their real telephone numbers and save money 

on telephone fees. 

According to this finding, for two calls made 

at the same time, one is from user A to "200," 

and another is from "200" to another user B, 

we integrate them as a unified call log from A 

to B. The first call is made from user A to 

"200," and the second call is made from "200" 

to another user B. The following is a 

formulation of our problem: 

Definition 1. Fraudster mining. Given a mobile 

communication network G = (V, E), and an 

identity vector Y = 'Y L, Y U' with missing 

values, where 'Y L' denotes labelled identity 

information of users in G and 'Y U' stands for 

unknown identities, our objective is to infer 

the missing values in Y, i.e., to identify 

fraudsters that may be hiding among other 

users in the network. 

III PROPOSED SYSTEM 

Methods that are based on classifiers. The 

detection of fraud is presented as a problem of 

binary classification in a significant amount of 

published material. In other words, given a list 

of phone numbers, determine if each number is 
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active or not is natural or bogus. Take, for 

instance, Weatherford et al. [18] in this regard. 

Make advantage of user accounts that may 

retain information for an extended period of 

time and train neural networks to distinguish 

between fraudulent conduct and normal 

behaviour .typical one. Yus off [4] proposes an 

alternative that uses neural networks. a model 

that uses the Gaussian mixed model (GMM) as 

the underlying statistical classifier. Dominik 

makes use of a classification algorithm of the 

threshold variety [19].  

The most significant disadvantage of 

classifier-based approaches is the fact that 

annotations have a significant impact on its 

performance, and will suffer as a result of the 

lack of information on the label. Within the 

scope of this study, we present a framework 

for semi-supervised learning to advance 

Improve the performance by using labels that 

are unknown to you. Methods that are based 

on graphs. The primary focus of these types of 

techniques is on discover scammers by 

recognising surprisingly dense zone related to 

a network. For instance, Hooi and colleagues 

[1] concentrate on locating.con artists who 

operate in the presence of disguises and who 

put forth the an algorithm named FRAUDAR. 

Tseng et al. [2] construct a network by using 

weighted edges to reflect the length of each 

call between each pair of user and the 

frequency of calls. After that, they carry out a 

weighted HITS. algorithm 11 on the network 

to figure out the trustworthiness of a certain 

node. phone number and identify potentially 

fraudulent phone calls based on the to the 

reliability of the value. Identical concepts are 

mandated in a number of the other works 

already in existence [20], [21], [22], [23], [24]. 

Other pieces of work use outlier detection 

methods to discover anomalous user profiles 

[25].The probabilistic model is the foundation 

for the approach that has been suggested. 

graphical model, which has also been used in 

fraud prevention and detection. The 

identification of reviews (26), the extraction of 

social events (27), and the signal processing 

[28], among other things A great number of 

graph-based approaches only take into account 

a select few categories. pertaining to 

characteristics, the majority of which are call 

frequency and call duration. In the course of 

this effort, by analysing and differentiating con 

artists. We suggest a number of broad and 

efficient characteristics, all of which come 

from honest people. We are of the opinion that 

others may profit from our features. 

Investigate and combat fraudulent activity. 

One more distinction between us and them 

work and those of others is the fact that, to the 

best of our knowledge, we are not aware of 

any are the ones who have initially begun 

researching fraudulent approach. Approaches 

that are based on decomposition. These kind of 

methods and strategies. Applying matrix 

decomposition will allow you to identify con 

artists. For instance, Akoglu and Faloutsos 

[29] describe an approach that is based on 

SVD decomposition and may discover 

anomalous nodes in a network. a graph that 

changes over time, each node of which is 

believed to be a pattern is considered an 

anomaly if it deviates considerably from the 

norm. pattern that came before. Ide and his 

colleague present a study that is comparable to 

this one. Kashima [30], both of which 

concentrate on the issue of monitoringa web-

based system with several tiers. Sun et al. [31] 

suggest a methodology for the identification of 

anomalies in dynamic graphs, whichthe low-

rank approximations are used as summaries of 

the sparse data.graph.  

After that, the reconstruction error is used in 

the evaluation of the. degree of oddness or 

peculiarity. Rossi et al. [32] create a none 

negative iteratively extract values using a 

technique based on matrix factorization ode 

feature and identify the roles played by the 

nodes. Various other works like [33], [34], and 

[35] also employ a decomposition-based 

comparable to the one described. approaches 

to handle the fraud detection challenge. Outlier 

detection. Our work is also important to 

research on finding areas that deviate from the 

norm in terms of their local structure or 

characteristics diverge a great deal from the 

norms and practises of other members of a 

social group. For example, Gao et al. [36] and 

Perozzi et al. [37] suggest techniques that may 

identify communities and outliers at the same 
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time. A model that makes advantage of an 

outlier is presented by Muller et al. 

[38].strategy for rating the attributes in the 

graph. There are also a lot of them. works that 

centre on dynamic graphs as its primary 

theme. Take, for instance, Peel. Clauset [39] 

and utilise an extended version of the 

hierarchical random graphs (GHRG) to 

represent the architecture of communities 

inside a graph.[40] Sun and colleagues suggest 

using a mechanism they call Graph Scope, 

which is a kind of algorithm that does not need 

any parameters, and it monitors the Over time, 

the network's nodes will begin to divide. 

IV RESULTS 

 

 

 

 

 

V CONCLUSION 

In this article, we investigate the challenge of 

mining fraudsters and fraudulent schemes in a 

massive mobile network by using data mining 

techniques. 

By analysing a one-month sufficient amount of 

data of telecommunication metadata in 

Shanghai with 698 million call logs between 

54 million users, we came to the conclusion 

that people who engage in fraudulent activity 

communicate with others in a manner that is 

distinct from that of people who do not engage 

in fraudulent activity. In addition, con artists 

chose their victims based on criteria such as 

the users' age and the amount of activity they 

have in their phone conversations. After doing 

an exploratory investigation, we come up with 

an original semi-supervised model that can 

differentiate between those who commit fraud 

and those who do not commit fraud. The 

findings of our experiments indicate that our 

model is able to significantly outperform a 

number of the baseline approaches that are 

currently considered to be state of the art. 

Concerning the work that will be done in the 

future, it is interesting to consider how to 

identify a fraud group rather than a single 

fraudster, which is comprised of several 

fraudsters who each have their own distinct 

tasks and responsibilities. On the basis of this, 

the patterns of cooperation used by various 

fraud organisations might be uncovered. In 

addition, our work might be expanded by 

taking into further consideration the 

geographical information of users and by 

researching the offline activities of fraudsters, 

such as how they travel about the city. 

The amount of data to which we have access 

restricts the scope of our job. 

Even though China Telecom is a large service 

provider and Shanghai is an important global 

metropolis, the selection bias in our data may 

restrict the generalizability of our study. 

Shanghai is indeed an important worldwide 

city. 
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