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Abstract In e-commerce, user reviews can play a significant role in determining the revenue of an organization. 

Online users rely on reviews before making decisions about any product and service. As such, the credibility of 

online reviews is crucial for businesses and can directly affect companies' reputation and portability. That is 

why some businesses are paying spammers to post fake reviews. These fake reviews exploit consumer 

purchasing decisions. Consequently, the techniques for detecting fake reviews have extensively been explored 

in the past twelve years. However, there still lacks a survey that can analyze and summarize the existing 

approaches. To bridge up the issue, this survey paper details the task of fake review detection, summing up the 

existing datasets and their collection methods. It analyzes the existing feature extraction techniques. It also 

summarizes and analyzes the existing techniques critically to identify gaps based on two groups: traditional 

statistical machine learning and deep learning methods. Further, we conduct a benchmark study to investigate 

the performance of different neural network models and transformers that have not been used for fake review 

detection yet. The experimental results on two benchmark datasets show that Roberta performs about 7% better 

than the state-of-the-art methods in a mixed domain for the deception dataset with the highest accuracy of 

91.2%, which can be used as a baseline for future studies. Finally, we highlight the current gaps in this research 

area and the possible future directions. 
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I Introduction 

               In this era of the internet, customers can 

post their reviews or opinions on several websites. 

These reviews are helpful for the organizations and 

for future consumers, who get an idea about 

products or services before making a selection 

[19][21]. In recent years, it has been observed that 

the number of customer reviews has increased 

significantly. Customer reviews affect the decision 

of potential buyers [33], [34]. In other words, when 

customers see reviews on social media, they 

determine whether to buy the product or reverse 

their purchasing decisions. Therefore, consumer 

reviews offer an invaluable service for individuals 

 

Positive reviews bring big nancial gains, while 

negative reviews often exert a negative facial effect 

[47], [48]. Consequently, with customers becoming 

increasingly inertial to the marketplace, there is a 

growing trend towards relying on customers' 

opinions to reshape businesses by enhancing 

products, services, and marketing [52][54]. For 

example, when several customers who purchased a 

specific model of Acer laptop posted reviews 

complaining about the low display quality, the 

manufacturer was inspired to produce a higher-

resolution version of the laptop. 

The way consumers openly express and use their 

feedback has contributed to issues with websites 

containing customer reviews. Social media (Twitter, 

Face book, etc.) allows anyone to freely post feedback 

or critics of any company at any time with no 

obligations or limits. The lack of restrictions, in turn, 

leads certain companies to use social media to unfairly 

promote their goods, brands or shops, or to unfairly 
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criticize those of their rivals. For example, suppose a 

few consumers who bought a specific digital camera 

posted negative reviews on image quality. These 

reviews portray the digital camera unfavorably to the 

public. Thus, the camera manufacturer might employ 

an individual or team to post fake positive reviews 

about the camera. Similarly, in order to promote the 

company, the producer might ask the hired persons to 

post negative comments about competitors' products. 

Reviews published by people who have not personally 

encountered the items being reviewed are considered 

fake reviews [11]. Accordingly, a person who posts 

fake reviews is called a spammer [11]. When the 

spammer works with other spammers to achieve a 

specific goal, the spammers are called a group of 

spammers  

2 Literature survey 

      1. Revisiting Semi-Supervised Learning for 

Online Deceptive Review Detection 

AUTHORS:  J. K. Rout, A. Dalmia, and K.-K. 

R. Chop 

Abstract 

With more consumers using online opinion 

reviews to inform their service decision making, 

opinion reviews have an economical impact on 

the bottom line of businesses. Unsurprisingly, 

opportunistic individuals or groups have 

attempted to abuse or manipulate online opinion 

reviews (e.g., spam reviews) to make profits and 

so on, and that detecting deceptive and fake 

opinion reviews is a topic of ongoing research 

interest. In this paper, we explain how semi-

supervised learning methods can be used to 

detect spam reviews, prior to demonstrating its 

utility using a data set of hotel reviews. 

     2. Detecting product review spammers using 

rating behaviors 

AUTHORS:  E. P. Lim, V.-A. Nguyen, N. Jindal, 

B. Liu, and H. W. Lauw 

Abstract 

This paper aims to detect users generating spam 

reviews or review spammers. We identify several 

characteristic behaviors of review spammers and 

model these behaviors so as to detect the 

spammers. In particular, we seek to model the 

following behaviors. First, spammers may target 

specific products or product groups in order to 

maximize their impact. Second, they tend to 

deviate from the other reviewers in their ratings 

of products. We propose scoring methods to 

measure the degree of spam for each reviewer 

and apply them on an Amazon review dataset. 

We then select a subset of highly suspicious 

reviewers for further scrutiny by our user 

evaluators with the help of a web based spammer 

evaluation software specially developed for user 

evaluation experiments. Our results show that 

our proposed ranking and supervised methods 

are effective in discovering spammers and 

outperform other baseline methods based on 

helpfulness votes alone. We finally show that the 

detected spammers have a more significant 

impact on ratings compared with the unhelpful 

reviewers. 

     3. towards a general rule for identifying 

deceptive opinion spam 

AUTHORS:  J. Li, M. Ott, C. Cardie, and E. 

Hovy 

Abstract 

Consumers purchase decisions are increasingly 

influenced by user-generated online reviews. 

Accordingly, there has been growing concern 

about the potential for posting deceptive opinion 

spam - fictitious reviews that have been 

deliberately written to sound authentic, to 

deceive the reader. In this paper, we explore 

generalized approaches for identifying online 

deceptive opinion spam based on a new gold 

standard dataset, which is comprised of data 

from three different domains (i.e. Hotel, 

Restaurant, Doctor), each of which contains 

three types of reviews, i.e. customer generated 

truthful reviews, Turker generated deceptive 

reviews and employee (domain-expert) 

generated deceptive reviews. Our approach tries 

to capture the general difference of language 

usage between deceptive and truthful reviews, 

which we hope will help customers when 
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making purchase decisions and review portal 

operators, such as Trip Advisor or Yelp, 

investigate possible fraudulent activity on their 

sites. 

3. Implementation Study 

           Content based methods focus on what is the 

content of the review. That is the text of the review 

or what is told in it. Heydari et al. [2] have attempted 

to detect spam review by analyzing the linguistic 

features of the review. Ott et al. [3] used three 

techniques to perform classification. These three 

techniques are- genre identification, detection of 

psycholinguistic deception and text categorization. 

❖ Behavior feature based study focuses on the 

reviewer that includes characteristics of the 

person who is giving the review. Lim et al. 

[7]  addressed the problem of review 

spammer detection, or finding users who are 

the source of spam reviews. People who post 

intentional fake reviews have significantly 

different behavior than the normal user. They 

have identified the following  deceptive 

rating and review behaviors. 

❖ Deceptive online review detection is 

generally considered as a classification 

problem and one popular approach is to use 

supervised text classification techniques [5]. 

These techniques are robust if the training is 

performed using large datasets of labeled 

instances from both classes, deceptive 

opinions (positive instances) and truthful 

opinions (negative examples) [8]. Some 

researchers also used semi-supervised 

classification techniques. 

3.1proposed methodology 

❖ In the proposed system, each review goes 

through a tokenization process first. Then, 

unnecessary words are removed and 

candidate feature words are generated. 

❖ Each candidate feature words are checked 

against the dictionary and if its entry is 

available in the dictionary then its frequency 

is counted and added to the column in the 

feature vector that corresponds to the 

numeric map of the word. 

Alongside with counting frequency, the 

length of the review is measured and added 

to the feature vector. 

❖ Finally, the sentiment score which is 

available in the data set is added in the 

feature vector. We have assigned negative 

sentiment as zero valued and positive 

sentiment as some positive value in the 

feature vector. 

Advantages 

 The system is very fast and effective due to 

semi-supervised and supervised learning. 

 Focused on the content of the review based 

approaches. As features we have used word 

frequency count, sentiment polarity and 

length of review.. 

 
 

Fig 1: proposed model 

 

3.2 Methodology 

 

1) 3.2.1 Data Collection: Using this module we 

will upload AMAZON reviews dataset to 

application 

2) Data Preprocessing: using this module we 

will read all reviews and then remove stop 

words, special symbols, punctuation and 

numeric data from all reviews and after 

applying Preprocessing we will extract 

features from all reviews. 
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3) Features Extraction: here we will apply the 

TF-IDF (term frequency Inverse Document 

Frequency) algorithm to convert string 

reviews into numeric vectors. Each word 

count will be put in a vector in place of 

words. 

4) Run SVM Algorithm: We will apply SVM 

algorithm on TF-IDF vector to train SVM 

algorithm and then we apply test data on 

SVM trained model to calculate SVM 

prediction accuracy 

5) Run Naïve Bayes Algorithm: We will apply 

Naïve Bayes algorithm on TF-IDF vector to 

train Naïve Bayes algorithm and then we 

apply test data on Naïve Bayes trained model 

to calculate Naïve Bayes prediction accuracy 

6) Run Decision Tree Algorithm: We will apply 

Decision Tree algorithm on TF-IDF vector to 

train Decision Tree algorithm and then we 

apply test data on Decision Tree trained 

model to calculate Decision Tree prediction 

accuracy 

 

 

4  Results and Evolution Metrics 

 Fig2:-  Main screen to input review for 

predection 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

Fig 3 input the review can be seen in the screen 

 

 

 

Fig 4: - review been input by the user  

 

 
Fig 5:- review predicated  
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fig 7: - accuracy prediction using logistic 

regression accuracy is 82.70% 

5 Conclusion 

This project presented an extensive survey of the 

most notable works to date on machine learning-

based fake review detection. Firstly, we have 

reviewed the feature extraction approaches used by 

many researchers. Then, we detailed the existing 

datasets with their construction methods. Then, we 

outlined some traditional machine learning models 

and neural network models applied for fake review 

detection with summary tables. Traditional statistical 

machine learning enhances text classication model 

performance by improving the feature extraction and 

classier design. In contrast, deep learning improves 

performance by enhancing the presentation learning 

method, algorithm's structure and additional 

knowledge. We also provided a comparative analysis 

of some neural network model-based deep learning 

and transformers that have not been used in fake 

review detection. The outcomes showed that Roberta 

achieved the highest accuracy on both datasets. 

Further, recall, precision, and F1 score proved the 

efficacy of using Roberta in detecting fake reviews. 

Finally, we summarized the current gaps in this 

research area and the possible future direction to get 

robust outcomes in this domain. 
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