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Abstract— Now-a-days biometric systems are useful in recognizing person’s identity but criminals 

change their appearance in behaviour and psychological to deceive recognition system. To overcome from 

this problem we are using new technique called Deep Texture Features extraction from images and then 

building train machine learning model using CNN (Convolution Neural Networks) algorithm. This 

technique refer as LBPNet or NLBPNet as this technique heavily dependent on features extraction using 

LBP (Local Binary Pattern) algorithm. In this project we are designing LBP Based machine learning 

Convolution Neural Network called LBPNET to detect fake face images. Here first we will extract LBP 

from images and then train LBP descriptor images with Convolution Neural Network to generate training 

model. Whenever we upload new test image then that test image will be applied on training model to 

detect whether test image contains fake image or non-fake image.  

 

Index Terms:- CNN (Convolution Neural Networks), LBPNet, NLBPNet, fake image

I Introduction 

The objective of this project is to identify fake 

images (Fake images are the images that are 

digitally altered images). The problem with 

existing fake image detection system is that they 

can be used detect only specific tampering 

methods like splicing, coloring etc. We 

approached the problem using machine learning 

and neural network to detect almost all kinds of 

tampering on images. 

Using latest image editing softwares, it is 

possible to make alterations on image which are 

too difficult for human eye to detect. Even with 

a complex neural network, it is not possible to 

determine whether an image is fake or not 

without identifying a common factor across 

almost all fake images. So, instead of giving 

direct raw pixels to the neural network, we gave 

error level analysed image. 

This project provides two level analysis for the 

image. At first level, it checks the image 

metadata. Image metadata is not that much 

reliable since it can be altered using simple 

programs. But most of the images we come 

across will have non-altered metadata which 

helps to identify the alterations. For example, if 

an image is edited with Adobe Photoshop, the 

metadata will contain even the version of the 

Adobe Photoshop used. 

In the second level, the image is converted into 

error level analysed format and will be resized 

to 100px x 100px image. Then these 10,000 

pixels with RGB values (30,000 inputs) is 

given in to the input layer of Multilayer 

perceptron network. Output layer contain two 

neurons. One for fake image and one for real 

image. Depending upon the value of these 

neuron outputs along with metadata analyser 

output, we determine whether the image is fake 

or not and how much chance is there for the 

given image to be tampered 

 

2 Literature survey 

Very little work has been finalized around 

detecting forge audio, images, and videos. Yet, 

several studies and tasks are underway to 

identify what can be done around the incredible 

proliferation about counterfeit pictures online. 

Adobe recognizes the way in which Photoshop 

is misused and has tried to offer a sort of 

antidote [8]. The following provide a summary 

of a few of these studies: 

According to a study [9] conducted by Zheng et 

al. (2018), the identification of fake news and 

images is very difficult, as fact-finding of news 

on a pure basis remains an open problem and 

few existing models Can be used to resolve the 

problem. It has been proposed to study the 

problem of "detecting false news." Through a 

thorough investigation of counterfeit news many 

useful properties are determined from text words 

and pictures used in counterfeit news. There are 
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some hidden characteristics in words and images 

used in fake news, which can be identified 

through a collection of hidden properties derived 

from this model through various layers. A 

pattern called TI-CNN has been proposed. By 

displaying clear and embedded features in a 

unified space, TI-CNN is trained with both text 

and image information at the same time. 

Raturi’s 2018 architecture [10] was proposed to 

identify counterfeit accounts in social networks, 

especially on Facebook. In this research, a 

machine learning feature was used to better 

predict fake accounts, based on their posts and 

the placement on their social networking walls. 

Support Vector Machine (SVM) and 

Complement Naïve Bayes (CNB) were used in 

this process, to validate content based on text 

classification and data analysis. The analysis of 

the data focused on the collection of offensive 

words, and the number of times they were 

repeated. For Facebook, SVM shows a 97% 

resolution where CNB shows 95% accuracy in 

recognizing Bag of Words (BOW) -based 

counterfeit accounts. The results of the study 

confirmed that the main problem related to the 

safety of social networks is that data is not 

properly validated before publishing. 

In 2017 study by Bunk et al [11], two systems 

were proposed to detect and localize fake images 

using a mix of resampling properties and deep 

learning. In the initial system, the Radon 

conversion of resampling properties is 

determined on overlapping pictures corrections. 

Deep learning classifiers and a Gaussian 

conditional domain pattern are then used to 

construct a heat map. A Random Walker 

segmentation method uses total areas. In the 

next system, for identification and localization, 

software resampling properties are passed on 

overlapping object patches over a long-term 

memory (LSTM)- based network. In addition, 

the detection/ localization performance of both 

systems was compared. The results confirmed 

that both systems are active in detecting and 

settling digital image fraud. 

Aphiwongsophon and Chongstitvatana [12], 

aimed to use automated learning techniques to 

detect counterfeit news. Three common 

techniques were used in the experiments: Naïve 

Bayes, Neural Network and Support Vector 

Machine (SVM). The normalization method is a 

major step to disinfect data before using the 

automatic learning method to sort information. 

The results show Naïve Bayes to have a 96.08% 

accuracy in detecting counterfeit news. There 

are two other advanced methods, the Neural 

Network Machine and the Support Network 

(SVM), which achieve 99.90% accuracy. 

In [13] by Kuruvilla et al., a neural network was 

successfully trained by analyzing the 4000 fake 

and 4000 real images error level. The trained 

neural network has succeeded in identifying the 

image as fake or real, with a high success rate of 

83%. The results showed that using this 

application on mobile platforms significantly 

reduces the spread of fake images across social 

networks. In addition, this can be used as a false 

image verification method in digital 

authentication, court evidence assessment, etc. It 

develops and tests reliable fake image detection 

program by combining the results of metadata 

analysis (40%) and neural network output 

According to [15] Kim’s and Lee’s, digital 

forensics techniques are needed to detect 

manipulation and fake images used for illegal 

purposes. Thus, the researchers in this study 

have been working on an algorithm to detect 

fake images through deep learning technology, 

which has achieved remarkable results in 

modern research. First, a converted neural 

network is applied to image processing. In 

addition, a high pass filter is used to get at 

hidden features in the image instead of semantic 

information in the image. For experiments, 

modified images are created using intermediate 

filter, Gaussian blurring, and added white 

Gaussian noise. 

This research develops an approach that takes an 

image as input and classifies it, using the CNN 

model. For a completely new task/problem, 

CNNs are very good feature extractors. It 

extracts useful attributes from an already trained 

CNN with its trained weights by feeding your 

data at each level and tuning the CNN a bit for 

the specific task. This means that a CNN can be 

retrained for new recognition tasks, enabling to 

build on pre-existing networks. This is called 

pre-training, where one can avoid training a 

CNN from the beginning and save time. CNN 

can carry out automatic feature extraction for the 

given task. It eliminates the need for manual 

feature extraction, since the features are learned 
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directly by the CNN. In terms of performance, 

CNNs outperform many methods for image 

recognition tasks and many other tasks where it 

gives a high accuracy and accurate result. 

Another key feature of CNNs is weight sharing, 

which basically means that the same weight is 

used for two layers in the model. Due to the 

above features and advantages, CNN is used in 

this research in comparison to other deep 

learning algorithms. 

 

3 Implementation Study 

Support Vector Machine (SVM) and 

Complement Naïve Bayes (CNB) were used in 

this process, to validate content based on text 

classification and data analysis. The analysis of 

the data focused on the collection of offensive 

words, and the number 

of times they were repeated.  

 

3.1proposed methodology 
CNN model. For a completely new 

task/problem, CNNs are very good feature 

extractors. It extracts useful attributes from an 

already trained CNN with its 

trained weights by feeding your data at each 

level and tuning the CNN a bit for the specific 

task. This means that a CNN can be retrained for 

new recognition tasks, enabling to build on pre-

existing networks. This is called pre-training, 

where 

one can avoid training a CNN from the 

beginning and save time. CNN can carry out 

automatic feature extraction for the given task. It 

eliminates the need for manual feature 

extraction, since the features are learned directly 

by the CNN. 

In terms of performance, CNNs outperform 

many methods for image recognition tasks and 

many other tasks where it gives a high accuracy 

and accurate result. Another key feature of 

CNNs is weight sharing, which basically means 

that the same 

weight is used for two layers in the model. Due 

to the above features and advantages, CNN is 

used in this research in comparison to other deep 

learning algorithms. 

 

 
Fig 1: - cnn architure 

 

 
 

Fig 2: - proposed fake image detection model 

 

3.2 Methodology 

 

Input Feature for Neural Networks 

 

1) Load and analyze image data: Load the data 

of the sample as a data store for the Image. 

Image data store automatically labels images 

based on the name of the 

folder and stores the data as an object of the 

image data store. An image data store 

helps you to store large image information when 

training a convolution neural 

network and interpret image batches efficiently. 

 

2) Define the network architecture: 

Determine the  neural network architecture and 

create network layers. 

 

3) Define training options: 

   Defines  the training options after defining the 

architecture of the network. Learning 

rate, number of epochs, momentum and batch 

size. 

 

4) Train the network: Train the network using 

layer defined architecture, training data& the 

training options. 
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5) Predict the labels of new data and measure 

the classification accuracy 

 

4  Results and Evolution Metrics 

 
          Fig 3:_ dataset of fake and real images  

 

 
 Fig 4:- main screen 

 
 

Fig 5:  model generated  

 

 
Fig 6 image uploaded  

 
Fig 7: fake image detected 

5 Conclusion 

In this paper, we have proposed a novel common 

fake feature network based the pairwise 

learning, to detect the fake face/general images 

generated by state-of-the-art GANs successfully. 

The proposed CFFN can be used to learn the 

middle- and high-level and discriminative fake 

feature by aggregating the cross-layer feature 

representations into the last fully connected 

layers. The proposed pairwise learning can be 

used to improve the performance of fake image 

detection further. With the proposed pairwise 

learning, the proposed fake image detector 

should be able to have the ability to identify the 

fake image generated by a new GAN. Our 

experimental results demonstrated that the 

proposed method outperforms other state-of-the-

art schemes in terms of precision and recall rate. 
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