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ABSTRACT 

The reliability of data is an essential component in the process of making decisions in businesses and 

governments that are supported by facts (e.g., policy making). Within a fog environment, the devices 

and systems that are connected to the Internet of Things (IoT) are an example of one of the most 

important data sources. However, the increasing complexity and interconnectivity of environments 

like the Internet of Things and fog can result in security vulnerabilities (for example, as a result of 

implementation errors or flaws in the underlying devices or systems). These vulnerabilities can be 

manipulated to make concessions the credibility of the data. As a result, in this paper, we present a 

safe Cryptocurrency scheme to guarantee the reliability of node or data and assure the security of data 

transmission in an environment that is characterised by fog. Experimentation are then used to show 

that the suggested plan is practical. 

I INTRODUCTION 

The process of making judgments in 

organisations and governments that are backed 

by facts requires an important component, and 

that component is the dependability of the data 

(e.g., policy making). The devices and systems 

that are linked to the Internet of Things (IoT) 

are an example of one of the most significant 

data sources that can be found inside an 

environment that utilises fog computing. On 

the other hand, the Internet of Things and fog 

settings are becoming more complicated and 

interconnected, which might lead to security 

risks (for example, as a result of 

implementation errors or flaws in the 

underlying devices or systems). These 

weaknesses are susceptible to manipulation, 

which may result in compromises made to the 

data's trustworthiness. As a consequence of 

this, in this work, we provide a risk-free 

Cryptocurrency system to ensure the 

dependability of nodes or data and to insure 

the security of data transmission in an 

environment that is characterised by fog. The 

results of the experiments are then utilised to 

demonstrate that the proposed strategy is 

feasible. a comparison of the two ideas 

highlighting their contrasts. [1]. The former 

(fog computing) may be thought of as a 

platform that is highly virtualized between the 

cloud data centre and terminal installations. 

This platform gives users the capacity to 

compute, store, and provide online services 

[2]. In general, a fog environment consists of 

key fog nodes that are connected to a variety 

of Internet of Things devices located in 

various localised regions or areas, and these 

nodes are tasked with the responsibility of 

temporarily storing data that is collected in the 

Internet of Things devices to which they are 

connected (e.g., sensors). The latter will, in 

general, sense, collect, and transmit the 

information to the fog nodes for the purpose of 

preprocessing, preliminary analysis, and/or 

forwarded to the cloud server for further data 

analytics; this will support more innovative 

and complex truly big data analysis (for 

example, data collected from various fog 

environments). In addition to this, fog 

environments boost the effectiveness of 

communication and provide enhanced support 

for real-time applications (for example, real-

time data interchange and decision making in 

the context of Internet of Vehicles settings and 

healthcare/wellbeing contexts) [3]–[6]. 
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There is no such thing as a flawless system, 

and similarly, there are a variety of obstacles 

that come with fog-filled settings. For 

instance, how can we efficiently and 

effectively authenticate the fog nodes, taking 

into account their diversity 

(hardware/software, located at different 

control layers, etc.) [7], and/or detect 

(potentially) malicious data that are in transit 

between different fog environments [8], [28], 

for instance, as a result of man-in-the-middle 

and other attacks [9]? [7] [8] [28] [9] [8] [28] 

[8] [28] [ Also, how can we protect the privacy 

of the user without compromising the system's 

overall performance and safety [10, 29]? 

These challenges highlight how important it is 

to design an approach that is both dynamic and 

secure, as well as sufficiently robust to work in 

the varied environments of fog computing, 

such as the requirements and limitations of 

hardware and software, the network, and the 

physical settings, among other factors. In the 

research that has been done, many methods 

have been suggested. For instance, Law et al. 

[17] established a key management platform 

that they called WAMS in order to accomplish 

the security goals for communications. Balfanz 

et al. [18] suggested a safe, user-friendly, and 

economical way for achieving authentication 

in local ad hoc wireless networks. In this 

system, the preauthentication is accomplished 

via physical touch in a location-constrained 

channel. A strategy was developed by Han et 

al. [19] to identify rogue access points in fog 

settings. More specifically, the technique 

makes advantage of the round-trip time 

between DNS servers and end users to ease the 

identification of rogue access points. 

Mobile online social networks rely heavily on 

users' ability to share their whereabouts (and 

many other networks and services). Massive 

amounts of sensitive user information are 

gathered, distributed, analysed, and stored in 

order to make it possible for users to share 

their whereabouts in an accurate and efficient 

manner. 

There are obvious issues about privacy, which 

is why Wei et al. [20] established a framework 

for location sharing that protects users' privacy 

and is designed for use in mobile online social 

networks. In order to improve data exchange 

in fog and cloud settings, Yu et al. [21] offered 

a method that would provide scalable, 

confidential, and fine-grained access control. 

This would be especially helpful in situations 

where untrusted third-party organisations were 

involved. A method was presented by Cao et 

al. [22] to increase the data dependability in 

fog situations. More specifically, they focused 

on data mending and corruption detection 

without requiring a significant amount of 

processing effort. Damiani et al. [23] 

developed a reliable reputation sharing 

technique that is based on accessible Peer-to-

Peer (P2P) protocols. Within this mechanism, 

an autonomously self-regulating network 

architecture is implemented in order to 

safeguard the anonymity of data consumers. 

A fresh framework for a mobile cloud 

computing environment was proposed by Shi 

et al. [24]. [Citation needed] A network trust 

shielding for mobile devices is included in 

their design. This shielding is especially 

effective against malware and illegal access. 

Nevertheless, it is possible that the solutions 

that are now available may be inadequate 

against newer or developing security assaults 

in fog settings, especially as the quantity of 

data that has to be analysed rises. Additionally, 

it's possible that present methods may not offer 

a solution that protects users' privacy and is 

lightweight. 

In the interest of making a contribution to the 

current body of research, we provide a secure 

Blockchain-based scheme (SBBS) that is 

intended to verify the reliability of source data 

in situations characterised by fog. To be more 

specific, SBBS assists us in ensuring that data 

remain unchanged throughout the handling 

and transmission process as well as locating 

rogue nodes. To guarantee that our method is 

lightweight, we make use of an attribute-based 

signature, often known as an ABS. 

II EXISTING SYSTEM 

The process of making judgments in 

companies and agencies that are backed by 

facts requires an important component, and 
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that component is the dependability of the data 

(e.g., policy making). The equipments that are 

linked to the Internet of Things (IoT) are an 

illustration and one of the most significant data 

sources that can be found inside an atmosphere 

that utilises fog computing. On the other hand, 

the Internet of Things and fog settings are 

becoming more complicated and 

interconnected, which might lead to security 

risks (for example, as a result of 

implementation errors or flaws in the 

underlying devices or systems). These 

weaknesses are susceptible to manipulation, 

which may result in compromises made to the 

data's trustworthiness. As a consequence of 

this, in this work, we provide a risk-free 

Cryptocurrency system to ensure the 

dependability of nodes or data and to insure 

the protection of information transportation in 

an environments characterized by fog. The 

results of the experiments are then utilised to 

demonstrate that the proposed strategy is 

feasible. a comparison of the two ideas 

highlighting their contrasts. [1]. The former 

(fog computing) may be thought of as a 

platform that is highly virtualized between the 

cloud data centre and endpoint deployments. 

This platform gives users the capacity to 

compute, store, and provide online services 

[2]. In general, a fog environment consists of 

key fog nodes that are connected to a variety 

of Internet of Things devices located in 

various localised regions or areas, and these 

nodes are tasked with the responsibility of 

capturing and storing data which was collected 

in the Internet of Things devices to which they 

are connected (e.g., sensors). The latter will, in 

general, sense, collect, and transmit the 

information to the fog nodes for the purpose of 

preprocessing, preliminary analysis, and/or 

forwarded to the cloud server for further data 

analytics; this will encourage more 

groundbreaking and complex truly big data 

analysis (for example, data collected from 

various fog environments). In addition to this, 

fog environments boost the effectiveness of 

communication and provide enhanced support 

for real-time applications (for example, real-

time data interchange and decision - making 

process in the context of Internet of Vehicles 

settings and healthcare/wellbeing contexts) 

[3]–[6]. 

There is no such thing as a flawless system, 

and similarly, there are a variety of obstacles 

that come with fog-filled settings. For 

instance, how can we efficiently and 

effectively authenticate the fog nodes, taking 

into account their diversity 

(hardware/software, located at different 

control layers, etc.) [7], and/or detect 

(potentially) malicious data that are already in 

transit between different fog surroundings [8], 

[28], for instance, as a result of man-in-the-

middle and also other attacks [9]? [7] [8] [28] 

[9] [8] [28] [8] [28] [ Also, how can we protect 

the privacy of the user without compromising 

the efficiency of the process and safety [10, 

29]? 

These challenges highlight how important it is 

to design an approach that is both dynamic and 

secure, as well as sufficiently robust to work in 

the varied environments of fog computing, 

such as the requirements and specifications of 

hardware and software, the network, and the 

physical settings, among other factors. In the 

research that has been done, many methods 

have been suggested.  

For instance, Law et al. [17] established a key 

management platform that they called WAMS 

in order to accomplish the security goals for 

communications. Balfanz et al. [18] suggested 

a safe, user-friendly, and economical way for 

achieving authentication in local ad hoc 

wireless networks. In this system, the 

preauthentication is accomplished via physical 

touch in a location-constrained channel. A 

strategy was developed by Han et al. [19] to 

identify rogue access points in fog settings. 

More specifically, the technique makes 

advantage of the round-trip time between DNS 

servers and end users to ease the identification 

of rogue access points. 

Mobile online social networks rely heavily on 

users' ability to share their whereabouts (and 

many other networks and services). Massive 

amounts of sensitive user information are 

gathered, distributed, analysed, and stored in 

order to make it possible for users to share 
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their whereabouts in an accurate and efficient 

manner. 

There are obvious issues about privacy, which 

is why Wei et al. [20] established a framework 

for location sharing that protects users' privacy 

and is designed for use in mobile online social 

networks. In order to improve data exchange 

in fog and cloud settings, Yu et al. [21] offered 

a method that would provide scalable, 

confidential, and fine-grained access control. 

This would be especially helpful in situations 

where untrusted third-party organisations were 

involved. A method was presented by Cao et 

al. [22] to increase the data dependability in 

fog situations. More specifically, they focused 

on data mending and corruption detection 

without requiring a significant amount of 

processing effort. Damiani et al. [23] 

developed a reliable reputation sharing 

technique that is based on accessible Peer-to-

Peer (P2P) protocols. Within this mechanism, 

an autonomously self-regulating network 

architecture is implemented in order to 

safeguard the anonymity of data consumers. 

A fresh framework for a cloud setup was 

proposed by Shi et al. [24]. [Citation needed] 

A network trust shielding for mobile devices is 

included in their design. This shielding is 

especially effective against malware and 

illegal access. Nevertheless, it is possible that 

the solutions that are now available may be 

inadequate against newer or developing 

security assaults in fog settings, especially as 

the quantity of data that has to be analysed 

rises. Additionally, it's possible that present 

methods may not offer a solution that protects 

users' privacy and is lightweight. 

In the interest of making a contribution to the 

current body of research, we provide a secure 

Blockchain-based scheme (SBBS) that is 

intended to verify the reliability of source data 

in situations characterised by fog. To be more 

specific, SBBS assists us in ensuring that data 

remain unchanged throughout the handling 

and transmission process as well as locating 

rogue nodes. To guarantee that our method is 

lightweight, we make use of an attribute-based 

signature, often known as an ABS. 

III PROPOSED SYSTEM 

The process of making judgments in 

companies and agencies that are backed by 

facts requires an important component, and 

that component is the dependability of the data 

(e.g., policy making). The equipments that are 

linked to the Internet of Things (IoT) are an 

illustration and one of the most significant data 

sources that can be found inside an atmosphere 

that utilises fog computing. On the other hand, 

the Internet of Things and fog settings are 

becoming more complicated and 

interconnected, which might lead to security 

risks (for example, as a result of 

implementation errors or flaws in the 

underlying devices or systems). These 

weaknesses are susceptible to manipulation, 

which may result in compromises made to the 

data's trustworthiness. As a consequence of 

this, in this work, we provide a risk-free 

Cryptocurrency system to ensure the 

dependability of nodes or data and to insure 

the protection of information transportation in 

an environments characterized by fog.  

The results of the experiments are then utilised 

to demonstrate that the proposed strategy is 

feasible. a comparison of the two ideas 

highlighting their contrasts. [1]. The former 

(fog computing) may be thought of as a 

platform that is highly virtualized between the 

cloud data centre and endpoint deployments. 

This platform gives users the capacity to 

compute, store, and provide online services 

[2]. In general, a fog environment consists of 

key fog nodes that are connected to a variety 

of Internet of Things devices located in 

various localised regions or areas, and these 

nodes are tasked with the responsibility of 

capturing and storing data which was collected 

in the Internet of Things devices to which they 

are connected (e.g., sensors).  

The latter will, in general, sense, collect, and 

transmit the information to the fog nodes for 

the purpose of preprocessing, preliminary 

analysis, and/or forwarded to the cloud server 

for further data analytics; this will encourage 

more groundbreaking and complex truly big 

data analysis (for example, data collected from 

various fog environments). In addition to this, 

Journal of Engineering Sciences Vol 13 Issue 08,2022,ISSN:0377-9254

www.jespublication.com Page 818



fog environments boost the effectiveness of 

communication and provide enhanced support 

for real-time applications (for example, real-

time data interchange and decision - making 

process in the context of Internet of Vehicles 

settings and healthcare/wellbeing contexts) 

[3]–[6]. 

There is no such thing as a flawless system, 

and similarly, there are a variety of obstacles 

that come with fog-filled settings. For 

instance, how can we efficiently and 

effectively authenticate the fog nodes, taking 

into account their diversity 

(hardware/software, located at different 

control layers, etc.) [7], and/or detect 

(potentially) malicious data that are already in 

transit between different fog surroundings [8], 

[28], for instance, as a result of man-in-the-

middle and also other attacks [9]? [7] [8] [28] 

[9] [8] [28] [8] [28] [ Also, how can we protect 

the privacy of the user without compromising 

the efficiency of the process and safety [10, 

29]? 

These challenges highlight how important it is 

to design an approach that is both dynamic and 

secure, as well as sufficiently robust to work in 

the varied environments of fog computing, 

such as the requirements and specifications of 

hardware and software, the network, and the 

physical settings, among other factors. In the 

research that has been done, many methods 

have been suggested. For instance, Law et al. 

[17] established a key management platform 

that they called WAMS in order to accomplish 

the security goals for communications. Balfanz 

et al. [18] suggested a safe, user-friendly, and 

economical way for achieving authentication 

in local ad hoc wireless networks. In this 

system, the preauthentication is accomplished 

via physical touch in a location-constrained 

channel. A strategy was developed by Han et 

al. [19] to identify rogue access points in fog 

settings. More specifically, the technique 

makes advantage of the round-trip time 

between DNS servers and end users to ease the 

identification of rogue access points. 

Mobile online social networks rely heavily on 

users' ability to share their whereabouts (and 

many other networks and services). Massive 

amounts of sensitive user information are 

gathered, distributed, analysed, and stored in 

order to make it possible for users to share 

their whereabouts in an accurate and efficient 

manner. 

There are obvious issues about privacy, which 

is why Wei et al. [20] established a framework 

for location sharing that protects users' privacy 

and is designed for use in mobile online social 

networks. In order to improve data exchange 

in fog and cloud settings, Yu et al. [21] offered 

a method that would provide scalable, 

confidential, and fine-grained access control. 

This would be especially helpful in situations 

where untrusted third-party organisations were 

involved. A method was presented by Cao et 

al. [22] to increase the data dependability in 

fog situations. More specifically, they focused 

on data mending and corruption detection 

without requiring a significant amount of 

processing effort.  

Damiani et al. [23] developed a reliable 

reputation sharing technique that is based on 

accessible Peer-to-Peer (P2P) protocols. 

Within this mechanism, an autonomously self-

regulating network architecture is 

implemented in order to safeguard the 

anonymity of data consumers. 

A fresh framework for a cloud setup was 

proposed by Shi et al. [24]. [Citation needed] 

A network trust shielding for mobile devices is 

included in their design. This shielding is 

especially effective against malware and 

illegal access. Nevertheless, it is possible that 

the solutions that are now available may be 

inadequate against newer or developing 

security assaults in fog settings, especially as 

the quantity of data that has to be analysed 

rises. Additionally, it's possible that present 

methods may not offer a solution that protects 

users' privacy and is lightweight. 

In the interest of making a contribution to the 

current body of research, we provide a secure 

Blockchain-based scheme (SBBS) that is 

intended to verify the reliability of source data 

in situations characterised by fog. To be more 

specific, SBBS assists us in ensuring that data 

remain unchanged throughout the handling 
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and transmission process as well as locating 

rogue nodes. To guarantee that our method is 

lightweight, we make use of an attribute-based 

signature, often known as an ABS. 

IV RESULTS 

 

 

 

 

 

V CONCLUSION 

To assure the credibility of the data collected 

in surroundings with fog, we have presented 

our suggested SBBS. Underpinning ABS 

makes authentication easier, as was mentioned 

in this post, and Blockchain makes it possible 

for us to construct a safe network environment, 

which helps reduce the likelihood of data 

being tampered with and enables real-time 

synchronisation. As part of our effort to 

establish the usefulness of the proposed 

method, we also examined its level of safety 

and performance. Optimisation of the 

suggested approach for more diversified 

settings, such as in an antagonistic context (for 

example, battlefield or military IoT scenarios), 

is an area of focus for study that will continue 

inside the coming. 
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