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ABSTRACT:Cloud computing offers the 

practical and affordable service of data 

sharing. Because the data is transferred to 

some cloud servers, data contents privacy 

also results from this. Various methods are 

utilized to improve access control on the 

shared data in order to safeguard the 

sensitive and valuable information. 

Ciphertext-policy attribute-based encryption 

(CP-ABE) can improve the convenience and 

security of these methods. Traditional CP-

ABE just focuses on data confidentiality, 

however today, user privacy protection is a 

crucial problem. Data confidentiality and 

user privacy protection are both guaranteed 

by CP-ABE with disguised access policy. 

The majority of current schemes, however, 

are inefficient in terms of communication 

costs and computation costs. Additionally, 

the majority of those works give no thought 

to authority confirmation or privacy leaking 

issues during authority verification. This 

study introduces a privacy-preserving CP-

ABE system with effective authority 

verification to address the issues outlined 

above. Additionally, it achieves constant 

size for its secret keys. As for the decisional 

n-BDHE problem and decisional linear 

assumption, the suggested approach 

achieves selected security. 

I. INTRODUCTION:  

When access control is implemented for 

cloud computing, attribute-based encryption 

(ABE) with key policy attribute-based 

encryption (KP-ABE) and cypher text-

policy attribute-based encryption (CP-ABE) 

can be used to protect data integrity. A 

proposed cryptographic primitive for cloud 

computing secure data sharing is CP-ABE. 

The only person responsible for defining the 

access policy for his shared data is the data 

owner. Data is encrypted with access policy 

on attributes in CP-ABE, and each user's 

secret keys are connected to a set of 

attributes. If and only if a user's attributes 

comply with the ciphertext access policy, 

they are able to decrypt ciphertext. In CP-

ABE, users' secret keys must be issued by a 

reputable key authority, which results in 

important escrow issue. Additionally, the 

majority of the CPABE schemes in use 

today do not support attributes with arbitrary 

states. In order to address the key escrow 

issue and enhance attribute expressiveness, a 

weighted attribute data sharing technique is 

provided in this research. As a result, the 

proposed solution is more amenable to cloud 

computing applications. A more secure two-

party key issuance system ensures that 

neither a key authority nor a cloud service 

provider can steal an individual user's entire 

secret key. The idea of a weighted attribute 

not only makes it possible to describe an 

attribute binarily in an arbitrary way but also 

simplifies the access policy, which lowers 

the cost of ciphertext storage and the time 

required for encryption. As a result, the data 

owner demands high levels of security and 
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confidentiality of when it is outsourced to 

the cloud for storage. Traditional 

cryptographic primitives cannot, however, 

be used directly to secure data. The sharing 

of remotely stored data under various 

systems and security models has recently 

been the subject of a multitude of study on 

privacy and security. 

The major purpose of such efforts is to find 

ways to protect user privacy while achieving 

the desired security goal without adding a 

lot of complexity to the user decryption 

stage. Researchers use hierarchical identity-

based encryption (HIBE) for data security or 

key-policy attribute-based encryption (KP-

ABE) for secure access control to address 

this issue. KP-ABE is based on The National 

Natural Science Foundation of China under 

Grant 61170237, the Doctoral Program of 

Higher Education of China, and the National 

Key Basic Research and Development Plan 

of China all provided partial funding for this 

work. However, since some users' access 

attributes to the cloud are revealed, these 

cannot fully protect the user's privacy and 

are also not fully collusion resistant. The 

HIBE-based methods, however, introduce 

each user has a large number of keys, which 

is too numerous for them to effectively 

handle. As a result, there is still work to be 

done in order to accomplish the aims of both 

successful cloud data sharing and privacy 

preservation. The following conditions must 

be met in order to establish an efficient and 

privacy-preserving data sharing service in 

cloud computing. First and foremost, the 

decision on who has access to a user's cloud 

data should be made by the data owner. 

Second, users' privacy should be shielded 

from the cloud. Last but not least, users can 

access shared data via linked terminals with 

less computational power, including 

smartphones and tablets. These crucial areas 

of cloud sharing are still elusive. In this 

essay, we discuss these concerns and offer a 

practical P2E is a flexible and open data 

exchange method. We use a cryptographic 

primitive called ciphertext policy attribute-

based encryption (CP-ABE), paired with the 

method of identity-based encryption, to 

protect privacy and ensure the 

confidentiality of the data against the cloud 

(IBE). P2E presents a user public key that is 

tightly coupled with a user secret key in 

contrast to KPABE-based techniques to 

achieve fully safe collusion and privacy 

preservation. In contrast to HIBE-based 

schemes, P2E does not raise user keys to 

address the key management difficulties. 

Each data file is described by P2E with a set 

of useful properties, and each user is given 

access to these attributes according to the 

range of data files they are permitted to 

access. The public key of each user is 

combined with the The secret key for the 

same attribute varies depending on the user. 

For each attribute, we construct a 

public/secret key pair in order to enforce 

these access structures. Public key elements 

and access matrices that have been modified 

from the access structure are used to encrypt 

data files. Users can only decrypt ciphertexts 

if they have the matching attributes to 

satisfy the ciphertext, which is why user 

secret keys are set to reflect their access 

privileges. More specifically, the following 

can be used to summarise this paper's 

primary contributions: 1) We present an 

efficient privacy-preserving encryption 

system called P2E that simultaneously 

imposes fine-grainedness, backward 

secrecy, and access control for cloud data 

sharing services while achieving full privacy 

preservation, collusion resistance, and data 

confidentiality. Privileging privacy for data 

exchange in the cloud; 3) According to the 

performance analysis, there isn't much of an 

overhead compared to the existing solutions. 

The experiment's findings show that P2E is 

as light as it can be. 
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II. LITERATURE SURVEY: 

A KP-ABE and a CP-ABE, respectively, are 

produced by the two types of policies that 

ABE schemes specify: the key policy (KP) 

and the ciphertext policy (CP). A defined 

access policy is used to create the private 

key in a KP-ABE scheme, whereas a related 

access policy is used to relate the ciphertext 

in a CP-ABE scheme. The only users who 

can successfully recover data are those 

whose qualities satisfy the policy. ABE is 

currently a popular study topic. However, 

the majority of them don't prioritise 

protecting user privacy and instead focus 

exclusively on data confidentiality. Nishide 

et al. offered the first study with attention 

for user privacy, where the access policy 

was partially hidden by separating the 

property into two pieces as the value and 

name, while merely concealing the value 

The adversary cannot obtain any user data 

because of the disguised policy. However, 

because of the very high cost of calculation, 

their plan is unfeasible. 

A CP-ABE approach using a dual system 

encryption technique was put forth by 

Waters in 2009. It gave CP-ABE users a 

new method for protecting their privacy. 

Following that, Lai et al. issued two 

disguised access policy CP-ABE methods 

using this technique (HP-CP-ABE). It has 

been demonstrated that both of them provide 

total security. The second one supports the 

linear secret share scheme (LSSS), a more 

expressive access mechanism, whereas the 

first one simply supports AND gates. 

However, the size of the ciphertext and 

secret keys grows linearly as the number of 

attributes increases. Then, with complete 

security, Rao et al. unveiled another HP-CP-

ABE technique. This scheme's efficiency is 

increased by maintaining constant sizes for 

the secret keys and ciphertext while still 

relying on composite-order groups for 

security. Though this Scheme only offers the 

AND gate, which is uninspiring. 

Zhang et al. employed the method suggested 

by Abdalla et al. to propose a hierarchical 

HP-CP-ABE scheme. It provides quick 

decryption while achieving constant size 

secret keys. A HP-CP-ABE with decreased 

calculation costs and constant size secret 

keys was recently presented by Huang et al. 

It merely accomplishes selective security, 

which is insufficient as a security model. 

The privacy of users can be protected by the 

aforementioned systems, but there is a 

significant issue that should not be 

overlooked. To decrypt the ciphertexts, 

users must try all possible combinations of 

the secret keys, which means it will take 

them longer to retrieve communications if 

the access policy is disguised. Finding a 

technique to assist users in decrypting 

ciphertexts is essential. successfully and 

effectively. Zhang et al. developed an HP-

CP-ABE system with an authority 

verification phase to lessen users' computing 

demand in order to solve this issue. Users 

can determine whether or not they are 

authorized users with the aid of the 

authorization verification phase. However, 

the match step is where privacy leakage is 

discovered. 

Then Li et al. suggested an HP-CP-ABE 

system with authority verification that was 

more effective. Users' superfluous 

computational consumption may go down as 

a result. However, the same issue with 

access policy attributes can also be tested 

out during the authority verification stage. In 

another HP-CP-ABE system, Cui et al. But 

as the number of attributes grows, so do the 

sizes of secret keys and ciphertexts. A recent 

HP-CPABE method with LSSS access 

structure was proposed by Khan et al. And it 

also encourages authorization confirmation. 

To accomplish this, they used hidden vector 

encryption, though. Relatively, it is not 

effective enough. An HP-CP-ABE system 

with support for the large universe attribute 
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set and LSSS access policy was presented 

by Zhang et al. It is based on composite 

order group, which is less effective in the 

same instance than schemes based on prime 

order group. Inner-product predicate 

encryption is another method for supporting 

hidden access policies (IPE). However, there 

will be a significant efficiency loss from this 

conversion. The number of secret keys and 

ciphertexts in this method increases linearly 

with the depth of characteristics, requiring 

greater storage and processing resources, 

according to an example based on IPE by 

Phuong et al. 
 

III. PROPOSED SYSTEM: 

 

We present an HP-CP-ABE scheme 

providing effective authority identification 

that aids the user in determining whether or 

not they are permitted. The auxiliary 

information is used to generate the test 

parameters in Abdalla's verifiable random 

functions, which is where the test technique 

originates. The suggested method can 

resolve the ciphertexts verification without 

revealing the users' privacy. 

 

It is suggested to employ a framework of 

HP-CP-ABE with effective authority 

identification, which ensures data 

confidentiality and user privacy. We provide 

an authority identification method that can 

let the user confirm whether he or she is an 

authorised one and successfully decrypts in 

order to prevent users from having to 

perform superfluous computations in the 

decryption procedure. 

 

Constant private key is achieved by the 

suggested approach. size, which is unrelated 

to the attribute number of the user. It lowers 

the price of storage and transmission. 

Additionally, a brief security analysis is 

provided using a series of hybrid games to 

demonstrate the suggested method for 

achieving anonymity, which is lacking in the 

majority of the previous works. 
 

           

Fig: Architecture 
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SYSTEM MODEL AND FRAMEWORK 

1) System Model: As illustrated in Fig., an 

HP-CP-ABE system consists of four 

entities: a CS, an authority center (AC), a 

data operator (DO), and data users (DU). 

2) AC: It should be completely trusted in the 

HP-CP-ABE and accepts the registration of 

all DU. Then it will provide secret and 

public keys for every DU. 

3) DO: DO encrypts data and establishes 

access rules. The encrypted data is then 

uploaded to the CS. 

4) CS: In the system, CS might not be 

trustworthy. It is responsible for keeping 

encrypted data safe. 

5) DU: DU can request access to encrypted 

data from CS and secret keys related to their 

properties from AC. If DU is able to pass the 

verification, demonstrating that their 

characteristics match the policy, DU is 

capable of decrypting the contents. 

IV. CONCLUSION: 

In the standard model, we suggested a CP-

ABE technique that protects privacy. The 

provided system offers numerous benefits 

over the existing schemes, including short 

ciphertexts and constant size private keys. 

Additionally, just four pairing computations 

are required for decryption. In a prime order 

group, the suggested approach achieves 

selective security and anonymity. We 

demonstrate that the decisional n-BDHE and 

the DL assumptions are all that remain of 

the proposed scheme's security in the 

standard model. The suggested approach 

also allows for authority verification without 

any privacy leakage. The introduced 

approach, however, uses a flimsy security 

paradigm and only supports "AND" policies. 

Future studies will focus on how to build a 

robust, secure HP-CP-ABE system with a 

more flexible access policy. 
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