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ABSTRACT – The cybercrime industry has been gaining traction over the years, especially 

owing to the fact that more and more data (personal and organizational) is available on digital 

mediums. Cyber Supply Chain (CSC) system is complex which involves different sub-systems 

performing various tasks. Security in supply chain is challenging due to the inherent 

vulnerabilities and threats from any part of the system which can be exploited at any point within 

the supply chain. This can cause a severe disruption on the overall business continuity. 

Therefore, it is paramount important to understand and predicate the threats so that organization 

can undertake necessary control measures for the supply chain security. To demonstrate the 

applicability of our approach, CTI data is gathered and a number of ML algorithms, i.e., 

XGBoost, Gredient Boosting, are used to develop predictive analytics using the Kaggle Malware 

detection dataset.  

INDEX TERMS – Cyber Security, Boosting algorithm, Malware detection.

I. INTRODUCTION 

The cybercrime industry has been gaining 

traction over the years, especially owing to the 

fact that more and more data (personal and 

organizational) is available on digital 

mediums. Today, the issues posed by 

cybercrime cause companies to bleed millions 

of dollars across the globe. In a study 

conducted across 507 organizations in 16 

countries and regions across 17 industries by 

the Ponemon Institute, it was defined that the 

global average cost of data breach for 2019 

stands at $3.92 Million, a 1.5% increase from 

the 2018 estimate. Organizations worldwide 

are heavily investing into the capabilities of 

predictive analytics using machine learning 

and artificial intelligence to mitigate these 

challenges. 

As per a report by Capgemini Research 

Institute (2019), 48% of organizations say that 
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their budget for implementation of predictive 

analytics in cybersecurity will increase by 

29% in the fiscal year 2020. 56% of senior 

executives say that cybersecurity analysts are 

overworked and close to a quarter of them are 

not able to successfully investigate all 

identified issues. 64% of organizations say 

that predictive analytics lowers the cost of 

threat detection and response and reduces the 

overall detection time by up to 12%. 

II. LITERATURE SURVEY 

There are several works that consider Machine 

Learning classifiers in various cyber security 

application domains such as spam filters, 

antivirus and IDS/IPS to predict cyber attack 

trends [8]. Considering ML for Security [1], 

proposed ML classification of HTTP attacks 

using a decision tree algorithm to learn a 

dataset for performance accuracies and 

automatically label a request as valid or attack. 

The authors developed a vector space model 

used commonly for information retrieval to 

build a classifier to automatically label the 

request as malicious in the URL. The 

approach achieved high precision and recall 

comparatively. However, the work did not 

focus on ML and threat prediction in the CSC 

environment. Further, [2] carried out the 

feasibility of a study on machine learning 

models for cloud security to test the models in 

diverse operation conditions cloud scenarios. 

The authors compared Logistic Regression, 

Decision Tree, Naïve Bayes, and SVM 

classification algorithms techniques to learn a 

dataset for performance accuracies. The 

algorithms represent supervised schemes and 

are used in network security. The result shows 

an accuracy of 97% in anomalous packet 

detections. However, the work did consider 

CSC security from threat prediction in the 

supply chain environment. Furthermore, [3] 

surveyed data mining and ML methods for 

cyber security detection methods for cyber 

analytics in support of intrusion detection in 

cyber security applications. The authors used 

Artificial Neural Network, Association rules, 

Fuzzy Association rules and Bayesian 

Networks classifiers to learn the datasets and 

provided comparison criteria for the machine 

learning and data mining models to recognize 

the types of the attack (misuse) and for 

detection of an attack (intrusion). However, 

the techniques and methods used are not ML 

models and did not focus on ML and threat 

prediction in the CSC environment. 

Additionally, [4] review the cybersecurity 

dataset for ML algorithms used for analysing 

network traffic and anomaly detection. The 

author compared the machine learning 

techniques used for experiments, evaluation 

methods and baseline classifiers for 
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comparison of the dataset. The results show 

significant flaws in some dataset during 

feature selection and are not relevant for 

modern intrusion detections datasets. 

However, the review did not stress on the 

current dataset we used from the Microsoft 

Malware Threat Prediction website for the 

prediction. Moreover, [5] explored the 

classification of logs using ML techniques on 

a decision tree algorithm to learn a dataset that 

models the correlation and normalization of 

security logs. The goal of the ML techniques 

is to evaluate if the algorithm can predict the 

performance of classification as an attack or 

not after a training phase. The dataset used 

contains anomalous and some identified 

attacks. The result shows that the DT 

algorithm was model on internet logs to 

develop a framework for the normalization 

and correlation of the classify with an 

accuracy of 80%. However, the classification 

model did not compare other classification 

algorithms such as SVM, LR and RF that are 

relevant for ML better performance accuracies 

and threat analysis. 

Another initiative [6] explores the viability of 

using machine learning approaches to predict 

power systems disturbance and cyberattack 

discrimination classifiers and focuses 

specifically on detecting cyberattacks where 

deception is the core tenet of the event. The 

authors in [6] evaluated the classification 

performances on, NNge, OneR, SVM, RF, 

JRpper and Adaboost algorithms to learn the 

dataset and focused specifically on detecting 

cyber attacks where deception is the core tenet 

of the event. For example, in [7], the authors 

proposed a SCADA power system cyberattack 

detection approach by combining a 

correlation-based feature selection (CFS) 

method and K-Nearest-Neighbour (KNN) 

instance-based learning (IBL) algorithm. The 

combination was useful to reduce the 

extremely large number of features and to 

maximize cyberattack detection accuracy with 

minimum detection time cost. In [7], an 

ensemble-learning model for detecting the 

cyberattacks of SCADA-based IIoT platform 

is proposed. The model was based on the 

combination of a random subspace (RS) 

learning method with random tree (RT). The 

authors in [8] proposed a deep-learning, 

feature-extraction-based semi-supervised 

model for cyberattack protection in the trust 

boundary of IIoT networks. The proposed 

approach was adaptive to learn unknown 

attack. However, the works did not consider 

CSC attacks from supplier inbound and 

outbound chains. 

Regarding ML predictive analytics on various 

datasets, [9] predicted cybersecurity incidents 

using ML algorithms to distinguish between 
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the different types of models. The authors 

used text mining methods such as n-gram, bag 

of-words and ML techniques to learn dataset 

on Naive Bayes and SVM algorithms for 

classification performance. The experiment 

was to predict classification accuracies of 

malware incidents response and actions. The 

approach did not consider CTI and ML in the 

CSC system environment. Further, [10] 

proposed a risk teller system that analyses 

binary file appearance logs of a machine to 

predict which machines are at risk of 

experiencing malware infection in advance. 

The authors used a random forest algorithm 

and semi-quantitative methods to build a risk 

prediction model that creates a profile to 

capture usage patterns. The results associate 

each level of risk to a machine infection 

incident with 95% true positive precision.  

III. METHODOLOGY 

Integration of CTI And ML The approach 

combines CTI processes with ML techniques 

for cyber threat predictive analytics. The goal 

is to detect vulnerabilities and indicators of 

compromise on CSC network system nodes 

using known attacks to predict unknown 

attacks. We apply the CTI techniques to gather 

threats (Known attacks) and ML techniques to 

learn the dataset to predicate cyber threats 

(unknown attacks) on CSC systems. The 

inputs are the attacks and TTP that are 

deployed by threat actors to compromise a 

system. The attack feature uses properties such 

as attack type, pattern, attack vectors, and 

prerequisites to determine the nature of the 

attack that was deployed. The TTP consists of 

attack patterns and attack vectors deployed by 

the threat actor. The TTP parameter includes 

the capabilities of the threat actor and threat 

indicators. The threat actor feature uses 

properties such as user, system and third-party 

vendors to determine the vulnerable spots and 

type of tools used for the attack to determine 

the attack pattern. Tools are the attack 

weapons or software codes used by the threat 

actor for reconnaissance and to initiate an 

attack. For instance, the threat actor could use 

Nmap tool for scanning a network, Kali Linux 

tool for penetration and, Metasploit tool for 

exploiting loopholes in a network. The output 

parameters are the vulnerabilities and 

indicators of compromise that are used as 

threat intelligence. The capability of the threat 

actor could be determined by the ability to 

penetrate a system and course Advance 

Persistent threat (APT) attack and take 

command and control C&C) the extent of 

propagation is used to determine the 

indicators. Finally, we consider various 

controls such as directive, preventive, 
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detective corrective and recovery required to 

secure the CSC system. 

A. Boosting Ensemble Learning 

Boosting ensemble learning works on an 

iterative approach of adjusting weights of an 

observation present in the training dataset 

based upon the performance of the previous 

classification model. The weight for an 

observation is increased if it is classified 

incorrectly and decreased if classified 

correctly. Boosting ensemble learning has it’s 

in advantage in cases where the bias error 

component of reducible error is high. Boosting 

decreases this bias error and helps in building 

stronger predictive models. 

For this study, we use two bagging algorithms, 

the XGBoosting Algorithm & Stochastic 

Grading Boosting Algorithm. 

 

Fig. 1: Boosting Ensemble Architecture 

B. Gradient Boosting 

Gradient Boosting is a popular boosting 

algorithm. In gradient boosting, each predictor 

corrects its predecessor’s error. In contrast to 

Adaboost, the weights of the training instances 

are not tweaked, instead, each predictor is 

trained using the residual errors of predecessor 

as labels. 

There is a technique called the Gradient 

Boosted Trees whose base learner is CART 

(Classification and Regression Trees). 

The below diagram explains how gradient 

boosted trees are trained for regression 

problems. 

 

Fig. 2: Gradient Boosting trained 

The ensemble consists of N trees. Tree1 is 

trained using the feature matrix X and the 

labels y. The predictions labelled y1(hat) are 

used to determine the training set residual 

errors r1. Tree2 is then trained using the 

feature matrix X and the residual errors r1 of 

Tree1 as labels. The predicted results r1(hat) 

are then used to determine the residual r2. The 
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process is repeated until all the N trees 

forming the ensemble are trained. 

There is an important parameter used in this 

technique known as Shrinkage. 

Shrinkage refers to the fact that the prediction 

of each tree in the ensemble is shrunk after it 

is multiplied by the learning rate (eta) which 

ranges between 0 to 1. There is a trade-off 

between eta and number of estimators, 

decreasing learning rate needs to be 

compensated with increasing estimators in 

order to reach certain model performance. 

Since all trees are trained now, predictions can 

be made. Each tree predicts a label and final 

prediction is given by the formula, 

 

IV. RESULTS AND DISCUSSION 

Here we collected the malware threat 

detection from kaggle.com which contain 

14000 legal and 8000 threat data records. 

Keras2 package used for implementation of 

these models and training phase performed on 

Nvidia K80 GPU with 12 GB RAM from 

Google Colaboratory. Pretrained models 

utilized in this paper and also implementation 

and training of each model is done in keras 

package. Python programming language is 

used to write functions to utilize keras 

methods for model creation and training. 

These keras methods are included 

’applications’ for model creation and ’fit’ and 

’compile’ for training. 

 

Fig. 1: Count of legal and threat data 

 

Fig. 2: Preprocess Data 

 

Fig. 3: Correlation between variables 
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Fig. 4: Confusion matrix of RF 

 

Fig. 4: Confusion matrix of Gradient Boosting 

 

Fig. 4: Confusion matrix of XGBoost 

 

Fig. 5: Comparison  of Different Learning 

Models 

V. CONCLUSION 

The integration of complex cyber physical 

infrastructures and applications in a CSC 

environment have brought economic, 

business, and societal impact for both national 

and global context in the areas of Transport, 

Energy, Healthcare, Manufacturing, and 

Communication. However, CPS security 

remains a challenge as vulnerability from any 

part of the system can pose risk within the 

overall supply chain context. This paper aims 

to improve CSC security by integrating CTI 

and ML for the threat analysis and predication. 

We considered the necessary concepts from 

CSC and CTI and a systematic process to 

analyse and predicate the threat. The 

experimental results showed that accuracies of 

the XGBoosting, Gradient Boosting 

algorithms and provide the Comparative 

analysis with state of the art models with LG, 

DT, SVM, and RF algorithms in Majority 
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Voting and identified a list of predicated 

threats. 

VI. FUTURE SCOPE  

In this study we consider malware detection 

dataset and classify the data using ensemble 

models. In future we consider the real time 

dataset and apply the deep learning and 

optimization techniques for improving 

classification accuracies and show the 

comparative analysis. 
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