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Abstract. 
  Detecting malicious Android applications may be a challenge 

thanks to the large number of Android applications and their various properties 

which offer an outsized set of features and a sparse dataset. The detection is 

employed for the safety purpose as they're more scams happening within the world 

through the Android system. With the usage of various Machine Learning 

Classifiers automation in malware detection system is feasible which can improve 

the precision of the finding and also reduce time, usage of heavy resources. . within 

the existing system SVM classifier is employed and within the proposed system 

we've taken the multi perception classifier for classification of android malware 

detection which provides the higher accuracy ratio when compare existing system. 

The aim of this paper is to boost the effectiveness of classification models in 

identifying malicious programs in an exceedingly specific category by introducing 

category-based machine learning classification. This paper introduces machine 

learning that uses support vector machines (SVM) to detect malicious Android 

applications; the new approach provides results that are very competitive with 

existingapproach. 
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1.Introduction 

 

  The usage of smartphones has become extensive now these days. With the 

ease of new technologies, smartphones are becoming the basic need of the end-user [1]. In 

2016, Google’s Android Market is leading by 82% [1] and selling of smartphones to end-

users is around 1.5 billion units. As Android system is much popular, it is more vulnerable 

to malware attacks. Avast reported an increase in 40% of cyber-attacks in Android since 

2016 [1]. A total of 316 weaknesses were found in the Android OS in 2017 which is more 

than compared to any operating system [2]. 

In paper [3], various Online Android Malware Scanning Tools are studied and a brief 

comparison is also shown. Based on the comparison it can be concluded that most of the 

existing Android Malware Scanning tools perform static analysis and take a longer time to 

scan a single file [3]. Also, these tools require manual overhead and heavy resources for 
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performing the scanning [3]. So in this situation Machine Learning is the proper solution for 

detecting the malware. With the usage of different Machine Learning Classifiers automation 

in malware detection system is possible which will improve the precision of the finding and 

also reduce time, usage of heavy resources, and manual overhead[1].So the study and 

detailed comparison of detecting Android Malware using different Machine Learning 

Classifiers are needed. 

2 Literature survey 

There are many existing approaches which are proposed by researchers for detecting Android 

Malware by using different Machine Learning Classifiers. Different Android Malware detection 

techniques are Static analysis, Dynamic analysis, and Hybrid analysis [2]. 

The static analysis focuses on the Android Manifest file to reverse engineer the APK file 

to detect the malware [2]. Some approaches like Monica [4] uses static analysis that applies 

different Machine Learning Classifiers on features and improves static malware detection. Koli 

[1] uses static analysis that applies different Machine Learning Classifiers on features and 

proposes a system named RanDroid. Mathew [5] uses static analysis that applies different 

Machine Learning Classifiers on features and proposes a system based on examining permission. 

Justin [6] uses static analysis that applies different Machine Learning Classifiers and proposes an 

original machine learning-based Malware detection system. Zarni [7] uses static analysis that 

applies different Machine Learning Classifiers on the features and proposes a framework for 

classifying Android Applications. 

 

             The dynamic analysis mainly focuses on the runtime behavioral analysis of an 

application [2]. Some approaches like Ham [7] uses dynamic analysis that applies different 

Machine Learning Classifiers on different runtime features and recommends a method of 

selecting the feature and reducing Malware False Detection rate. Chang [9] uses dynamic 

analysis that applies different Machine Learning Classifiers on different runtime features and 

proposes a Robotium Program.Chieh [9] uses dynamic analysis that applies different Machine 

Learning Classifiers on different runtime features and proposes a framework named as 

DroidDolphin. Yu [7] uses dynamic analysis that applies different Machine Learning Classifiers 

on different runtime features and proposes a Malware detection system. 

Our study is motivated by some of the superior methodologies and methods, but with a 

focus on creating simple and reliable malware detection methods rather than anticipating 

sophisticated dynamic runtime analysis and any static predefined malware signatures. 

Our goal is to use API requests and permissions as distinct ways to classify malware, and 

to apply machine learning techniques to automatically extract patterns to distinguish between 

benign and malicious behavior. 

This study may be a static analysis that uses the options that may be extracted from the 

supply codes of the app’s .apk files After doing a thorough analysis of the research on Android 

malware detection, I discovered various types of goals for the study. Numerous research 
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publications examine the various approaches currently being employed to address the malware 

detection issue. These articles compare the outcomes after doing a systematic review of various 

methods that other researchers have employed for this goal. 

3 Implementation Study 

One existing work has used data processing and options generated from windows 

workable API calls. They achieved sensible leads to a really giant scale dataset with 

concerning 35,000 transportable workable files. Another activity foot printing methodology 

additionally provides a dynamic approach to discover self-propagating malware. All these 

existing ways have basically advanced the mechanical man malware detection; however, the 

misuse detection isn't reconciling to the novel mechanical man malware and continually 

needs frequent change of the signatures. Here lies the analysis gap. In exiting system they 

implemented the classifiers like naive Bayes and decision tree which gives the poor accuracy 

3.1 Proposed methodology 

In the proposed system we implement a better feature extraction techniques and then we 

apply the  genetic algorithm for feature extraction and then we use two machine learning model 

called as SVM and multi perception classifier for classification of android malware detection 

which gives the better accuracy ratio when compare existing system. When compared to the 

existing system ie., which used the SVM the Multi Perception Classifier (ANN) is used to show 

the better accuracy. 

3.2 Methodology 

Modules:- 

(Data Collection and Feature Filtering) 

 Collect all applications in separate folders which contain benign as well 

as suspicious applications respectively. 

Using “Glob” framework in python create an array of files is for further processing. Analyse 

each application in the array using “pyaxmlparser” and “androguard” framework. 

Extract the following things in the analysis phase: 

1. Permissions 

2. Activities 

3. Intents 

4. API calls 

1 Taking these four attributes into consideration a program maps all attributes to a 

CSV file and mentions a class for each application. 

2 Once CSV files are generated, analyse them  for any redundancy present, and if 

found, eliminate the entire row. 

3 Another program extracts the total permissions from these APK files. These 
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permissions will work as attributes in the Dataset CSV File (Here if permission is 

present it is marked as 1 else it is marked as 0). 

An N-bit Vector extracts search line in the CSV file, these vectors work as input to the machine 

learning algorithm. 

 

4 Results and Evolution Metrics 
 

Android Malware Detection 
Dataset Type  ML Classifier Detection rate  

Training  SVM  89% 

Training ANN 92.26% 
 

 

Table 1: Predicted Rate for the existing system and Proposed system 

The above table shows that the accuracy difference between the Support Vector Machine and the 

Mutli perception Layer ie., ANN  

 

 
 

Fig 1: predicted outcome using svm 

 

As per the above fig., we have taken the dataset to predict the Malware of the file by using 

SVM.We can see that the accuracy was 89% as compare to the ANN. 
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Fig 3: predicted outcome using Ann 

 

As per the above fig., we have taken the dataset to predict the Malware of the file by using ANN. 

When compared to the above classifier SVM we can predict the accuracy more frequently.  

5 Conclusion 

We suggest category-based machine learning classifiers in our work to boost the 

effectiveness of the classification models. Machine learning algorithms have been used to 

train classifiers with attributes of malicious apps to construct models that are capable of 

detecting dangerous patterns in static analysis of Android malware. Differently, our 

classification method contrasts finding dangerous patterns with valid static features for 

benign programmers. We create a profile of the typical sets of features for the category 

using the features of the top-rated applications in that category. In order to determine 

whether an app has benign characteristics, we compare its features to those that are required 

to provide the functionality of the category to which the app belongs. 
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