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Abstract 

With the fast growth of the cloud computing, more and more users opt to keep their encrypted 

data on the cloud server. Searchable encryption (SE) methods capacitate lawful users to recover 

encrypted data in the cloud server and the cloud server Does not reveal important information 

about the encrypted data. In this study, we employ searchable symmetric encryption (SSE) to 

\sconstruct our system. SSE may be separated into precise keyword searchable encryption and 

fuzzy keyword searchable encryption. Fuzzy keyword searchable encryption technique takes into 

consideration the slight typographical mistakes of users. When the query keyword does \snot 

match the index kept in the cloud server, the fuzzy keyword searchable encryption schemes may 

locate the nearest keyword and sreturn the matching encrypted documents, which increases the 

availability of the cloud server. In this research, we present a multikeyword fuzzy searchable 

encryption system by employing locality sensitive hashing (LSH) and bloom filter which has 

good search accuracy. 

1. Introduction 

In order to address the aforementioned issue, the development of searchable encryption (SE) was 

necessary. When compared to older encryption methods, SE schemes benefit from the cloud 

server's ability to execute search queries without requiring the decryption of ciphertexts. To 

recover encrypted files containing a certain phrase using SE methods, the user produces a search 

token and sends it to a remote server. The cloud server processes the search token by performing 

a sequence of operations on encrypted data, and then sending back the decrypted results. 

Cloud servers may fail to deliver documents due to administrative mistakes, but most present SE 

systems do not account for this. The appearance of an encryption method that may be searched 

using a fuzzy set of keywords is one possible solution. If a user types in a misspelt term for a 

search, the cloud server will discover the closest keyword and provide the appropriate encrypted 

documents. In this work, we provide a fuzzy search encryption system that uses several 

keywords. Since our technique allows for a greater margin of clerical error, the reliability of the 

search has increased. 

2. Related Work 

initially proposed the SE strategy in 2000. This method accomplishes the sought-after effect of 

searching on ciphertext by doing successive scans of ciphertexts. An index-based SSE technique 
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was suggested by Curmola et al. In [4]. A wide variety of later methods [5, 6, 7, 8, 9] borrow 

elements from this index-based SSE framework. 

Fuzzy keyword searchable encryption was initially presented by Li et al. In [10]. However, a 

huge dataset would not work with their technique since it relied on a fixed list of keywords. Fu et 

al. Enhanced search precision in [11] using an analogous predefined dataset. 

Multi-keyword fuzzy search was initially presented by Wang et al. In [12], and it involves 

incorporating locality sensitive hashing and the bloom filter into searchable encryption. In order 

to make the term vector, they employed the bi-gram method. The use of a fixed list of keywords 

was unnecessary in their plan. The same bi-gram could not be represented in their system. 

Although there are two "en" in the word "plenipotentiary," only one "en" is utilised in the 

resulting keyword vector. Another technique based on the bi-gram was presented by Tahir et al. 

In [13]. 

Using uni-gram vectors, Fu et al. Introduced the first fuzzy keyword searchable encryption 

system in [14]. The lack of a sequential dimension in the suggested uni-gram is a shortcoming of 

this system. Their approach can't differentiate between sequential and anagram keywords since 

they're both represented by the same vector. 

The index terms "abroad" and "aboard" will both be represented by the same vector in this 

system. 

3. System Analysis 

Encryption techniques that can be searched allow the client to send encrypted data to the cloud 

and then do a keyword search on the ciphertext. Numerous works under various threat models 

have been suggested to date in order to accomplish diverse search functions. This includes, but is 

not limited to, single keyword search, similarity search, multi-keyword boolean search, ranked 

search, multi-keyword ranked search, and so on. Among these, multi-keyword ranked search is 

gaining popularity due to its many real-world uses. Some recently suggested dynamic systems 

allow for insertion and deletion in a collection of documents. These are important tasks because 

it is likely that the data owners may want to make changes to their data stored in the cloud. 

CONS: Extremely high price for any meaningful extraction of information from the current 

system. Example: current keyword-based information retrieval algorithms that are often used on 

plaintext data cannot be used directly to encrypted data. It would be impracticable to download 

all the data from the cloud and decrypt it locally. 

Current system approaches are impractical because they place an undue computing burden on 

both the cloud server and the end user. 

4. Proposed System: 
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Let's say there are three participants in the system: data recipient Alice, data transmitter Bob, and 

an open but nosy server. Bob must first get the pre-tag of the keyword from Alice in a safe 

manner if he is to transmit any data to Alice. At this stage, the lines of communication between 

the sender and the recipient are confidential. 

Then Bob encrypts the information, creates indexes with pre-tags, and uploads everything to the 

server at once. Alice might construct a trapdoor with an expression and send it to the server when 

she needs to look for the necessary encrypted data. 

The server then does a search on the indexes to find the corresponding encrypted data and 

transmits it to Alice, along with the trapdoor. 

The encrypted data and indexes may be sent to the server by everyone, including the recipient 

and the senders, but only the receiver could produce the trapdoor. 

This system has more than one transmitter but only one recipient. Keep in mind that Alice does 

not conduct a keyword-based search. Any n keywords from the collection might be used in her 

search. The suggested approach simply transmits the structure of the expression tree and the 

trapdoor to the server, therefore the server does not pick up any information about the keywords. 

Advantages Of Proposed System: 

A novel encryption system that allows the user to tailor the relevance of the keywords and the 

server to acquire the search results with the relevance in a single transaction. 

To prevent adaptive selected keyword attacks, a revised definition of the semantic security model 

has been proposed. The suggested approach provides defence against offline keyword guessing 

attacks within the framework of the given security model. 

To evaluate the effectiveness of the suggested scheme, its implementation, and the computational 

overhead and storage overhead have all been analysed, and the results compared to those of other 

schemes. 

5. Implementation  

Data Owner Module  

Cloud server and Encryption Module 

Rank Search Module 

Data Owner Module 

The module provides assistance to the owner in registering the information and adding the login 

information. This module facilitates the owner's secure RSA-encrypted file upload. As a result, 

your data will be safe from prying eyes. The data owner wishes to send an encrypted copy of the 
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documents in the set F =f1; f2;:::; fn to a server in the cloud while retaining full text search 

capabilities. In our system, the data owner first creates an encrypted document collection C for 

collection F based on the F collection, and then uses the I collection as a secure searchable tree 

index. The data owner then uses the cloud server to store the encrypted collection C and the 

secure index I, and provides authorised users with secure access to the trapdoor generation and 

document decryption keys. Additionally, the owner of the data is the one who must do the update 

procedure for his files stored in the cloud. The update data is created locally by the data owner 

and sent to the server. 

Data User Module 

Details on how to register as a user are stored in this module. Clients may use this module to 

conduct more precise file searches by taking use of the idea of multiple keywords. An activation 

code will be sent to the user's registered email address once they've chosen and registered the 

necessary file, and before they input the code. The user may then download the compressed 

archive and open it. Users of the data are those who have been granted permission to see the data 

owner's files. An authorised user with t query keywords may build a trapdoor TD in accordance 

with search control procedures and get k encrypted documents from a cloud server. After then, 

the data consumer may use the shared secret key to read the encrypted files. 

Cloud Server and Encryption Module: 

With this module, the server may encrypt a file using the RSA algorithm, compress it into a ZIP 

archive together with a unique activation key, and then deliver the archive and key to the user. 

Data owner has his or her encrypted document collection C and searchable tree index I stored on 

a cloud server. After receiving the data user's trapdoor TD, the cloud server does a search 

through the index tree I and delivers the associated collection of top- k rated encrypted 

documents. In addition, after the server receives the update information from the data owner, it 

must update the index I and the document collection C. Many methods for searching cloud data 

securely use the "honest-but-curious" cloud server posited in the suggested approach. 

Rank Search Module 

These components guarantee that the user will be able to utilise rank search to access the most 

frequently requested documents. With the help of this component, the user may safely download 

the file and then use his private key to decrypt it. Using this section, the Owner may inspect all 

files that have been sent and received. The goal of the proposed approach is to provide not only 

dynamic updates on document collections, but also support for multi-keyword queries and 

precise result ranking. The scheme's goal is to prevent the cloud server from gaining any extra 

insight into the indexed documents, the index tree, or the query. 

6. Conclusion 
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In this research, we present a unique structure that combines locality sensitive hashing with the 

bloom filter to enable multi-keyword fuzzy search on encrypted data. The experimental evidence 

suggests that our approach is more precise than Wang's. At the same time, our method is able to 

reach probabilistic trapdoor, which allows it to be indistinguishable from the original. Weakness 

assaults. In order to maximise its own financial gain, the CS may, however, deliver inaccurate or 

partial retrieval results. Therefore, we will be concentrating our efforts in the future on searching 

and verification encryption systems. 
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