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Abstract- Automated fare collecting (AFC) systems capture massive amounts of data that may 

be used to investigate individual commuter habits as well as citywide transportation networks. 

Conventional analyses of AFC data have concentrated on tracking down passenger patterns of 

behaviour. However, we found a novel use for this information: tracking down potential 

pickpockets. Reducing the number of pickpockets on public transportation has greatly aided in 

boosting rider happiness and general public safety. However, in reality, it is difficult to tell 

criminals from from honest commuters. This article details the creation of a surveillance and 

detection system that uses a person's daily transportation logs to identify potential pickpockets. 

To be more specific, we first isolated a set of actionable characteristics shared by all riders' 

typical commutes. Then, we used a two-pronged strategy that combined unsupervised outlier 

identification with supervised classification models to identify criminals, who tend to engage in 

peculiar patterns of movement. The experimental results confirmed the efficiency of our 

approach. Additionally, we created a prototype system that might be used by security officers. 
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I. INTRODUCTION 

 People using public transportation are often in a rush and prone to distractions, especially 

in crowded conditions. They are easy prey for thieves because their attention wanders from their 

possessions [1, 2]. A total of 350 pickpockets were reported caught in Beijing's subways and 490 

were caught on buses in the first nine months of 2014. 1 Cities like Barcelona, Rome, and Paris, 

among many others, have serious pickpocketing problems. 2 Clever thieves who are skilled at 

avoiding capture present a significant difficulty for those attempting to uncover instances of 

theft. It is crucial to equip transit security personnel with a cutting-edge surveillance and tracking 

tool. Using the data collected by automated fare collection (AFC) systems, researchers can better 

understand passenger mobility patterns and the dynamics of urban areas [3, 4, 5, 6, 7]. Most 

current research is geared toward determining regular, collective mobility patterns like commute 

flows and transit networks. Our research is the first to use AFC data specifically to identify 

criminals. The mobility footprints can be used to identify potential suspects based on their 

unique behaviours, so AFC data can be put to use in the fight against theft. Longer-than-

necessary trips, extra transfers, and routine routes with unexpected stops are all examples of such 

habits. An intelligent system can now be designed to automatically extract predetermined 

behavioural features in order to dynamically detect and track potential pickpocketing suspects. 
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 It's not as simple as looking for outliers in AFC data to identify potential thieves. Known 

thieves are depicted in Fig. 1, while anomalous people are shown in Fig. 2. Several paths can be 

deduced from the apparent distance between the two hottest regions, A and B. Examining the 

data, we find that most travellers take the route with the fewest stops or the shortest travel time 

and distance between two points. It's not necessary to transfer at C and D to get to B, so a 

passenger (a known suspect) who takes the route A -> C -> D ->! B stands out as suspicious. 

Passengers whose behaviour fits this description will be singled out for closer inspection. If 

you're one of the few passengers who takes the route from point E to point B, you're an anomaly. 

Yet this traveller is probably just another ordinary traveller from a less densely populated region. 

Another reason why it's so difficult to catch thieves is that even seemingly ordinary passenger 

trips can be disguised as something more sinister. On occasion, regular commuters may take trips 

to see friends or places of interest, and because of how much these trips deviate from the norm, 

they may raise suspicion. When only a small percentage of travellers are actual pickpockets, this 

already complicated landscape is further complicated by the collection of AFC records from 

millions of passengers. Locating a relatively small group of people in a massive dataset is like 

looking for a needle in a haystack. While this is happening, we must efficiently adapt our model-

based knowledge into a tool for making decisions. In order for security personnel to do their jobs 

more effectively, this system must offer real-time decision recommendations. 

 

II. RELATEDWORKS 

Finding patterns in passenger activity data is a major topic in the present literature system. This 

information has several potential uses and is crucial for identifying and meeting the requirements 

of passengers. Some of these tasks include analysing how well the system is functioning as a 

whole, pinpointing and fixing inefficient bus lines, increasing the precision with which passenger 

flow is predicted between two areas, and adjusting services to account for daily and seasonal 

shifts in demand. In example, [4] used AFC data to make estimates on the busyness of major 

transportation hubs. In [9], researchers quantified the cyclical nature of ridership patterns on 

public transportation. 

There are two types of existing research that look for abnormalities in urban sensing data: those 

that focus on specific sites and those that look at specific paths. Our feature extraction method is 

based on [15], which proposed a framework for location-based anomaly detection by learning the 

context of various functioning urban districts. Furthermore, [16] looked for coincidental links 

between spatial and temporal outliers. During city-specific incidents, such as accidents or 

demonstrations, [17] extracted representative phrases from social media postings. In people 

movement data in a city, [18] found black-hole or volcano patterns, which might be used to 

swiftly detect gathering events like football games or concerts. Alerts may be sent and data used 

for intelligent decision support, such as improving traffic flow, when such irregularities are 

detected. 

Disadvantages 
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Passenger activity patterns and transit records are now recorded manually, therefore smart 

card-based travel is not an option. The no-checkout restriction meant that the system was unable 

to identify the thieves engaged in the incidents reported by victims. Instead, the algorithm 

assigned labels to potential thieves based on their movements. To be more specific, the algorithm 

first established a complete list of riders for a certain time interval, and then used a visualisation 

of their routes to determine how typical they were. 

 

III. PROPOSED SYSTEM ARCHITECTURE 

 The suggested technology took a holistic approach to the challenge of detecting 

pickpockets. This structure depicts the overarching framework of our answer. Initially, the 

system divided the city into zones that were based on their intended use. Passenger mobility 

parameters were then derived in real time from transport data. The method relied heavily on a 

two-stage passenger categorization procedure, the first stage being the filtering of "normal" 

passengers and the second stage being the identification of "suspect" passengers. Finally, the 

utility function that achieves a balance between performance and relevance was used to input 

user feedback information such as freshly verified thieves as ground truth for future model 

training (i.e., recency). This system may have a more comprehensive explanation of the system. 

Below is a synopsis of our study's contribution. To begin, we isolated a set of attributes that can 

be parsed from AFC data that may help tell criminals apart from honest travellers. Because of the 

vast disparity between the positive and negative samples in a large-scale data environment, a 

two-stage strategy was presented to solve the suspect detection issue. Finally, our dynamic 

filtering improvement drastically decreased regular calculation costs while maintaining industry-

leading precision. And most significantly, real-world, large-scale data was used to create and test 

a system for the end user. Our method is the first to use big data to solve a pressing societal 

problem, in this case, the identification of pickpockets. The Economist has dedicated a special 

piece to this subject, demonstrating the magazine's appreciation for its importance. 

Advantages 

Maintaining transit records using smart cards; efficient methods for identifying abnormal 

patterns of travel. 

Modules 

The Web Server must enter a valid login name and password in order to access this section. After 

a successful login, he will have access to features like the User List and the Authorize button. 

You can edit existing routes, see existing routes, view smart card details, view all passenger 

travelled details, view detection of pickpocket suspects, and examine passenger trips and transit 

record outcomes. 

User 

There are n people currently logged into this module. Prior to doing some actions, the user will 

be required to register. After his successful registration, he will be required to check in using his 

unique user ID and password. If his login is successful, he will be able to do actions such as 

seeing his profile, adding a smart card, viewing the details of his smart card, adding information 
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about a boarding station, viewing and adding information about an exit station, and viewing 

information about his travels. Passengers on congested public transportation systems are 

generally in a hurry and are more prone to distractions. Because of their tendency to lose track of 

their stuff, they are often victimised by pickpockets [1, 2]. 350 pickpockets were reportedly 

caught in the Beijing metro system and 490 on Beijing buses in the first 9 months of 2014. The 

difficulties with pickpocketing that exist in places like Barcelona, Rome, and Paris are shared by 

many other major cities throughout the globe. It is difficult to catch criminals who are crafty 

enough to avoid being caught, yet they do exist. It is crucial to provide transit security staff with 

a cutting-edge surveillance and tracking technology. Rapid developments in IT and related 

infrastructure have made it possible to analyse passenger mobility patterns and urban dynamics 

by analysing transactional data gathered by automated fare collection (AFC) systems. 

 
Fig.1 Proposed system architecture 
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IV. RESULTS AND DISCUSSION 

The following justification is offered for the use of a two-stage framework in the identification of 

pickpocket suspects: It would be impossible to apply a categorization system, given the vast 

majority of passengers are not criminals. Specifically, there is an exceptionally small number of 

verified pickpockets among the travel community. Oversampling and undersampling are simple 

heuristics, but they wouldn't assist with our excessive level of class disparity. There is still a lot 

of room for exploration in the literature on how to best construct strong machine learning models 

for such imbalanced data. On the other hand, using anomaly detection algorithms—which are 

often unsupervised—cannot scale effectively and may potentially lead to considerable 

falsepositives, as many ordinary travellers who sometimes undertake unusual actions may be 

misclassified as suspects. The output screens obtained after running and executing the system are 

shown in Fig.2. Here, we show the experimental outcomes of implementing our suggested 

approach. We begin with an explanation of the test beds and implementation specifics. Then, we 

compare our framework to many industry standards to prove its worth. Our study's methodology 

and experimental setup are described below. Brief platform, baseline, and performance data are 

provided. 

 

Fig.2 Comparative analysis of existing system with proposed system 

Platform. All of the offline tests were run on a Windows Server 2012 64-bit machine, which had 

four 2.6GHz Quad-Core processors and 128GB of main memory. Spark clusters consisting of 10 

nodes were used to deploy the real-time system. Each node is outfitted with a Centos 6.5 OS, 2 

terabytes of SATA3.0 hard drive space, 8 cores from an Intel i7-4790 CPU, 2 gigabytes of RAM 

from Kingston, and 3.6 gigahertz of CPU speed. Our actual system, as well as all of the 

algorithms used within, were created using the programming languages Java and Scala. 

Preparing the Data. Real-world datasets, as detailed in Section 3, were used for all studies. 

Between April and June of 2014, around 1.7 billion data points were gathered. All passengers 

with more than three daily recordings were removed from the training set. We had almost 1.6 

billion data involving around 6 million passengers during the three-month period after deleting 

duplicates and very infrequent riders. 
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We created a training set to use in the model-building process and a testing set to use in the final 

assessments. The offline experiments' training set spans three months (April–June, 2014), 

whereas the test set is derived from the subsequent two weeks (in July 2014). We allow the 

models gradually learn and recycle data in order to assess the real-time system. Roughly 14 

million records are gathered daily, representing about 5 million people. 

V. FUTURE SCOPE AND CONCLUSION  

In this study, we mined massive amounts of transit information to construct a system for 

detecting and following suspicious individuals. The device allows for proactive monitoring in 

high-risk regions and helps identify potential pickpocketing suspects. To begin passenger 

profiling, we first built a feature representation. We then developed a revolutionary two-step 

methodology to identify potential pickpockets within the crowd. Finally, we created a prototype 

system for end users by using real-world datasets from a variety of sources for model training 

and validation. Our suggested method was shown to be successful by experimental findings on 

real-world data. 
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