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Abstract 

 
The phishing email is one of the significant 

threats in the world today and has caused 

tremendous financial losses. Although the 

methods of confrontation are continually being 

updated, the results of those methods are not 

very satisfactory at present. Moreover, phishing 

emails are growing at an alarming rate in recent 

years. Therefore, more effective phishing 

detection technology is needed to curb the threat 

of phishing emails. In this paper, we first 

analyzed the email structure. Then based on an 

improved Recurrent Convolutional Neural 

Networks (RCNN) model with multilevel 

vectors and attention mechanism, we proposed a 

new phishing email detection model named, 

which is used to model emails at the email 

header, the email body, the character level, and 

the word level simultaneously. To evaluate the 

effectiveness of, we use an unbalanced dataset 

that has realistic ratios of phishing and 

legitimate emails. Experimental results show 

that the. Meanwhile, the ensure that the filter can 

identify phishing emails with high probability 

and filter out legitimate emails as little as 

possible. This promising result is superior to the 

existing detection methods and verifies the 

effectiveness of in detecting phishing 

emails. 

I. INTRODUCTION 
The phishing email and website is one of the 

significant threats in the world today and has 

caused tremendous canonical losses. Moreover, 

phishing emails and websites are growing at an 

alarming rate in recent years. Therefore, more 

effective phishing detection technology is 

needed to curb the threat of phishing emails and 

websites. In this we first analyse the email and 

website structure. Then, based on an improved 

recurrent convolution neural networks (RCNN) 

model with multilevel vectors and attention 

mechanism, we proposed a new phishing email 

detection model named THEMIS, which is used 

at the email header, the email body, the 

character level, and the word level 

simultaneously. In website the character 

sequence features of the given URL are 

extracted and used for quick classification by 

deeplearning. The experimental results show 

that the overall accuracy of THEMIS with high 

accuracy. Meanwhile, the false positive rate 

(FPR) is low. High accuracy and low FPR 

ensure that the alter can identify phishing emails 

with high probability and alter out legitimate 

emails as little as possible. 

The rapid development of Internet technologies 

has immensely changed on-line users’ 
experience, while security issues are also getting 

more overwhelming. The current situation is that 

new threats may not only cause severe damage 

to customers’ computers but also aim to steal 

their money and identity. Among these threats, 

phishing is a noteworthy one and is a criminal 

activity that uses social engineering and 

technology to steal a victim’s identity data and 

account information. According to a report from 

the Anti-Phishing Working Group (APWG), the 

number of phishing detections in the first quarter 

of 2018 increased by 46% compared with the 

fourth quarter of 2017 [1]. According to the 

striking data, it is clear that phishing has shown 

an apparent upward trend in recent years. 

Similarly, the harm caused by phishing can be 

imagined as well. 

Various techniques for detecting phishing emails 

are mentioned in the literature. In the entire 

technology development process, there are 

mainly three types of technical methods 

including blacklist mechanisms, classification 
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algorithms based on machine learning and based 

on deep learning. From previous work, the 

existing detection methods based on the blacklist 

mechanism mainly rely on people’s 

identification and reporting of phishing links 

requiring a large amount of manpower and time. 

However, applying artificial intelligence (AI) to 

the detection method based on a machine 

learning classification algorithm requires feature 

engineering to manually find representative 

features that are not conducive to the migration 

of application scenarios. Moreover, the current 

detection method based on deep learning is 

limited to word embedding in the content 

representation of the email. These methods 

directly transferred natural language processing 

(NLP) and deep learning technology, ignoring 

the specificity of phishing email detection so 

that the results were not ideal [8], [9]. 

II. SYSTEM ANALYSIS  
EXISTING SYSTEM 

Various techniques for detecting phishing emails 

are mentioned in the literature. In the entire 

technology development process, there are 

mainly three types of technical methods 

including blacklist mechanisms, classification 

algorithms based on machine learning and based 

on deep learning. From previous work, the 

existing detection methods based on the blacklist 

mechanism mainly rely on people’s 

identification and reporting of phishing links 

requiring a large amount of manpower and time. 

However, applying artificial intelligence  to the 

detection method based on a machine learning 

classification algorithm requires feature 

engineering to manually find representative 

features that are not conducive to the migration 

of application scenarios. Moreover, the current 

detection method based on deep learning is 

limited to word embedding in the content 

representation of the email. These methods 

directly transferred natural language processing 

(NLP) and deep learning technology, ignoring 

the specificity of phishing email detection so 

that the results were not ideal Given the methods 

mentioned above and the corresponding 

problems, we set to study phishing email 

detection systematically 

based on deep learning. Specifically, this paper 

makes the following contributions: 

Disadvantages 
1. With respect to the particularity of the 

email text, we analyze the email 

structure, and mine the text features 

from four more detailed parts: the email 

header, the email body, the word-level, 

and the char-level. 

2. The RCNN model is improved by using 

the Then, the email is modelled from 

multiple levels using an improved 

RCNN model. Noise is introduced as 

little as possible, and the context 

information of the email can be better 

captured. 

PROPOSED SYSTEM: 

With the emergence of email, the convenience 

of communication has led to the problem of 

massive spam, especially phishing attacks 

through email. Various anti phishing 

technologies have been proposed to solve the 

problem of phishing attacks. studied the 

effectiveness of phishing blacklists. Blacklists 

mainly include sender blacklists and link 

blacklists. This detection method extracts the 

sender’s address and link address in the message 

and checks whether it is in the blacklist to 

distinguish whether the email is a phishing 

email. The update of a blacklist is usually 

reported by users, and whether it is a phishing 

website or not is manually identified. At present, 

the two well-known phishing websites are 

PhishTank and OpenPhish. To some extent, the 

perfection of the blacklist determines the 

effectiveness of this method based on the 

blacklist mechanism for phishing email 

detection. The current situation is that new 

threats may not only cause severe damage to 

customers’ computers but also aim to steal their 

money and identity. Among these threats, 

phishing is a noteworthy one and is a criminal 

activity that uses social engineering and 

technology to steal a victim’s identity data and 

account 

information. According to a report from the 

Anti-Phishing Working compared with the 

fourth quarter of According to the striking data, 

it is clear that phishing has shown an apparent 
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upward trend in recent years. Similarly, the harm 

caused by phishing can be imagined as well.  

Advantages 
1. Phishing email refers to an attacker 

using a fake email to trick the recipient 

into returning information such as an 

account passwordto a designated 

recipient.  

2. Additionally, it may be used to trick 

recipients into entering special web 

pages, which are usually disguised as 

real web pages, such as a bank’s web 

page, to convince users to enter sensitive 

information such as a credit card or bank 

card number and password. Although 

the attack of phishing email seems 

simple, its harm is immense. 

  
SYSTEM DESIGN 

ARCHITECTURE DIAGRAM 

 
 

 

III. MODULES 
1. DATASET 

The dataset has been divided into a training set 

and testing set. Both the training set and the 

testing set contain emails without header and 

emails with header. In this paper, we only focus 

on email data with the header. Due to the 

irrationality of the segmentation of the training 

set and the testing set in the original dataset, 

after merging the two datasets, the training-

validation set and the testing set are redivided. 

The dataset is divided by stratified random 

sampling; that is, random samples are taken 

from legitimate email and phishing email at the 

same proportion. This ensures that the two 

datasets used in training and testing phases are 

well. 

 

2.USER QUERIES 

Users can have queries about the 

process. This part of project is dedicated to make 

and get response for queries that are needed to 

answerable. The major part of the modules is 

making project as interactive one, queries have 

been very normally arise to users regarding 

different details about the process. 

3.GRAPH ANALYSIS 

Graph analysis is the part where admin 

can knows the statistics about process of details. 

The data are taken from the project flow and it 

shows until updated value. The data are gives 

clear solution to admin that part of improvement 

and user satisfaction and other factors. 

4.ANALYSIS 

 analysis of email structure. a circle 

represents a character, and a rectangle represents 

a word. A rectangle is filled with an indefinite 

number of circles, indicating that the word 

consists of an indefinite number of characters. 

IV. CONCLUSION 
We use a new deep learning model named to 

detect phishing emails. The model employs an 

improved r cnn to model the email header and 

the email body at both the character level and 

the word level. Therefore, the noise is 

introduced into the model minimally. In the 

model, we use the attention mechanism in the 

header and 

The body, making the model pay more attention 

to the more valuable information between them. 

We use the unbalanced dataset closer to the real-

world situation to conduct experiments and 

evaluate the model. The model obtains a 

promising result. Several experiments are 

performed to demonstrate the benefits of the 
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proposed model. For future work, we will focus 

on how to improve our model for detecting 

phishing emails with no email header and only 

an email body. 
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