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Abstract: 
This study aims to employ machine learning techniques to forecast the specific 

region and country of a terrorist attack. The analysis focuses on data extracted from the 

open Global Terrorism Database (GTD), encompassing incidents from 1970 to 2017. 

Leveraging six distinct machine learning algorithms, we meticulously selected features 

from the dataset, achieving a notable accuracy rate of up to 82%. The results of our 

investigation suggest that it is indeed viable to train machine learning models for 

predicting the geographic location of a terrorist incident, provided certain variables are 

known. This breakthrough holds the potential for enhancing security measures against 

terrorist threats, underlining the practical application of our work in bolstering global 

defense strategies. 
Keywords: Global Terrorism Database (GTD), Machine Learning, Bolstering Global Defense 

Strategies. 

1. INTRODUCTION 
The escalation of terrorist attacks globally has become a matter of grave concern, 

with the United Nations defining any politically motivated action causing death or severe 

bodily harm to citizens as an act of terrorism. Astonishingly, there were 22 thousand such 

occurrences in the previous year, resulting in over 18 thousand casualties. The dynamic 

nature of the factors leading to terrorism underscores their dependence on a myriad of 

political and social reasons. Despite this, predicting the motivations behind these attacks 

and identifying the responsible organizations remain formidable challenges, hampered by 

a lack of comprehensive information on widespread terrorist behavior patterns. 

 

Existing studies often focus on specific variables such as weapons used and the 

extent of harm inflicted to analyze terrorist incidents. Interviewing civilians impacted by 

these attacks is a common approach, but the information gathered is often limited. 

Investigative analysis, involving the examination of unusual patterns in individual 

behaviors or questioning detainees, is another method used to understand the correlation 

between terrorism and its causative variables. However, current efforts in these directions 

fall short of providing effective predictive measures. 

 

In this context, machine learning approaches emerge as a promising solution for 

predicting the likelihood of a terrorist attack. By leveraging relevant data, these 

approaches empower agencies and policymakers to take proactive and targeted measures, 

aiming to eradicate terrorism. The Global Terrorism Index (GTI), relying on the 

comprehensive Global Terrorism Database (GTD), stands as the most authoritative data 

source on terrorism today. Utilizing a composite score, the GTI offers an ordinal ranking 
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of countries based on the impact of terrorism. 

For an event to be considered a terrorist act under the GTD, it must fulfill three 

criteria: it must be intentional, involving a conscious calculation on the part of the 

perpetrator; it must entail some level of violence or threat of violence, including property 

damage and violence against people. In order to address the complex challenges posed by 

terrorism, a multifaceted and data-driven approach, particularly through machine learning, 

holds the potential to significantly enhance our understanding and proactive response to 

this global threat. 

2. LITERATURE SURVEY 

The most important step in the software development process is the literature 

review. This will describe some preliminary research that was carried out by several 

authors on this appropriate work and we are going to take some important articles into 

consideration and further extend our work. 

1) Predicting Terrorism with Machine Learning: Lessons from “Predicting Terrorism: A 

Machine Learning Approach” 
Authors: Basuchoudhary Atin, Bang James T 

This paper delves into the application of machine learning to predict terrorism, 

challenging the perception of machine learning as a "black box" by showcasing its ability 

to offer complex justifications for terrorist acts. Unlike parametric econometrics, which 

often relies on heroic statistical assumptions, machine learning provides a more robust 

and nuanced approach to understanding the motivations behind terrorist activities. The 

authors advocate for an expanded role of machine learning in terrorism research, 

emphasizing its potential for enhancing the validity of justifications while capturing the 

individualized nuances inherent in each case study. 

 

2)  Terrorism’s Effect on Europe’s Centre- and Far-Right Parties 

Authors: Bohanec A., Robnik-Sikonja M., Borstnar B. 

Examining the impact of terrorism on European far-right parties, this research 

analyzes the uneven successes of these parties in recent years. Focusing on security, 

terrorism, and foreigners as central themes in their platforms, the study investigates how 

terrorist events influence public reactions, particularly in relation to center- and far-right 

political parties. The findings suggest that far-right parties may gain more electoral 

support following terrorist attacks compared to center-right parties, influencing political 

landscapes across more than 30 European nations between 1975 and 2013. 

 

3)Major Incidents that Shaped Aviation Security 

Authors: Xiaokang Yang, Stephen Chu, Min Gong, Changhua Sun, Junchi Yan, Chao 

Zhang, Hongyuan Zha 

This article provides a comprehensive overview of significant civil aviation 

incidents that have shaped aviation security regulations over time. Beginning with threats 

and security lapses such as hijackings and terrorism, the study explores the industry's 

responses and policy choices. The analysis includes the effects of the 9/11 attacks, 

ongoing threats to civil aviation, and global efforts to combat them. The article concludes 

that security measures in aviation are often implemented reactively, underscoring the 

importance of maintaining a proactive mindset among stakeholders. 

 

4) Terrorism, Religion, and Self-Control: An Unexpected Connection between 

Conservative Religious Commitment and Terrorist Efficacy 

Authors: T. Klooster, M. Lungu, P. Vogel, V. Andrikopoulos 

This study delves into the intricate connections between terrorism, religious 
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beliefs, and self-control. Investigating various religious commitments, including extreme 

Jihadist terrorism and other groups tied to specific religions such as Christian Identity 

groups, the research explores the unexpected correlation between conservative religious 

commitment and terrorist efficacy. Drawing on a wide range of scholarship, the authors 

contribute to the ongoing discourse on terrorism, shedding light on lesser-explored 

connections between religious beliefs and acts of violence. 

 

3. EXISTING SYSTEM 

In the existing systems, the approach towards predicting terrorist attacks primarily 

relies on traditional machine learning algorithms. Commonly employed algorithms such 

as support vector machines and K-nearest neighbors have been prevalent in past 

implementations. However, these systems often encounter challenges related to accuracy, 

with the models generated by these algorithms yielding suboptimal results. 

Limitations of the Existing System: 

1) Lower Accuracies:The limitation of lower accuracies in the system implies that the 

predictive models generated may not reliably capture the intricate patterns and nuances 

associated with terrorist attacks, leading to potential inaccuracies in threat assessments. 

2)High Computation Complexities:The high computation complexities represent a 

challenge in terms of computational efficiency, potentially causing delays and resource-

intensive processes. This limitation hampers the system's ability to provide timely and 

responsive predictions. 

3)Need for Powerful Gear to Produce a Model with Decent Accuracy:The 

requirement for powerful hardware underscores a limitation in accessibility and 

scalability. The need for advanced computational resources restricts the widespread 

adoption of the system, limiting its applicability in environments with constrained 

technological capabilities. 

4. PROPOSED SYSTEM 

The proposed system introduces enhanced accuracy metrics for suicide and 

success prediction, as well as test and train accuracy assessments for predicting weapon 

types and regions. Additionally, the system incorporates Receiver Operating 

Characteristic (ROC) curves to evaluate the predictive performance for weapon types, 

regions, and attack types, providing a comprehensive and robust framework for 

terrorism prediction and analysis.The proposed system aims to enhance the limitations 

of the existing system with the following things.They are as follows: 

1)Simple to Recognize Terrorist Attacks:The proposed system's advantage lies in its 

simplicity and efficiency in recognizing terrorist attacks. By leveraging machine 

learning algorithms, the system streamlines the process of identifying patterns and 

indicators associated with potential threats, enhancing the overall effectiveness of threat 

detection. 

2)Fast Test and Train Accuracy:The system boasts a rapid test and train accuracy 

assessment, facilitating quick evaluations of predictive models. This efficiency 

accelerates the development and refinement of machine learning algorithms, ensuring a 

swift and responsive approach to enhancing the accuracy of the system. 

3)Analysis of Large Data Sets:A notable advantage of the proposed system is its 

capability to analyze large datasets efficiently. Machine learning algorithms enable the 
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system to process and derive insights from extensive data, providing a comprehensive 

understanding of patterns and trends associated with terrorist activities on a significant 

scale. 

4)Easily Identify the Region of Terrorist Attacks:Leveraging machine learning, the 

proposed system excels in the identification of the geographical region of terrorist 

attacks. By incorporating sophisticated algorithms, the system can discern patterns 

specific to certain regions, contributing to more precise threat assessments and allowing 

for targeted security measures. 

5. EXPERIMENTAL RESULTS 

From the below figures it can be seen that proposed model is more accurate in 

order to prove our proposed system. 

User Load the Dataset 

 

Explanation:Here the user try to load the dataset. 

Dataset Description: 
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Explanation:Here the user try to check the details of the dataset. 

User check the Attacking Type: 

Explanation:Here the user try to check the attacking type. 

Attacking Success Rate: 

 

Explanation:Here the user try verify the attack success rate in graph manner. 

Precision Success Rate: 
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Explanation:Here the user try to verify the precision success rate in the form of graph. 

KNN-Accuracy: 

 

Explanation: From the above window we can see the output is achieved 88.6 % 

6. CONCLUSION 

In conclusion, terrorism remains a paramount threat to humanity, impacting 

individuals' quality of life and societal progress. The pervasive fear of terrorism hinders 

active participation in national growth, making its eradication a top governmental priority 

globally. To comprehensively address and mitigate terrorist actions, understanding the 

multifaceted variables contributing to terrorism is crucial. This paper advocates for the 

utilization of machine learning as an effective model to comprehend these variables.The 

investigation focused on AI-based approaches, specifically training models on key 

variables such as month, target type, and attack type to predict the region and country of 

terrorist attacks. Notably, Logistic Regression, LDA, Naïve Bayes, and SVM 

demonstrated a commendable accuracy of 82% in both predicting the region and country 

of the attacks. These findings underscore the potential of machine learning in enhancing 

defense against terrorist threats.As we move forward, the results presented in this work 

offer valuable insights that can be instrumental in fortifying defense mechanisms against 

terrorist attacks in the future. By leveraging the predictive capabilities of machine 

learning, law enforcement authorities can develop more proactive and targeted strategies, 

contributing to a safer and more secure global environment 

Declaration  

1. All authors do not have any conflict of interest. 

2. This article does not contain any studies with human participants or animals performed by any 

of the authors. 

References 
1) S. Sayad, "From future forecasting, naive Bayesian," [Online]. 

2) J. Hodges and E. Fix, "Nonparametric discrimination and consistency features are used 

in discriminatory analysis," 1951's PsycEXTRA Dataset. 

3) [Online]. Available: https://cogsci.yale.edu/sites/default/files/files/Thesis2018Peng.pdf 

Journal of Engineering Sciences Vol 15 Issue 02,2024

ISSN:0377-9254 jespublication.com Page 314



 

 

4) D. Y. Mohammed and M. Karabatak, "Terrorist assaults in Turkey: A review of 2016's 

terrorist incidents," in The 6th International Symposium on Digital Forensic and 

Security (ISDFS), 2018, pp. 1-3. 

5) A. Basuchoudhary, J. David, A. Mitra, and J. Bang, "A machine learning method to 

terrorist prediction," 2018. 

6) T. Matthews and S. Sanders, "Conflict and terrorism: strategic and experimental 

assessments," Public Choice, vol. 179, no. 3-4, pp. 169-174. 

7) I. Ravenscroft, "Religion, terrorism, and self-control: A startling connection between 

practicing a conservative religion and the success of terrorists," Political Violence and 

Terrorism, 2019, vol. 7, no. 1-4, pp. 1-16. 

8) N. E. M. Khalifa, M. H. N. Taha, S. H. N. Taha, and A. E. Hassanien, "Searching for 

Terrorist Attacks in Egypt Using Statistical Insights and Association Mining," in 

International Conference on Advanced Machine Learning Technologies and 

Applications, Mar. 2019, pp. 291-300. 

9) J. Robbins, L. Y. Hunter, and M. H. Ginn, "The impact of terrorism on Europe's 

center- and far-right parties," Political Science in Europe, pp. 1-22. 

10) M. Klenka, "Significant events that influenced aviation security," Transportation 

Security Journal, 2019, pp. 1-18. 

11) A. Wilson, Gleditsch, and W. Guo, "Rework AI to predict and prevent wars," 2018. 

12) M. Hao, D. Jiang, F. Ding, J. Fu, and S. Chen, "Using GIS and the Random Forest 

Method to Simulate Spatio-Temporal Patterns of Terrorism Incidents in the Indochina 

Peninsula," ISPRS International Journal of Geo-Information, vol. 8, no. 3, p. 133. 

Journal of Engineering Sciences Vol 15 Issue 02,2024

ISSN:0377-9254 jespublication.com Page 315


