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ABSTRACT:  

Threat detection in surveillance videos is a 

critical task for ensuring public safety and 

security. In this paper, we propose a real-time 

threat detection system based on the YOLOv5 

object detection framework. The system is 

designed to identify various types of threats, 

including weapons, suspicious objects, and 

aggressive behaviours, in live video streams 

from surveillance cameras.  Nowadays, there 

has been a rise in the amount of disruptive 

and offensive activities that have been 

happening. Due to this, security has been 

given principal significance. Public places 

like shopping malls, banks, etc. are 

increasingly being equipped with CCTV to 

guarantee the security of individuals. 

Subsequently, this inconvenience is making a 

need to computerize this system with high 

accuracy. Since constant observation of these 

surveillance cameras by humans is a near-

impossible task. It requires work forces and 

their constant attention to judge if the 

captured activities are anomalous or 

suspicious. Hence, this drawback is creating a 

need to automate this process with high 

accuracy. Therefore, to reduce the wastage of 

time and labor, we are utilizing deep learning 

algorithms for Automating Threat 

Recognition Systems. Its goal is to 

automatically identify signs of aggression and 

violence in real-time, which filters out 

irregularities from normal patterns. We intend 

to utilize different machine Learning models 

(YOLOV5) to identify and classify levels of 

high movement in the frame. We first collect 

and annotate a diverse dataset of threat-related 

images, including instances of weapons, 

explosive devices, and physical altercations. 

We then fine-tune the YOLOv5 architecture 

on this dataset to enable accurate and efficient 

detection of threats. Our model is capable of 

real-time processing, making it suitable for 

deployment in high-security environments 

where timely threat detection is crucial. We 

evaluate the performance of our threat 

detection system on a benchmark dataset and 

demonstrate its effectiveness in detecting 

threats with high precision and recall rates. 

The system's ability to operate in real-time 

ensures rapid response to potential threats, 

enhancing overall security measures in 

surveillance scenarios. 

From there, we can raise a detection alert for 

the situation of a threat, indicating the 

suspicious activities at an instance of time.  
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1.INTRODUCTION 

Surveillance cameras play a crucial role in 

security and monitoring applications, but 

managing vast amounts of video data 

manually can be overwhelming. 

Implementing a threat detection system using 

YOLOv5, a state-of-the-art object detection 

model, can significantly enhance the 

capabilities of surveillance systems.YOLOv5 

is an evolution of the You Only Look Once 

(YOLO) family of object detection models. It 

is renowned for its speed and accuracy, 

making it suitable for real-time applications 

like surveillance.YOLOv5 can be trained to 

detect various threats and anomalies in 

surveillance camera feeds. Common threats 

include intruders, abandoned objects, 

unauthorized access, and unusual behavior 

patterns. The training process involves 

annotating a dataset with bounding boxes 

around threat objects and training the 

YOLOv5 model to recognize and classify 

these threats accurately. 

This paper presents the threat detector for 

surveillance cameras using yolov5 can be 

deployed efficiently and the goal is to 

improve security measures and reduce 

response time. 

We have chosen a dataset that consists of 

various types of images of threatening objects 

like suspicious activities and Weapons like 

handgun, pistol, knife, machine guns etc. We 

created a YOLOV5 model that performs 

object detection and displays result to user via 

interface. We developed user interface with 

Gradio.Gradio is a Python library that 

simplifies the process of creating and sharing 

machine learning models via user-friendly 

interfaces. Gradio offers several features that 

make it easy to create, customize, and deploy 

machine learning interface. The predictions 

can visualize in Tensor Board. Tensor Board 

is a visualization toolkit provided by Tensor 

Flow, a popular open-source machine learning 

framework developed by Google. It is 

designed to help users visualize, monitor, and 

analyze various aspects of their machine 

learning models and experiments. Tensor 

Board offers a wide range of features and 

capabilities that facilitate model 

understanding, debugging, optimization, and 

performance monitoring.YOLOv5 builds 

upon earlier versions (such as YOLOv3) by 

introducing improvements in architecture, 

training methodologies, and performance 

metrics. YOLOv5's efficient architecture 

allows for real-time inference, enabling rapid 

threat detection in surveillance camera feeds 

without significant latency.YOLOv5 can 

detect multiple threat objects simultaneously 

within a single video frame, providing 

comprehensive coverage and alerting 

operators to multiple threats at once. By 

leveraging YOLOv5's accuracy and 

generalization capabilities, the threat 

detection system can reliably identify threats 

across diverse environments, lighting 

conditions, and object orientations.  

2.RELATED WORK 

Here are some examples of related work and 

research in the field of threat detection, 

particularly using object detection algorithms 

like YOLOv5: 

"Firearm Detection in Video Surveillance:  

A Deep Learning Approach" This study 

focuses on detecting firearms in video 

surveillance footage using deep learning 

techniques. It explores the use of YOLOv3, 

YOLOv4, and YOLOv5 for firearm detection 

and compares their performance in terms of 

accuracy and speed 
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"Object Detection for Threat Detection in X-

ray Images": 

This research project employs object 

detection algorithms, including YOLOv5, to 

detect threats (such as weapons or contraband 

items) in X-ray images at security 

checkpoints. The study evaluates the 

effectiveness of YOLOv5 in detecting small 

and concealed objects accurately. 

"Real-Time Weapon Detection in 

Surveillance Cameras": 

This work focuses on real-time weapon 

detection using surveillance cameras deployed 

in public spaces. YOLOv5 is employed to 

detect firearms and other weapons, enabling 

security personnel to respond promptly to 

potential threats. 

"Deep Learning for Threat Recognition in 

Images and Videos": 

This comprehensive study reviews various 

deep learning models, including YOLOv5, for 

threat recognition tasks in images and videos. 

It discusses challenges, advancements, and 

future directions in utilizing deep learning for 

enhancing threat detection capabilities. 

"YOLOv5-based Threat Detection System for 

Smart Cities": 

This project presents a YOLOv5-based threat 

detection system designed for smart city 

environments. The system integrates with IoT 

devices, surveillance cameras, and data 

analytics platforms to detect and respond to 

threats in urban areas effectively. 

3.PROPOSED SYSTEM 

The proposed system of ‘threat detector for 

surveillance cameras has developed using 

YOLOV5  technique. YOLOv5 is a popular 

deep learning-based object detection model 

that belongs to the You Only Look Once 

(YOLO) family of models. The initial step is 

data gathering ,we chosen a dataset of various 

types of images like suspicious activities and  

weapons like pistol, handguns, knife etc. The 

data is processed and trained the model. 

 

The architecture of YOLOv5 follows a one-

stage object detection approach, where it 

processes the entire image in a single pass to 

detect and classify objects. The model 

architecture includes backbone networks like 

CSPDarknet53 or Efficient Net as feature 

extractors, followed by detection heads for 

bounding box regression and object 

classification.YOLOv5 uses anchor boxes to 

predict bounding boxes for objects of 

different sizes and aspect ratios within the 

image.  

YOLOv5 incorporates data augmentation 

techniques during training, such as random 

scaling, rotation, and color jitter, to improve 

model generalization and robustness.YOLOv5 

can be trained on custom datasets using 

annotated images and ground-truth bounding 

boxes for object detection tasks. 

The model predictions had done in Tensor 

Board, Tensor Board is a visualization tool 

provided by Tensor Flow, a popular deep 

learning framework. It is used for visualizing 

and monitoring various aspects of your 

machine learning models during training and 

evaluation.  
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During training, Tensor Board can display 

various metrics such as loss, accuracy, 

validation metrics, learning rates, and more. 

These metrics are plotted over time, allowing 

you to monitor the progress of your model's 

training and identify trends or anomalies. 

Tensor Board provides histograms of model 

weights, biases, and gradients. These 

histograms help you analyze how parameters 

change during training, identify issues like 

vanishing or exploding gradients, and assess 

the overall stability of the training process. 

Tensor Board provides an interactive web-

based dashboard where you can navigate 

through different tabs and views, zoom in/out, 

pan, and customize visualizations based on 

your preferences. 

 

In our proposed model we had developed our 

user interface using gradio. Gradio is a Python 

library that simplifies the process of creating 

interactive UIs for machine learning models. 

It allows you to build and deploy web-based 

interfaces for your models without needing to 

write HTML, CSS, or JavaScript code. Gradio 

allows you to deploy your interactive UIs 

locally or to cloud platforms with minimal 

effort. You can deploy directly from your 

Python environment, and Gradio handles the 

necessary server setup and hosting. 

And a detection alert is generated 

automatically when a suspicious activity or 

weapon like handgun, knife etc are detected. 

In conclusion, dataset is trained with 

YOLOV5 model, the detected weapon or 

activity is highlighted with bounding boxes 

and a detection alert is generated 

automatically when detection takes place. 

And the interface is developed using gradio, is 

a user-friendly interface, an image is uploaded 

as an input in the interface ,the user can be 

able to visualize the result. 

3.1 IMPLEMENTATION 

Data Collection and Annotation: 

Gather a dataset of annotated images or video 

frames containing examples of threats and 

non-threats relevant to your surveillance 

scenario. 

Annotate the dataset with bounding boxes 

around threat objects (e.g., suspicious items, 

unauthorized individuals, abnormal activities) 

and label them accordingly. 

We have taken a dataset consists of various 

types of weapon images and suspicious 

activity images of annotated dataset. 

 

 

 
Data Preprocessing: 

Preprocess the annotated dataset by resizing 

images to a suitable input size for YOLOv5 

(e.g., 416x416 pixels) and organizing the data 

into training, validation, and possibly testing 

sets. 

Augment the training data with techniques 

like random rotation, flipping, and color 

adjustments to improve model generalization. 

 

 

Model Configuration: 

Configure the YOLOv5 model architecture 

based on your specific threat detection 

requirements. YOLOv5 provides different 

model variants (e.g., YOLOv5s, YOLOv5m, 

YOLOv5l, YOLOv5x) with varying 

complexities and performance trade-offs. 

Customize the model's configuration file (e.g., 

yolov5.yaml) to define classes, anchors, input 

size, training settings, and other parameters. 

 

 

Training AND Testing: 

Journal of Engineering Sciences Vol 15 Issue 04,2024

ISSN:0377-9254 jespublication.com Page 2037



 

Train the YOLOv5 model using the 

preprocessed and annotated dataset.YOLOv5 

supports training with PyTorch and provides 

scripts for training, evaluation, and inference. 

Use tools like train.py and detect.py provided 

in the YOLOv5 repository to facilitate 

training and evaluation processes. 

Fine-tune the model's hyper parameters (e.g., 

learning rate, batch size, augmentation 

settings) based on validation performance to 

optimize threat detection accuracy.Gather a 

separate test dataset containing a diverse 

range of images or video frames 

representative of real-world scenarios where 

threats may occur. 

Perform inference using the loaded YOLOv5 

model on the test dataset. Feed test images or 

video frames through the model and obtain 

predictions for bounding boxes, object 

classes, and confidence scores. 

 

  

Model Evaluation: 

Evaluate the trained YOLOv5 model using 

the validation set to assess its threat detection 

performance. Calculate metrics such as 

precision, recall, and mAP (mean Average 

Precision) to measure model effectiveness. 

 

Precision: The fraction of correctly predicted 

threat instances among all predicted        

instances. 

Recall (Sensitivity): The fraction of correctly 

predicted threat instances among all actual 

threat instances in the dataset. 

mAP (mean Average Precision): The average 

precision across different confidence 

thresholds, providing a comprehensive 

measure of detection accuracy. 

 

 
 

Model Deployment: 

Deploy the trained YOLOv5 model for real-

time inference on surveillance camera feeds 

or video streams. YOLOv5 provides inference 

scripts (detect.py) and APIs for deploying 

models locally or on cloud platforms. 

Integrate the YOLOv5-based threat detector 

with existing surveillance systems, video 

management software (VMS), or security 

platforms to automate threat detection tasks. 

 

Continuous Improvement: 

Monitor the performance of the YOLOv5-

based threat detector in production and 

iteratively improve the model by retraining 

with new data, fine-tuning parameters, and 

incorporating feedback from security 

personnel. 

expected and provides meaningful feedback 

to users. 

4.RESULTS AND DISCUSSION 

Here are the some of the results after training the model using YOLOV5 and testing. Detected 

objects are highlighted using bounding boxes., bounding boxes are rectangular regions defined 

around objects .Bounding boxes play a crucial role in localizing and identifying objects within 

visual data. 
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5.CONCLUSION 

In conclusion,detection using YOLOv5 

presents a robust and efficient solution for 

enhancing security measures in various 

environments. YOLOv5's architecture, 

combined with its real-time object detection 

capabilities, makes it well-suited for detecting 

weapons, suspicious objects, or unauthorized 

items in images or video streams. Through the 

implementation and experimental evaluation 

of YOLOv5 for suspicious activites and 
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weapon detection, several key observations 

and conclusions can be drawn: Accuracy and 

Precision: YOLOv5 demonstrates high 

accuracy and precision in detecting weapons 

and threat-related objects within complex 

scenes. The model's ability to localize objects 

accurately and classify them with minimal 

false positives is crucial for reliable threat 

detection. YOLOv5's real-time performance 

enables quick detection and response to 

potential threats, making it suitable for 

security applications requiring rapid decision-

making and action. The experimental 

evaluation of YOLOv5 for weapon detection 

involves rigorous training, optimization of 

hyperparameters, data augmentation, and 

model fine-tuning. These steps are essential 

for maximizing the model's detection 

performance and generalization across diverse 

threat scenarios.When the threatening objects 

are detected ,detection alerts are generated 

automatically and threatening objects are 

specified with bounding box. 
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