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Abstract: The proposed EVM employs fingerprint scanning for authentication, utilizing the 

extensive Aadhaar database for verification. During the electoral process, voters undergo 

authentication via finger vein sensing, ensuring the integrity of each vote cast. Additionally, 

the system displays the voter's photograph on-screen for verification, By incorporating 

fingerprint scanning, the EVM aims to prevent malpractices such as fake and repeated voting. 

Each voter's unique fingerprint serves as a secure identifier, eliminating the possibility of 

unauthorized participation. Furthermore, the utilization of Aadhaar data adds an additional 

layer of validation, bolstering the system's reliability. Citizens can participate in democracy 

with trust and certainty. This project represents a significant step towards enhancing electoral 

integrity and advancing democratic principles through technological innovation. 

 

Keywords: Electronic Voting Machine, Aadhaar, Fingerprint Identification, Electoral 

Integrity, Authentication, Finger Vein Sensing, Fraud Prevention. 

 

I. INTRODUCTION  

 

In the contemporary landscape of 

democratic governance, the integrity and 

transparency of electoral processes stand 

as fundamental pillars. Across the globe, 

nations strive to uphold the sanctity of the 

vote, ensuring that each citizen's voice is 

heard and respected. Central to this 

endeavor is the evolution of voting 

technologies, with Electronic Voting 

Machines (EVMs) emerging as a pivotal 

innovation in modernizing electoral 

systems. However, alongside the benefits 

of efficiency and accessibility that EVMs 

offer, concerns regarding security and 

reliability persist. 

 

The introduction of biometric 

authentication mechanisms holds promise 

in addressing these concerns, offering a 

robust solution to verify voter identity and 

prevent fraudulent activities. Among the 

various biometric modalities, fingerprint 

identification has garnered significant 

attention due to its reliability, accessibility, 

and widespread acceptance. Leveraging 

the Aadhaar card database—a 

comprehensive biometric repository—
further enhances the potential of 

fingerprint-based authentication in 

electoral processes. 

 

This project aims to explore the 

intersection of electronic voting 

technology and biometric authentication, 

with a focus on developing a secure EVM 

utilizing Aadhaar-based fingerprint 

identification. By integrating cutting-edge 

technologies such as finger vein sensing, 

the proposed EVM seeks to fortify the 

electoral process against malpractices 

while ensuring the convenience and 

confidence of voters. 

 

II. EXISTING SYSTEM 

The existing landscape of electronic voting 

systems is characterized by a variety of 
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platforms, ranging from traditional 

Electronic Voting Machines (EVMs) to 

more sophisticated digital interfaces. 

While these systems have streamlined the 

voting process and expedited result 

tabulation compared to manual methods, 

they are not without their shortcomings. 

Security vulnerabilities, including the risk 

of tampering and hacking, pose significant 

challenges to the integrity of election 

outcomes. Moreover, concerns persist 

regarding the transparency and verifiability 

of votes cast, undermining voter 

confidence in the electoral process. 

Accessibility issues, regulatory 

inconsistencies, and scalability concerns 

further compound these challenges, 

highlighting the need for continuous 

innovation and improvement in electoral 

technology. 

Addressing these shortcomings requires a 

comprehensive approach that prioritizes 

security, transparency, and inclusivity. By 

enhancing existing electronic voting 

systems with advanced authentication 

mechanisms, such as biometric verification 

based on Aadhaar data, it becomes 

possible to bolster the integrity of the 

electoral process. Additionally, efforts to 

streamline regulatory frameworks, 

improve user interfaces for enhanced 

accessibility, and invest in robust 

infrastructure can contribute to a more 

reliable and trustworthy voting experience. 

By leveraging technology to overcome 

existing limitations and promote 

democratic principles, electoral systems 

can evolve to better serve citizens and 

uphold the foundations of democracy. 

III. PROPOSED SYSTEM 

The proposed system aims to revolutionize 

electronic voting by integrating Aadhaar-

based fingerprint identification into the 

electoral process. Leveraging the extensive 

biometric data stored in the Aadhaar 

database, voters will authenticate their 

identity using fingerprint scanning 

technology, ensuring a secure and reliable 

voting experience. By incorporating 

advanced authentication mechanisms such 

as finger vein sensing, the system adds an 

extra layer of security, mitigating the risk 

of fraudulent activities such as fake or 

repeated voting. Additionally, the 

integration of voter photo verification 

further enhances transparency and instills 

confidence among voters, assuring them 

that their voices are heard and respected. 

Through these innovations, the proposed 

system seeks to enhance the integrity of 

the electoral process, promote voter trust, 

and uphold democratic principles. 

 

Journal of Engineering Sciences Vol 15 Issue 04,2024

ISSN:0377-9254 jespublication.com Page 1189



Fig.1. General Block diagram

 

Fig.2. Flow Chart 

Moreover, the proposed system addresses 

accessibility concerns by providing 

intuitive user interfaces and 

accommodating individuals with 

disabilities, thereby fostering inclusivity in 

the electoral process. Furthermore, efforts 

to harmonize regulatory frameworks and 

invest in scalable infrastructure ensure that 

the system can be deployed effectively on 

a large scale, facilitating widespread 

adoption and participation. By embracing 

technological advancements and best 

practices in electoral governance, the 

proposed system represents a significant 

step towards modernizing electoral 

systems and safeguarding the democratic 

process for future generations. 

 

IV. COMPONENTS USED 

AND DESCRIPTION 

Arduino Uno Microcontroller Board: 

The Arduino Uno serves as the central 

processing unit for the electronic voting 

system. It provides the computational 

power and interfaces necessary to control 

the various components and execute the 

voting software. 

 

Fig.3. Arduino UNO Board 

 

Biometric Authentication Module: An 

external fingerprint scanner module 

compatible with Arduino, such as the GT-

511C3, can be used for biometric 

authentication. The module communicates 

with the Arduino Uno via UART 

(Universal Asynchronous Receiver-

Transmitter) or other supported 

communication protocols. Arduino 

libraries are available for interfacing with 

such fingerprint scanner modules, allowing 

for the capture and processing of voters' 

fingerprints. 

 

Fig 4. Fingerprint Sensor 

 

Aadhaar Integration: The Arduino Uno 

can communicate with an external device, 

such as a Raspberry Pi or a computer, 

which accesses the Aadhaar database for 

verification. Through serial 

communication or network protocols, the 

Arduino Uno sends fingerprint data to the 
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external device, which then performs the 

matching process with Aadhaar records 

and sends back the verification result to 

the Arduino. 

Voter Photo Verification System: The 

Arduino Uno can interface with a display 

module, such as an OLED or TFT LCD 

screen, to present the voter's photograph 

retrieved from the Aadhaar database. The 

display module can be connected to the 

Arduino Uno via SPI (Serial Peripheral 

Interface) or other supported interfaces. 

Arduino libraries are available for 

controlling various display modules and 

rendering images. 

Fig 5. Interfacing of 16*2 I2C LCD with 

Arduino 

Secure Communication Protocols: 

Arduino Uno can utilize cryptographic 

libraries and communication protocols 

such as SSL/TLS (Secure Sockets 

Layer/Transport Layer Security) or HMAC 

(Hash-based Message Authentication 

Code) for secure communication with 

external servers or devices. Ethernet or 

Wi-Fi shields can be added to the Arduino 

Uno for network connectivity, enabling 

secure data transmission. 

Audit Trail Mechanism:  

Arduino Uno can log voting transactions 

and interactions to external storage devices 

such as SD cards or EEPROM 

(Electrically Erasable Programmable 

Read-Only Memory). Timestamps, voter 

IDs, and other relevant data can be 

recorded and appended to a log file for 

auditing purposes. 

 

Fig.6. Interfacing of DF player Mini 

User Interface Design: Arduino Uno can 

interface with input devices such as push 

buttons or touch sensors for voter input. 

Additionally, it can control the display 

module to provide a graphical user 

interface (GUI) for guiding voters through 

the voting process. Arduino programming 

libraries and graphical interface libraries 

such as TFT_eSPI can be utilized for 

developing user-friendly interfaces. 

 

Fig.7. Interfacing of Fingerprint Sensor 

with Arduino 

V. WORKING ALGORITHM 

Initialization: 

Upon power-up or system reset, the 

Arduino Uno initializes all necessary 

Journal of Engineering Sciences Vol 15 Issue 04,2024

ISSN:0377-9254 jespublication.com Page 1191



components, including the fingerprint 

scanner module, display module, and 

communication interfaces.The system 

establishes communication with external 

devices, such as the Aadhaar database 

server, for voter verification. 

Voter Authentication: 

The voting process begins with a voter 

approaching the electronic voting machine 

(EVM) and indicating their intent to 

vote.The Arduino Uno prompts the voter 

to place their finger on the fingerprint 

scanner module for biometric 

authentication.The fingerprint scanner 

captures the voter's fingerprint data, which 

is transmitted to the Arduino Uno for 

processing.The Arduino Uno sends the 

fingerprint data to the Aadhaar database 

server for verification. 

Voter Verification and Ballot 

Presentation: 

If the voter is verified successfully, the 

Arduino Uno retrieves the voter's 

photograph from the Aadhaar database and 

displays it on the screen for visual 

verification. 

The voter confirms their identity by 

visually comparing the displayed 

photograph with their own appearance. 

Once verified, the Arduino Uno presents 

the ballot to the voter on the display 

module, listing the candidates or options 

for selection. 

Ballot Selection and Casting: 

The voter selects their preferred candidate 

or option using the input interface 

provided by the Arduino Uno, such as 

push buttons or touch sensors. 

The Arduino Uno records the voter's 

selections and ensures that each voter can 

only cast one ballot per election. 

After completing the ballot, the voter 

confirms their choices, and the Arduino 

Uno prompts them to finalize their vote. 

Vote Submission and Audit Trail 

Logging: 

Upon confirmation, the Arduino Uno 

securely transmits the voting data, 

including voter ID and ballot selections, to 

the central tabulation server. 

Simultaneously, the Arduino Uno logs the 

transaction details, including timestamps 

and voter IDs, to an external storage 

device for auditing purposes. 

The voting process for the current voter 

concludes, and the EVM resets to await the 

next voter. 

 

VI. RESULTS 

The implementation of the proposed 

electronic voting system, integrated with 

an Arduino Uno microcontroller board, 

yields significant results in enhancing the 

security, accuracy, and transparency of the 

electoral process. By leveraging Aadhaar-

based fingerprint identification, the system 

effectively mitigates the risk of fraudulent 

activities such as impersonation and 

multiple voting, ensuring the integrity of 

election outcomes. The inclusion of a voter 

photo verification system further enhances 

transparency, allowing voters to visually 

confirm their identities before casting their 

ballots. Through efficient operation 

facilitated by the Arduino Uno's 

processing power and hardware interfaces, 

the system offers a seamless voting 

experience, promoting voter confidence 

and participation. Overall, the results 

demonstrate the effectiveness of the 

electronic voting system in upholding 

democratic principles and facilitating fair 

and credible elections. 
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Fig.8. Fully Assembled Diagram 

Furthermore, the system's user-friendly 

interface and secure communication 

protocols contribute to an efficient and 

reliable voting process, enhancing overall 

satisfaction among voters and election 

administrators. The successful 

implementation of the electronic voting 

system underscores its potential to 

modernize electoral systems and address 

longstanding challenges such as voter 

fraud and transparency. With continued 

refinement and adaptation, electronic 

voting systems integrated with Arduino 

Uno microcontroller boards can play a 

pivotal role in advancing democratic 

governance and ensuring the equitable 

representation of citizens' voices in 

decision-making processes. 

 

VII. CONCLUSION 

The development and implementation of 

the electronic voting system integrated 

with an Arduino Uno microcontroller 

board represent a significant advancement 

in electoral technology, offering solutions 

to longstanding challenges and enhancing 

the integrity of democratic processes. By 

leveraging Aadhaar-based fingerprint 

identification and secure communication 

protocols, the system effectively addresses 

concerns related to voter fraud, security, 

and transparency. The inclusion of user-

friendly features such as voter photo 

verification and intuitive interfaces further 

promotes voter confidence and 

participation, ensuring that elections are 

conducted in a fair, efficient, and inclusive 

manner. Moving forward, continued 

research and innovation in electronic 

voting systems will be essential to further 

refine and optimize these technologies, 

ultimately strengthening democratic 

governance and upholding the principles 

of free and fair elections. Through 

collaborative efforts between 

policymakers, technologists, and civil 

society, electronic voting systems have the 

potential to revolutionize electoral 

processes worldwide, fostering greater 

trust, accountability, and citizen 

engagement in democratic decision-

making. 
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